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BONDABILITY LETTER 

JANUS has performed numerous engagements since 1988 involving very sensitive data.  We have 

performed and are currently performing MARS-E type assessments for multiple states, and our contracts 

have always been extended for the maximum number of years which is typically 3 to 5.  Our bonding 

company has a very strict process and will not provide a letter without a formal application including 

multiple years of financial information, lengthy documentation reviews including the RFQ, our formal 

response, a copy of the final contract, and a substantial origination fee which would be credited back to 

us should we be awarded the engagement and accept the bond.  Their explanation is that this onerous 

process is designed to protect all parties involved.  JANUS has never been refused a bond in our entire 

36+ year history, and we respectfully suggest that should the State award us the contract, we be allowed 

a maximum of 10 business days to secure the required bond.    

 

A letter from our bonding company regarding this matter is presented on the following pages. 
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E. 1 RFP SECTION 2.4 COMPANY AND STAFF INFORMATION AND 

EXPERIENCE 

1. The Contractor must have acceptable privacy and security experience. Describe your company and all 
subcontractors and their roles on this Project. Please confirm whether your subcontractors have, or do 
not have, signed agreements or letters of intent. 

JANUS General Qualifications & Experience  

CƻǳƴŘŜŘ ƛƴ мфууΣ W!b¦{ ƛǎ !ƳŜǊƛŎŀΩǎ longest operating information risk management and IT security 

firm.  JANUS continues to serve a wide range of clients in government, healthcare, education, and 

industry and brings the best practices of all sectors to our projects.  JANUS is a privately held, woman-

owned small business (WOSB) headquartered in Stamford, CT with additional locations throughout 

Connecticut, Pennsylvania, Maryland, Florida, Texas, New Mexico, and Arizona. 
 

Although we are certified by a variety of state and local government bodies as a woman-owned, small 

business we have remained in business for over 36 years due to the excellence of our offerings, our 

dedication to our clients, our vendor neutral results, our flexibility to meet evolving customer needs, 

and our ability to compete with the largest security organizations to bring needed solutions to our 

customers.  We have focused on information security, forensics, security engineering, business 

resilience, and associated services as our core business since our founding and we possess the depth 

and experƛŜƴŎŜ ǊŜǉǳƛǊŜŘ ǘƻ ŦǳƭŦƛƭƭ ǘƘŜ {ǘŀǘŜΩǎ requirements for this project and into the future.   
 

As an independent organization that focuses on risk, information security and assessment, and 

penetration testing, we have a natural affinity to protect our clients and bring improvements to your 

business processes ςall designed to help you achieve excellence.  We are specialists in Information 

Technology (IT) and risk assessment and as such, we understand that helping you discover issues early 

and then making practical recommendations for mitigating them and improving your network 

infrastructure is one of the best ways we can add value to your business and protect it.  We have broad 

experience across numerous municipal, state and federal government entities, as well as educational, 

utility and transportation entities, and we believe our values and skill sets will exceed your expectations 

for this project. 
 

JANUS is not partnered with any hardware or software providers.  We are not an accounting firm that 

augments our work with a cybersecurity sideline.  Providing cybersecurity services is our core focus and 

specialty.  We regularly work with all the federal regulations such as NIST, IRS, HIPAA, CJIS, CIS, 

FERC/NERC and others.  We also regularly assess state health exchange security along with federal 

Centers for Medicare & Medicaid contractors (including General Dynamics and Anthem), so all our staff 

has a very strong background in HIPAA security needs.  Also, the State can be assured that we have no 

relationships which would influence our recommendations ς or accounting services to sell.  This is very 

unusual in our business but is structured to offer you the best unbiased capabilities.  As a result, we are 

ideally positioned to assist you with your HIPAA security and privacy needs.  This client-centric approach 

has been well-honed by many similar successful projects completed each year.   
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A cornerstone of JANUS assessments is how ǿƘŀǘ ǿŜ ŦƛƴŘ ǿƛƭƭ ŀŦŦŜŎǘ ǘƘŜ {ǘŀǘŜΩǎ business in addition to 

the technical issues discovered.  Every JANUS finding carries with it a delineation of the actual issue 

affecting business operations and how the specific issue affects you, providing a translation of the 

information and analysis into terms that are relevant to both technical and managerial personnel.  This 

extends the value of the analysis and makes it more actionable ς thus bringing greater return on 

investment for your operations.  JANUS is known throughout the cybersecurity industry for this unique 

approach. 
 

Another hallmark of our services is quality, which is demonstrated by the professionalism of our staff, 

the depth and currency of our understanding of information security and network issues, and the clarity 

of our reports and oral communication.   
 

A benefit of our projects is the high-quality level of the results, including our reports.  We are well 

regarded for our reports which include sections written in plain English to help foster understanding for 

those who are not technically inclined.  While all consulting firms position themselves as providing high 

quality, we have formal client feedback and independent evaluations that reinforce this concept.  This 

translates into a high return on investment for the State. 
 

¢ƻ ǇǊƻǾƛŘŜ ŀ ŎƭŜŀǊŜǊ ǳƴŘŜǊǎǘŀƴŘƛƴƎ ƻŦ W!b¦{Ω ǊŜƭŀǘƛƻƴǎƘƛǇ ǿƛǘƘ ƻǳǊ ŎƭƛŜƴǘǎ ŀƴŘ ǘƘƻǊƻǳƎƘ ŘŜƭƛǾŜǊŀōƭŜǎΣ 

we include the following quotes from comments by our clients.  JANUS clients were asked to rate our 

knowledge and expertise (10 = best; 1 = worst): 
 

Wyoming State Agency 

Question #/Question         Rating 

2. wŀǘŜ ǘƘŜ ŦƛǊƳΩǎ ƪƴƻǿƭŜŘƎŜ ŀƴŘ ŜȄǇŜǊǘƛǎŜΦ RATING: 10 

Comments:  JANUS has demonstrated its subject matter expertise each time we have engaged their 

services.  They have also assisted with issues arising in other areas while they were on site.  [Redacted] 

is a State agency consisting of four divisions.  Within those divisions there are over one hundred 

programs and five direct care facilities.   
 

Massachusetts State Agency 

Question #/Question         Rating 

9. wŀǘŜ ǘƘŜ ƪƴƻǿƭŜŘƎŜ ƻŦ ǘƘŜ ǾŜƴŘƻǊΩǎ ŀǎǎƛƎƴŜŘ ǎǘŀŦŦ ŀƴŘ ǘƘŜƛǊ ŀōƛƭƛǘȅ ǘƻ 

accomplish duties as contracted. 

RATING: 10 

Comments: 

Outstanding! 
 

Federal Agency 

Question #/Question         Rating 

9. wŀǘŜ ǘƘŜ ƪƴƻǿƭŜŘƎŜ ƻŦ ǘƘŜ ǾŜƴŘƻǊΩǎ ŀǎǎƛƎƴŜŘ ǎǘŀŦŦ ŀƴŘ ǘƘŜƛǊ ŀōƛƭƛǘȅ ǘƻ 

accomplish duties as contracted. 

RATING: 10 

Comments: 
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Janus has a veteran staff that saw very little turnover.  Key personnel remained on the project 

throughout each project.  Over the eleven years that I worked with Janus, key personnel left on the rare 

occasion due to health reasons or changes in their personal lives that required a physical move.  Often 

they still remained on the project assisting with the completion remotely.  New experienced staff was 

brought on board to continue Janus' quality of service.  In addition, the staff has experience across all 

levels of information security from the mainframe, mid-tier, desk-top to all current mobile and network 

technologies.  This was particularly important in an agency that employs all of the above.  Janus' 

management style is very hands-on and regularly met to discuss the project status and make any 

necessary adjustments based on the technical direction of the Project Officer. 
 

JANUS consistently receives customer comments similar to these and will ensure that our work for the 

State remains equally diligent and thorough. 
 

Having completed many projects that require vision, management, remediation, development, and IT 

ǎȅǎǘŜƳǎ ŀƴŀƭȅǎŜǎ ŀƴŘ ŀǎǎŜǎǎƳŜƴǘ ƻŦ ƭŀǊƎŜΣ ŎƻƳǇƭŜȄ ƻǊƎŀƴƛȊŀǘƛƻƴŀƭ ǊŜǉǳƛǊŜƳŜƴǘǎΣ W!b¦{Ω Ŏƻƴǎǳƭǘŀƴǘǎ 

understand how to determine the true need, which often differs from the stated need.  Our consultants 

blend what they hear with what they observe, factor in the challenges, and produce a clear and cost-

benefit conclusion for clients.  A statement by a Commonwealth of Massachusetts Technology Director 

was that every time he left the room from a JANUS meeting, he felt smarter as a result of our assistance 

and advice. 

JANUS Capabilities  

W!b¦{Ω ƭƻƴƎ ŎƻƳƳƛǘƳŜƴǘ ǘƻ ƛƳǇǊƻǾƛƴƎ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜΣ L¢ ƴŜǘǿƻǊƪƛƴƎΣ ŀǇǇƭƛŎŀǘƛƻƴΣ ŀƴŘ ǎecurity, 

performing Independent Verification and Validation (IV&V) and risk, vulnerability, and compliance 

assessments as well as training has resulted in our consultants having a high-level of understanding of 

the issues that confront complex organizations such as those of the State.  This knowledge has been 

ŜǎǎŜƴǘƛŀƭ ƛƴ ŜǎǘŀōƭƛǎƘƛƴƎ W!b¦{Ω ǎǘŀƴŘƛƴƎ ƛƴ ǘƘƛǎ ŦƛŜƭŘΦ  JANUS brings a rigorous focus on excellence and 

proven ability to provide client-centric solutions to all projects and has the business experience to 

understand the relative value of information and its impact on an organization.  Our firm's extensive 

experience within a broad spectrum of settings provides clients with an objective, balanced perspective.  

JANUS also assists our clients in achieving a proper balance between technology needs and cost.  
 

For our assessments, we follow processes that are geared to provide you with a set of full results and 

recommendations that make follow-on work easier.  This is not always done by consultants, but JANUS 

has specialized in security, continuity, and forensics for well over three decades.  We know how to 

relieve some of the burden from our clients by thinking through a complete project process ς and we do 

that.  In tests and assessments, we also know what you will need to do to verify our findings (if we do 

not) ς so we take on that responsibility, thus eliminating the time and expense you would need to exert 

following our assessments.  There are consultants who will appear to offer a less expensive solution; 

however, rarely will that solution be complete enough to relieve you of the many follow-on expensive 

resource requirements of results verification that enable you to begin remediation.  We offer a holistic 

solution to truly meet enterprise security needs at an excellent price point. 
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Service Offerings 

JANUS does business throughout the U.S. focusing on information security, business continuity, 

regulatory compliance, and computer forensics/e-Discovery.  JANUS has provided services to private 

industry; federal, state, and local government; not-for-profit organizations; and secondary and higher 

education institutions and is eminently qualified and well-ǇƻǎƛǘƛƻƴŜŘ ǘƻ ǎŀǘƛǎŦȅ ǘƘŜ {ǘŀǘŜΩǎ cybersecurity 

requirements. 
 

JANUS confronts complex technical issues with a clear understanding and appreciation for the 

operational business objectives of the organization and helps align and balance operational objectives 

with the particular needs of our clients.  We also work to enhance knowledge transfer with clients, thus 

enhancing the lasting impact of our involvement. 
 

JANUS responds quickly to client needs ς wherever and whenever required.  Clients reap the benefit of 

having access to JANUS senior level people who are innovative experts, not trainees.  JANUS top 

management is available for answers to questions and quick response.  As an independent, vendor-

neutral entity, JANUS is not limited by product offerings and is free to identify the best solutions to 

specific needs, rather than force-fitting specific vendor offerings.  

Assessment Experience 

JANUS has focused on complex security risk assessments and gap analyses throughout our history in our 

ǉǳŜǎǘ ǘƻ ǇǊƻǘŜŎǘ ŀƴŘ ŀƴŀƭȅȊŜ ƻǳǊ ŎƭƛŜƴǘǎΩ ƛƴŦƻǊƳŀǘƛƻƴΦ  We have completed thousands.  Staff has long 

ǎŜŜƴ ǘƘŜ ǇƻǘŜƴǘƛŀƭ ŦƻǊ ƳŀƧƻǊ ǇǊƻōƭŜƳǎ ŀǘ ŎƭƛŜƴǘǎΩ ǎƛǘŜǎ ŀƴŘ ƛƴ their systems and has striven to analyze 

ǘƘŜǎŜ ŀƴŘκƻǊ ŜƭƛƳƛƴŀǘŜ ǘƘŜƳΣ ŘŜǇŜƴŘƛƴƎ ƻƴ ǘƘŜ ǇǊƻƧŜŎǘΣ ƛƴ ŜŀŎƘ ƻŦ ƻǳǊ ŎƭƛŜƴǘǎΩ ŜƴǾƛǊƻƴƳŜƴǘǎΦ 

Enterprise-Wide Systems 

In early 1989, JANUS took on our first major enterprise-wide engagement by conducting a 

comprehensive, multi-facility review and vulnerability assessment of controls for Aetna Insurance to 

improve incident recovery and control processes.  Follow-on projects included long-term database 

design and implementation, application design, strategy development and business process re-

engineering.  
 

Significant business followed with firms like GTE Directories (now Verizon) in Texas and Florida, where 

JANUS conducted major business impact analyses advising staff how to manage risk.  Additional 

assignments included assistance with financial record-keeping by locating, documenting, and 

categorizing assets to write-off outdated technology components, programs, and devices.  Southern 

New England Telephone (now AT&T) had JANUS assess its physical and logical security capabilities, to 

determine weaknesses and to perform penetration testing and information security tasks. 

Security Management 

W!b¦{Ω ōǊŜŀŘǘƘ ƻŦ ŜȄǇŜǊƛŜƴŎŜ ƛƴ ǘƘŜ ǎŜŎǳǊƛǘȅ ƳŀǊƪŜǘǇƭŀŎŜ ƳŀƪŜǎ ǳǎ ǘƘŜ ƛŘŜŀƭ ŎŀƴŘƛŘŀǘŜ ŦƻǊ independent 

security testing and management assignments.  JANUS staff, through our many projects, has gained a 

strong understanding of the issues confronting a wide variety of ŎƭƛŜƴǘǎΩ ƴŜŜŘǎ ŀƴŘ ŘŜǎƛǊŜŘ ƎƻŀƭǎΤ ǘƘŜ 

problems that might occur during projects; the way to structure tasks to ensure they are controllable; 
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and the management of a variety of simultaneous subtasks.  As a result, JANUS projects are completed 

on-time and on-budget. 

Computer Forensics  

With our established reputation for ethics, credentialed experts, and our vast knowledge in the field of 

Information Technology, it was not surprising when the legal community began to call upon JANUS to 

assist in the electronic discovery of evidence ς a field that has since become known as computer or 

digital forensics.   
 

.ȅ ǘƘŜ ŜƴŘ ƻŦ мффуΣ W!b¦{Ω ŀǎǎƛƎƴƳŜƴǘǎ ƛƴ ƛƴǾŜǎǘƛƎŀǘƛƻƴǎ ŀƴŘ ŦǊŀǳŘ ŜȄŀƳƛƴŀǘƛƻƴǎ ƘŀŘ ōŜŜƴ ŎƻƳōƛƴŜŘ 

with our work on electronic discovery and breach response/prevention services to form a separate 

computer forensics practice.  JANUS subsequently is the only firm in America to have played a 

prominent role in the adjudication of both the TJX and the Heartland breach cases as court-appointed 

experts. 

E-Commerce  

!ǎ LƴǘŜǊƴŜǘ ǳǎŀƎŜ ƛƴŎǊŜŀǎŜŘ ƛƴ ōƻǘƘ ōǳǎƛƴŜǎǎ ŀƴŘ ƛƴŘǳǎǘǊȅΣ W!b¦{ ǊŜǎǇƻƴŘŜŘ ǘƻ ŎƭƛŜƴǘǎΩ Ŝ-commerce 

needs.  Adding people to our staff who had been involved in some of the first Internet security incidents 

reported to the FBI, JANUS consultants were able to address increasingly complex e-commerce and 

Internet issues.  JANUS currently provides services such as IT security strategy, manages IT 

implementations (as a vendor-neutral consultant), de-militarized zone design, and wireless strategy and 

design services, web-based consulting involving: security-conscious web design, secure web connectivity 

to back-office systems, virtual private network (VPN) design and implementation, biometric assessment 

and design, PKI enabling technologies, firewall/router/switch design implementation, and testing, 

illustrating a few examples.  The skills gained in providing these services directly impact the capabilities 

to provide leading edge technical cyber solutions. 
 

Recognizing the sophistication and forward thinking of JANUS in the Internet area, a critically sensitive 

branch of the federal government chose JANUS over six vendors to architect and implement secure and 

anonymous connectivity to the Internet in 1999.  The challenge was to ensure that the entire operation 

could meet the organizatƛƻƴΩǎ Ŝ-commerce needs and, at the same time, warrant that the internal data 

remained locked-away from hackers and unauthorized staff.  The client also required flexibility to 

conduct research via the Internet anonymously or not, whichever suited its objectives. 
 

W!b¦{Ω ƛƴƛǘƛŀƭ ŦƻŎǳǎ ƻƴ ǎŜŎǳǊƛǘȅ ŎƻƴǎǳƭǘƛƴƎ Ƙŀǎ ōǊƻŀŘŜƴŜŘ ǘƻ ƛƴŎƭǳŘŜ ŀƭƭ ŀǊŜŀǎ ŀŦŦŜŎǘƛƴƎ ǘƘŜ ŎƻƴǘǊƻƭƭŜŘΣ 

efficient flow and design of information. 

Description of Services  

We specialize in ǇǊƻǘŜŎǘƛƴƎ ŎƭƛŜƴǘǎΩ Řŀǘŀ ŀƴŘ ŎƻƳǇǳǘƛƴƎ ŜƴǾƛǊƻƴƳŜƴǘǎ ǘƘǊƻǳƎƘ όǎŀƳǇƭŜǎύΥ   

Security Testing & Assessment 

Å Security/Risk Assessments  

Å Application Testing  

Å Vulnerability & Penetration Testing 
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Å Security Controls Assessments (SCA) 

Å Security Testing and Evaluation (ST&E)  

Å Compliance Assessments and Reviews  

Å Social Engineering  

Å Wireless Assessment & Testing  

Å Application Code Reviews  

Å War Dialing 

Information Security Consulting & Controls 

Å Current-State and Future-State IT and Security Assessments 

Å Chief Information Security Officer Services 

Å Future Roadmap Development 

Å Governance and Risk Management 

Å Gap and Organizational Analyses 

Å Network and Security Cost Analyses 

Å Data Classification and Inventory 

Å IT and Security Design/Development & System Architecture  

Å IT and Security Governance 

Å Certification & Accreditation  

Å Firewall Design, Implementation, Assessment  

Å Independent Verification and Validation (IV&V)  

Å Program, Policy and Procedure Development 

Å Metrics Development and Assessment 

Å Wireless Security Design  

Å System Hardening  

Å Incident Response Planning  

Å Convergence of Logical & Physical Security  

Å Implementation of Security and Controls in the SDLC  

Å Risk Management Program Development  

Å Cloud Computing and Migration Risk Assessments 

Å Biometrics Security  

Å e-Discovery and Digital Forensics 

Å Independent Third-Party Reviews 

Business Resilience 

Å Business Continuity (BC)  

Å Disaster Recovery (DR)  

Å Continuity of Operations (COOP)  

Å Planning and Testing  

Å Business Impact Analysis (BIA)  

Å Privacy Impact Assessment (PIA)  

Å Data Breach Crisis Response 
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Education  

Å Secure Web Application Analysis and Training 

Å General Security Awareness & Training  

Å Curriculum & Content Design  

Å Computer-Based Training (CBT) Design  
 

Experience  

JANUS has a 36+ year proven track record for performing similar assessments and supporting 

information security needs for a wide variety of well-known organizations.  ! ǎŀƳǇƭŜ ƎǊƻǳǇ ƻŦ W!b¦{Ω 

consulting clients includes state/county/city government organizations such as: 

Å {ǘŀǘŜ ƻŦ /ƻƭƻǊŀŘƻ 

Å {ǘŀǘŜ ƻŦ aƛƴƴŜǎƻǘŀ 

Å {ǘŀǘŜ ƻŦ /ƻƴƴŜŎǝŎǳǘ 

Å {ǘŀǘŜ ƻŦ bƻǊǘƘ /ŀǊƻƭƛƴŀ 

Å {ǘŀǘŜ ƻŦ {ƻǳǘƘ /ŀǊƻƭƛƴŀ 

Å {ǘŀǘŜ ƻŦ aŀǊȅƭŀƴŘ 

Å /ƻƳƳƻƴǿŜŀƭǘƘ ƻŦ aŀǎǎŀŎƘǳǎŜǧǎ 

Å /ƻƳƳƻƴǿŜŀƭǘƘ ƻŦ tŜƴƴǎȅƭǾŀƴƛŀ 

Å /ƻƳƳƻƴǿŜŀƭǘƘ ƻŦ ±ƛǊƎƛƴƛŀ 

Å {ǘŀǘŜ ƻŦ 5ŜƭŀǿŀǊŜ 

Å {ǘŀǘŜ ƻŦ bŜōǊŀǎƪŀ  

Å bŜǿ ¸ƻǊƪ {ǘŀǘŜ 

Å {ǘŀǘŜ ƻŦ hǊŜƎƻƴ 

Å {ǘŀǘŜ ƻŦ ¢ŜȄŀǎ 

Å {ǘŀǘŜ ƻŦ ±ŜǊƳƻƴǘ 

Å {ǘŀǘŜ ƻŦ ²ƛǎŎƻƴǎƛƴ 

Å ²ŀǎƘƛƴƎǘƻƴ {ǘŀǘŜ 

Å /ƘƛŎŀƎƻ όL[ύ 

Å {ǘŀǘŜ ƻŦ ²ȅƻƳƛƴƎ 

Å .ǊƻǿŀǊŘ /ƻǳƴǘȅ όC[ύ 

Å /ƘŀǊƭŜǎ /ƻǳƴǘȅ όa5ύ 

Å IƻǿŀǊŘ /ƻǳƴǘȅ όa5ύ 

Å tǳǘƴŀƳπ²ŜǎǘŎƘŜǎǘŜǊ /ƻǳƴǘȅ όb¸ύ 

Å aŀŘƛǎƻƴ /ƻǳƴǘȅ όL[ύ 

Å bŀǇŜǊǾƛƭƭŜ όL[ύ 

Å bŜǿ ¸ƻǊƪ /ƛǘȅ 

Å .ŀƭǝƳƻǊŜ /ƻǳƴǘȅ 

Å IŀǊǜƻǊŘ ό/¢ύ 

Å {ǘŀǘŜ ƻŦ aƻƴǘŀƴŀ 

Å Yŀƴǎŀǎ /ƻǳƴǝŜǎ ό{ŀƭƛƴŜΣ /ƭŀȅύ 

Å DŜƻǊƎƛŀ /ƻǳƴǝŜǎ ό/ƻōōΣ CǳƭǘƻƴΣ 

DǿƛƴƴŜǧΣ /ƭŀȅǘƻƴΣ 5ŜYŀƭōύ 

Å {ǘŀǘŜ ƻŦ {ƻǳǘƘ 5ŀƪƻǘŀ 

Å IŀƳǇǘƻƴ wƻŀŘǎ ό±!ύ 

Å /ǳȅŀƘƻƎŀ /ƻǳƴǘȅ όhIύ 

 

State health exchanges such as: 

Å /ƻƭƻǊŀŘƻ /.a{ 

Å aƛƴƴŜǎƻǘŀ IŜŀƭǘƘ 9ȄŎƘŀƴƎŜ 

Å /ƻƴƴŜŎǝŎǳǘ !ŎŎŜǎǎ IŜŀƭǘƘ 

Å ²ƛǎŎƻƴǎƛƴ IŜŀƭǘƘ 9ȄŎƘŀƴƎŜ 

Å ±ŜǊƳƻƴǘ IŜŀƭǘƘ 9ȄŎƘŀƴƎŜ 

Å {ƻǳǘƘ 5ŀƪƻǘŀ IŜŀƭǘƘ 9ȄŎƘŀƴƎŜ 

Å ¢ŜƴƴŜǎǎŜŜ IŜŀƭǘƘ 9ȄŎƘŀƴƎŜ ό¢Ŝƴƴ/ŀǊŜύ 

 

Federal government clients such as: 
Å Centers for Medicare & Medicaid 

Services (CMS) 

Å Social Security Administration (SSA) 

Å Department of the Interior (DOI) 

Å Federal Trade Commission (FTC) 

Å Federal Reserve Board (FRB) 

Å National Institute of Standards and 

Technology (NIST) 

Å Federal Deposit Insurance Corporation 

(FDIC) 

Å National Aeronautics and Space 

Administration (NASA) 
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Healthcare clients such as: 
Å aŜƳƻǊƛŀƭ {ƭƻŀƴ YŜǧŜǊƛƴƎ 

Å IŜŀƭǘƘ ϧ IƻǎǇƛǘŀƭǎ /ƻǊǇƻǊŀǝƻƴ ƻŦ bŜǿ 

¸ƻǊƪ 

Å ¢ŜȄŀǎ !ϧa IŜŀƭǘƘ /ŜƴǘŜǊ 

Å ¢ƘŜ ¦ƴƛǾŜǊǎƛǘȅ ƻŦ ²ƛǎŎƻƴǎƛƴπaŀŘƛǎƻƴ 

IƻǎǇƛǘŀƭκaŜŘƛŎŀƭ {ŎƘƻƻƭ 

Å a5 !ƴŘŜǊǎƻƴ /ŀƴŎŜǊ /ŜƴǘŜǊ 

Å ¢ƘŜ Lƻǿŀ LƴǎǝǘǳǘŜǎ 

Å ¢ƘŜ [ƻƴƎ LǎƭŀƴŘ IƻƳŜκ.ǊǳƴǎǿƛŎƪ 

IƻǎǇƛǘŀƭ 

Å 5ŜǇŀǊǘƳŜƴǘ ƻŦ IŜŀƭǘƘ ϧ IǳƳŀƴ {ŜǊǾƛŎŜǎ 

ό{Φ /ŀǊƻƭƛƴŀύ 
 

Insurance clients such as: 

Å !Ŝǘƴŀ 

Å ¢ƘŜ IŀǊǜƻǊŘ 

Å !·! 

Å ¢ǊŀǾŜƭŜǊǎ 

Å ./.{ ƻǊƎŀƴƛȊŀǝƻƴǎ ƛƴ CƭƻǊƛŘŀΣ !ǊƪŀƴǎŀǎΣ 

bŜǿ ¸ƻǊƪΣ tŜƴƴǎȅƭǾŀƴƛŀΣ 

²ŀǎƘƛƴƎǘƻƴκ!ƭŀǎƪŀΣ {ƻǳǘƘ /ŀǊƻƭƛƴŀ 

 

Banking clients such as: 

Å !.b !ƳǊƻ 

Å /ǊŜŘƛǘ [ȅƻƴƴŀƛǎ 

Å ¦ƴƛ.ŀƴŎƻ 

Å ¦Φ{Φ .ŀƴŎƻǊǇ 

Å ±ŀƭƭŜȅ bŀǝƻƴŀƭ .ŀƴƪ 

Å Cǳƭǘƻƴ CƛƴŀƴŎƛŀƭ 
 

Education clients such as:  

Å Harford County Public Schools (Maryland) 

Å Anne Arundel Community College 

(Maryland) 

Å tǊƛƴŎŜ DŜƻǊƎŜΩǎ /ƻƳƳǳƴƛǘȅ /ƻƭƭŜƎŜ 

(Maryland) 

Å Charles County Public Schools (Maryland) 

Å Wor-Wic Community College (Maryland) 

Å Frederick County Public Schools 

(Maryland) 

Å Montgomery Community College 

(Maryland) 

Å Wicomico County Public Schools 

(Maryland) 

Å University of Maryland, Baltimore 

Å Community College of Baltimore County 

Å College of Southern Maryland 

Å Sailor Network (Maryland educational 

and library backbone network) 

Å Howard County Public School System 

(Maryland) 

Å Texas State Technical College 

Å Texas Tech University Health Sciences 

Center 

Å University of Texas 

Å Schertz-Cibolo-Universal City 

Independent School District (TX) 

Å State University of New York Buffalo 

Å Mohawk Valley Community College (New 

York) 

Å California State University at Sacramento 

Å Sacred Heart University 

Å University of Wisconsin-Madison 

Å University of California at Berkeley 

Å The McCormack Institute of the 

University of Massachusetts 

Å University of Central Arkansas 

Å Westminster Schools, Atlanta, Georgia 

Å Forsyth Technical Community College 

(NC) 

Å Boston University 

Å Elgin Community College (IL) 

Å Hartford Public Schools (CT) 
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Transportation organizations such as:  

Å tƻǊǘ !ǳǘƘƻǊƛǘȅ ƻŦ bŜǿ ¸ƻǊƪ ŀƴŘ bŜǿ 

WŜǊǎŜȅ 

Å wƻŎƘŜǎǘŜǊ DŜƴŜǎŜŜ wŜƎƛƻƴŀƭ 

¢ǊŀƴǎǇƻǊǘŀǝƻƴ !ǳǘƘƻǊƛǘȅ 

Å /ŀǇƛǘŀƭ 5ƛǎǘǊƛŎǘ ¢ǊŀƴǎǇƻǊǘŀǝƻƴ !ǳǘƘƻǊƛǘȅ 

Å IŀƳǇǘƻƴ wƻŀŘǎ ¢Ǌŀƴǎƛǘ 

Å bŜǿ ¸ƻǊƪ /ƛǘȅ aŜǘǊƻǇƻƭƛǘŀƴ 

¢ǊŀƴǎǇƻǊǘŀǝƻƴ !ǳǘƘƻǊƛǘȅ 
 

Utilities such as:  

Å {ŀƴǘŜŜ /ƻƻǇŜǊ tƻǿŜǊ /ƻƳǇŀƴȅ ƻŦ {ƻǳǘƘ 

/ŀǊƻƭƛƴŀ 

Å hŎŎƛŘŜƴǘŀƭ tŜǘǊƻƭŜǳƳ ς tŜǊƳƛŀƴ .ŀǎƛƴ ƻŦ 

¢ŜȄŀǎκbŜǿ aŜȄƛŎƻ 

Å tŀŎƛŬŎ Dŀǎ ŀƴŘ 9ƭŜŎǘǊƛŎ 

Å /ƛǘȅ ƻŦ bŀǇŜǊǾƛƭƭŜΣ 5ŜǇŀǊǘƳŜƴǘ ƻŦ tǳōƭƛŎ 

¦ǝƭƛǝŜǎ π 9ƭŜŎǘǊƛŎ όLƭƭƛƴƻƛǎύ 

Å aŀǎǎŀŎƘǳǎŜǧǎ ²ŀǘŜǊ wŜǎƻǳǊŎŜǎ 

!ǳǘƘƻǊƛǘȅ 

Å {ƻǳǘƘ /ŜƴǘǊŀƭ /ƻƴƴŜŎǝŎǳǘ wŜƎƛƻƴŀƭ 

²ŀǘŜǊ !ǳǘƘƻǊƛǘȅ 

Å bƻǊǿƛŎƘ ό/ƻƴƴŜŎǝŎǳǘύ tǳōƭƛŎ ¦ǝƭƛǘȅ 

Å bŜǿ ¸ƻǊƪ tƻǿŜǊ !ǳǘƘƻǊƛǘȅ 

 

Not-for-profits such as:  

Å ¢ƘŜ .ǊƻƻƪƛƴƎǎ Lƴǎǝǘǳǝƻƴ 

Å !ƳƴŜǎǘȅ LƴǘŜǊƴŀǝƻƴŀƭ 

Å ¢ƘŜ tƛƴŜ {ǘǊŜŜǘ Lƴƴ ƻŦ .ƻǎǘƻƴ όǘƘŜ ƭŀǊƎŜǎǘ 

ƘƻƳŜƭŜǎǎ ǎƘŜƭǘŜǊ ǎȅǎǘŜƳ ƛƴ ǘƘŜ ¦Φ{Φύ 

Å {ŀǾŜ ǘƘŜ /ƘƛƭŘǊŜƴ 

Å /ƻƳƳǳƴƛǘȅ IŜŀƭǘƘ bŜǘǿƻǊƪ ƻŦ 

/ƻƴƴŜŎǝŎǳǘ  

 

Retirement/pension funds such as: 

Å bŜǿ ¸ƻǊƪ {ǘŀǘŜ ¢ŜŀŎƘŜǊǎΩ wŜǝǊŜƳŜƴǘ 

{ȅǎǘŜƳ 

Å bŜǿ ¸ƻǊƪ /ƛǘȅ tƻƭƛŎŜ tŜƴǎƛƻƴ CǳƴŘ 

Å tŜƴƴǎȅƭǾŀƴƛŀ {ǘŀǘŜ 9ƳǇƭƻȅŜŜǎϥ 

wŜǝǊŜƳŜƴǘ {ȅǎǘŜƳ 

Å /ƘƛŎŀƎƻ ¢ŜŀŎƘŜǊǎΩ tŜƴǎƛƻƴ CǳƴŘ 

Å ±ƛǊƎƛƴƛŀ wŜǝǊŜƳŜƴǘ {ȅǎǘŜƳ 

Å ²ƛǎŎƻƴǎƛƴ 5ŜǇŀǊǘƳŜƴǘ ƻŦ 9ƳǇƭƻȅŜŜ ¢Ǌǳǎǘ 

CǳƴŘǎ 

Å bŜǿ ¸ƻǊƪ {ǘŀǘŜ LƴǎǳǊŀƴŎŜ CǳƴŘ 

Å wŀƛƭǊƻŀŘ wŜǝǊŜƳŜƴǘ .ƻŀǊŘ όww.ύ 

 

Law firms such as:  

Å Earthjustice 

Å Groom Law Firm 

Å Cravath, Swain & Moore 

Å Cadwalader Wickersham & Taft 
 

Gaming and/or GTECH clients such as: 

Å LƴŘƛŀƴŀ {ǘŀǘŜ [ƻǧŜǊȅ /ƻƳƳƛǎǎƛƻƴ 

Å aƛƴƴŜǎƻǘŀ {ǘŀǘŜ [ƻǧŜǊȅ 

Å aƻƘŜƎŀƴ {ǳƴ /ŀǎƛƴƻ 

Å bŀǾŀƧƻ bŀǝƻƴ 

Å Dƛƭŀ wƛǾŜǊ wŜǎƻǊǘǎ ŀƴŘ /ŀǎƛƴƻǎ 

Å hǊŜƎƻƴ {ǘŀǘŜ [ƻǧŜǊȅ 

Å /ƻƴƴŜŎǝŎǳǘ {ǘŀǘŜ [ƻǧŜǊȅ /ƻǊǇƻǊŀǝƻƴ  

Å aŀǎǎŀŎƘǳǎŜǧǎ {ǘŀǘŜ [ƻǧŜǊȅ /ƻƳƳƛǎǎƛƻƴ 

 

About COTOC LLC  

COTOC LLC, a Texas Historically Underutilized Business (HUB), differentiates itself from traditional 

ŎƻƴǎǳƭǘƛƴƎ ŦƛǊƳǎ ōȅ ǇǊƻǾƛŘƛƴƎ ŀ άIƛƎƘ-Touch & High-¢ŜŎƘέ ŀǇǇǊƻŀŎƘ ǘƻ ǇǊƻƧŜŎǘǎΦ  ²ƛǘƘ ƻǾŜǊ рлҌ ȅŜŀǊǎ ƻŦ 

combined experience in IT project execution, /h¢h/Ωǎ subject matter experts have direct experience 
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with federal and state-level program development and project management.  COTOC will assist JANUS 

with Project Management services including but not limited to: Work plan Management; Schedule 

Management; Issues/Risk Log Management; Status Reporting; Communication Planning and Execution; 

and Budget Management (e.g. Scope Change). 

 
2. Describe your experience on similar projects for similar clients. Demonstrate your experience in 
conducting Security and Privacy Control Assessments (SCAs) for multiple AME Module Systems in a 
timely and cost-efficient manner. 

i. Describe three large impartial and independent assessments for health and human services projects 
completed or substantially completed of comparable size, scope, and complexity to the Project 
identified in this RFP within the last 5 years. 

ii. Demonstrate proven experience using NIST, HIPAA, and MARS-E methodologies and other State and 
Federal privacy and security standards. 

2.i. Impartial and Independent Assessments for Health and Human Services  

Examples include: 

Contract Name:  Health Exchange Security Compliance Assessment/Analysis of Solutions/MARS-E 
Projects 
Customer Name:  Access Health Connecticut (AHCT) 

Contract/Purchase Order 
Number:  N/A 

Contract Type:   
Firm Fixed Price 

Total Contract Value:   
$399,582.50 (Contract 1) 
$200,000.00 (Contract 2) 
$107,052.40 (Contract 3) 
$41,411.00 (Contract 4) 
$85,846.50 (Contract 5) 

Brief Description of Work Performed: 

JANUS has provided services focused on five independent projects.  These included:   
 

Performing a Security Information and Event Management (SIEM) product needs assessment with the 
goal of providing a solution recommendation suitable for its security and compliance requirements 
consisting of initial research by exploring current recommendations and rankings provided by Gartner 
Inc.; contacting leading vendors identified by Gartner to determine how they could meet AHCT needs; 
bringing several candidates from the list of solution providers through multiple rounds of presentations 
and demonstrations; selecting a final recommendation; and providing assistance during implementation. 
 

JANUS also conducted a market analysis of GRC (Governance Risk & Compliance) solutions by developing 
ŀƴ ǳƴŘŜǊǎǘŀƴŘƛƴƎ ƻŦ ŎƻƳǇƭƛŀƴŎŜΣ ǇǊƛǾŀŎȅΣ ŎȅōŜǊǎŜŎǳǊƛǘȅΣ ŀƴŘ ǊŜǇƻǊǘƛƴƎ ǊŜǉǳƛǊŜƳŜƴǘǎ ŀƭƛƎƴŜŘ ǿƛǘƘ !I/¢Ωǎ 
specific regulatory oversight structure; compiling a list of requirements identified during our discussions 
ǿƛǘƘ ǘƘŜ ŎƭƛŜƴǘ ŀƴŘ ƻŦ ǘƘŜ ŘŜǇŀǊǘƳŜƴǘΩǎ ŦƻŎǳǎ ǘƻ ǎǳǇǇƻǊǘ !I/¢ ōǳǎƛƴŜǎǎ ŀƴŘ ƻǇŜǊŀǘƛƻƴŀƭ ǊŜǉǳƛǊŜƳŜƴǘǎΤ 
ŀƴŘ ƭŜǾŜǊŀƎƛƴƎ DŀǊǘƴŜǊΩǎ aŀƎƛŎ vǳŀŘǊŀƴǘ ƻŦ wƛǎƪ aŀƴŀƎŜƳŜƴǘ ŀƴŘ DƻǾŜǊƴŀƴŎŜ wƛǎƪ ŀƴŘ /ƻƳǇƭƛŀƴŎŜ 
(GRC) vendors to determine widely accepted solutions. After research, investigation, discussions with 
vendors, and demonstrations, JANUS then provided recommendations and assistance with the selected 
solution. 
 

JANUS also completed a task to develop an updated System Risk Assessment (ISRA) in partial fulfillment 
of requirements for the U.S. Centers for Medicaid & Medicare for State Health Exchanges.  



State of Arkansas, Department of Human Services JANUS Associates 
Security and Privacy Control Assessments for the Arkansas MES June 20, 2025 

 

 30 

 

Performed a full MARS-E security assessment of the AHCT health exchange application.  This was a 
security controls assessment (SCA) of the Connecticut state Access Health (AHCT) insurance exchange for 
the State and its application software.  JANUS conducted the assessment to determine: 

¶ If the system was compliant with the Minimum Acceptable Risk Standards for Exchanges (MARS-
E) issued by the U.S. Centers for Medicare & Medicaid Services (CMS); 

¶ If the underlying infrastructure supporting the system was secure; 

¶ If the system and data were securely maintained; and 

¶ If a proper configuration associated with the database and file structure storing the data were in 
place. 

 

JANUS performed the assessment according to standards published by CMS, including security controls 
defined in various MARS-E, versions starting with version 1.0. dated August 1, 2012 up through the 
current level after the first assessment.  The phases of the project included the following: 

¶ Planning: which culminated in a Security Assessment Plan in conformance with CMS standards. 

¶ wŜǾƛŜǿ ƻŦ ŀ ƭŀǊƎŜ ŀƳƻǳƴǘ ƻŦ ŘƻŎǳƳŜƴǘŀǘƛƻƴΥ ƛƴŎƭǳŘƛƴƎ ǘƘŜ ǎǘŀǘŜΩǎ tƭŀƴ ƻŦ !Ŏǘƛƻƴ ŀƴŘ aƛƭŜǎǘƻƴŜǎ 
(POAM), System Security Plan (SSP), Contingency Plan (CP), and other supporting 
documentation. 

¶ Interviews: including stakeholders and subject matter experts from both the State and the 
supporting vendor. 

¶ Technical validation: including technical vulnerabilities testing and observation of the 
application, the hosting platforms, and the underlying facilities. 

¶ Review, analysis and update of the POAM based on the Current-State of risks, including 
validation of remediated risks based on evidence obtained during the SCA. 

¶ Development and presentation of the Security Assessment Report formatted according to CMS 
standards. 

 

Security controls tested included 1/3 each year plus those controls that must be assessed yearly, 
encompassing all 19 families of controls in the MARS-E: 

¶ Access Control (AC) 

¶ Awareness and Training (AT) 

¶ Audit and Accountability (AU) 

¶ Security Assessment and Authorization (CA) 

¶ Configuration Management (CM) 

¶ Contingency Planning (CP) 

¶ Identification and Authentication (IA) 

¶ Incident Response (IR) 

¶ Maintenance (MA) 

¶ Media Protection (MP) 

¶ Physical and Environmental Protection (PE) 

¶ Security Planning (PL) 

¶ Personnel Security (PS) 

¶ Risk Assessment (RA) 

¶ System & Services Acquisition (SA) 

¶ System & Communications (SC) 

¶ System & Information Integrity (SI) 

¶ Information Security Program (PM) 
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¶ Privacy Controls 
 

A second MARS-E assessment was completed in April 2023 and CMS-oriented penetration/application 
testing was completed in January 2024.   
 

JANUS completed a third MARS-E annual attestation assessment and penetration test in January 2025. 

Period of Performance: 
April 2021 ς July 2021 
March 2022 ς July 2022 
December 2022 ς April 2023 
October 2023 ς January 2024 
October 2024 ς January 2025 
Next assessment in Fall 2025 

Technical/Project Manager: 
Irene Brook, CISA 
Associate Director of IT Security & 
Compliance 
Access Health CT 
280 Trumbull Street 
Hartford, CT 06103 
Phone: 860-757-5345 
Email: irene.brook@ct.gov  

Contract Officer: 
Geri-Lynne Gagne 
Contract Specialist 
Department of Administrative 
Services 
Procurement Division  
450 Columbus Boulevard, Suite 
1202 
Hartford, CT 06103 
Email: geri-lynne.gange@ct.gov  

 
 

Contract Name:  Security Assessment of the Minnesota Eligibility Technology System (METS) 
Customer Name:  Minnesota IT Services (MNIT) 

Contract/Purchase Order Number:   
Swift Work Order #: 110654 
PO #: H5501-3000045470/H5501-
3000046767 (2016) 
Swift Work Order #: 141721 (2019) 
Contract No. 141721 (2021-2022) 
PO # 3000102699 (2024) 

Contract Type:   
Time and Materials 
Fixed Price 

Total Contract Value:   
$79,942.00 
$23,375.00 
$74,469.00 
$78,905.00 
$82,757.80 

Brief Description of Work Performed: 

JANUS completed a security assessment of the Minnesota Eligibility Technology System (METS) that 
satisfied all federally mandated requirements in the framework for the independent assessment of 
Security and Privacy Controls, version 2.0.  The security assessment evaluated METS implementation of, 
and compliance with the Minimum Acceptable Risk Standard for Exchanges (MARS-E) controls, version 
2.0, in METS.  
 

JANUS worked with MNIT staff throughout the security assessment to develop a testing plan that would 
ǳǘƛƭƛȊŜ W!b¦{Ω ŜȄǇŜǊƛŜƴŎŜ ƛƴ ǎŜƭŜŎǘƛƴƎ ŀǇǇǊƻǇǊƛŀǘŜ ŎƻƴǘǊƻƭǎ ŦƻǊ ǊŜǾƛŜǿ όǎǘŀƴŘŀǊŘƛȊŜŘ мκо ȅŜŀǊ ǊŜǇƻǊǘƛƴƎ 
was not yet in effect), while meeting federal requirements for independent assessments.  Appropriate 
test scripts were customized and utilized throughout the assessment. 
 

JANUS reported any critical findings to MNIT management immediately and provided MNIT with weekly 
documentation of work completed.  After obtaining approval from MNIT before conducting any 
automated scans or tests of controls, JANUS produced the formal written report that summarized the 
assessment results, in a format that aligns with federal MARS-E requirements.  Additional 
documentation was supplied to CMS and JANUS worked with both MNIT and CMS staff throughout the 
process. 
 

mailto:irene.brook@ct.gov
mailto:geri-lynne.gange@ct.gov
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Lƴ нлмфΣ W!b¦{ ǿŀǎ ŎƻƴǘǊŀŎǘŜŘ ǘƻ ǇŜǊŦƻǊƳ ŀ ǘƘƻǊƻǳƎƘ DŀǇ !ƴŀƭȅǎƛǎ ƻŦ a9¢{Ω ŎǳǊǊŜƴǘ {ȅǎǘŜƳ {ŜŎǳǊƛǘȅ 
Plan (SSP) in which we analyzed the thoroughness and adequacy of the SSP and prepared an improved 
one. 
 

JANUS also performed a second MARS-E assessment, for one-third of the controls (2021 ς 2022). 
 

JANUS performed another MARS-E security assessment in 2023 and in 2024.  2024 testing was 
completed in July. 

Period of Performance: 
June 2016 ς August 2016  
May 2019 ς June 2019 
September 2021 ς March 2022 
February 2023 ς August 2023 
January 2024 ς July 2024 

Technical/Project Manager: 
Brian Hanna 
Principal IS Engineer 
Office of Information Security 
Minnesota IT Services 
540 Cedar Street 
Saint Paul, MN 55101 
Phone: 612-481-4258 
Email: brian.hanna@state.mn.us 
 
Chris Luhman 
Information Security Director 
Office of Information Security 
Minnesota IT Services 
540 Cedar Street 
St. Paul, MN 55155 
Phone: 651-431-2850 
Email: chris.luhman@state.mn.us  

Contract Officer: 
N/A 

 
 

Contract Name: HCPF/CMS MARS-E Security & Privacy Assessment Services 
Customer Name: State of Colorado, DƻǾŜǊƴƻǊΩǎ hŦŦƛŎŜ ƻŦ LƴŦƻǊƳŀǘƛƻƴ ¢ŜŎƘƴƻƭƻƎȅ 

Contract/Purchase Order 
Number:   
PO: 202300011479 
PO: 202400005294 
PO: 202500010708 

Contract Type:   
Fixed 

Total Contract Value:   
$99,985.60 
$100,999.60 
$102,000.00 

Brief Description of Work Performed: 

JANUS performed a Minimum Acceptable Risk Standards for Exchanges (MARS-E) assessment for a 1/3 
assessment and an accompanying Penetration Test of potential risks and vulnerabilities.  The 
ŀǎǎŜǎǎƳŜƴǘǎ ƛƴŎƭǳŘŜŘ ŘŜǘŜǊƳƛƴƛƴƎ ǘƘŜ ǎǘǊŜƴƎǘƘ ƻŦ /.a{Ω ǘŜŎƘƴƻƭƻƎȅ and processes that might allow a 
threat to ŎƛǊŎǳƳǾŜƴǘ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴΩǎ ŎƻƴǘǊƻƭǎ ƻǊ enter the infrastructure, evaluating the seriousness of 
that current threat posture or circumvention possibility; reviewing components for the ability to access 
restricted areas; checking that the network was appropriately segmented to protect the data, reviewing 
for known exploits; reviewing IT security policies/procedures for compliance; and making 
recommendations, amongst other items.  ! Ŧǳƭƭ {ŜŎǳǊƛǘȅ !ǎǎŜǎǎƳŜƴǘ wŜǇƻǊǘ ŀƴŘ {ŜŎǳǊƛǘȅ !ǎǎŜǎǎƻǊΩǎ 
Workbook were prepared and delivered as part of the requirements of the project. 

Period of Performance: 
June 2023 ς August 2023 

Technical/Project Manager: 
Amelia Larsen 

Contract Officer: 
N/A 

mailto:brian.hanna@state.mn.us
mailto:chris.luhman@state.mn.us
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March 2024 ς May 2024 
April 2025 ς Present 
 

HCPF Strategic Programs Manager 
State of Colorado 
303 E. 17th Avenue, Suite 1100 
Denver, CO 80203 
Phone: 303-866-5721 

Email: amelia.larsen@state.co.us 

 

 

Contract Name: HCPF CBMS System Security Plan (SSP) 
Customer Name: State of Colorado, DƻǾŜǊƴƻǊΩǎ hŦŦƛŎŜ ƻŦ LƴŦƻǊƳŀǘƛƻƴ ¢ŜŎƘƴƻƭƻƎȅ 

Contract/Purchase Order 
Number:   
PO: 202400005294 

Contract Type:   
Fixed 

Total Contract Value:   
$87,711.00 

Brief Description of Work Performed: 

JANUS developed a thorough System Security Plan (SSP) based on the CMS MARS-E framework for CBMS 
and PEAK. 
 

Components of the completed SSP included, but were not limited to, the following: 

¶ Applicable laws and/or regulations affecting the system; 

¶ The rules of behavior associated with the system; 

¶ Security and privacy in all levels of the systems development life cycle process; 

¶ Personnel responsible for oversight, development, and the security of the system; 

¶ Business process(es) associated with the system; and 

¶ The system environment. 

Period of Performance: 
October 2023 ς March 2024 
 

Technical/Project Manager: 
Amelia Larsen 
HCPF Strategic Programs Manager 
State of Colorado 
Office of Information Technology 

303 E. 17th Avenue, Suite 1100 
Denver, CO 80203 
Phone: 303-866-5721 

Email: amelia.larsen@state.co.us 

Contract Officer: 
N/A 

 

 

Contract Name: Cyber Security and Privacy Assessment Services and Other Services  
Customer Name: State of South Dakota Department of Social Services  

Contract/Purchase Order 
Number:  23SC081806/Vendor 
Number: 12690314 

Contract Type:   
FFP 

Total Contract Value:   
$297,627.93 (all projects 
combined) 

Brief Description of Work Performed: 

JANUS performed two FISMA (Federal Information Security Management Act) compliance assessments 
for South Dakota based on the Centers for Medicare and Medicaid (CMS) Minimal Acceptable Risk 
Safeguards for Exchanges (MARS-E). MARS-E provides guidance on the protection of sensitive 
information through compliance with security and privacy controls aligned with NIST 800-53.  

mailto:amelia.larsen@state.co.us
mailto:amelia.larsen@state.co.us
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The FISMA compliance assessment process ensures that federal agencies and their contractors 
implement proper security and privacy measures to protect sensitive data. It begins with a preparation 
phase, where organizations define the scope of the assessment by identifying systems, data, and 
processes subject to FISMA regulations. This is followed by a risk assessment, during which potential 
vulnerabilities and threats to information systems are analyzed. Based on these findings, organizations 
implement necessary security controls following the NIST SP 800-53 framework. 
 

Once the controls are in place, an independent assessment (JANUS) is contracted to evaluate their 
effectiveness through technical testing and documentation review. After the assessment, the findings 
are submitted to an Authorizing Official (AO), who decides whether to grant approval for the system's 
operation. Even after authorization, continuous monitoring and subsequent annual FISMA assessments 
are required to measure and maintain compliance, ensuring that any new risks or vulnerabilities are 
promptly addressed. This process helps protect the confidentiality, integrity, and availability of federal 
information systems. 
 

CL{a! ŀǎǎŜǎǎƳŜƴǘǎ ƘŀǾŜ ōŜŜƴ ǇŜǊŦƻǊƳŜŘ ŦƻǊ {ƻǳǘƘ 5ŀƪƻǘŀΩǎ ƭŜƎŀŎȅ ŜƴǘƛǘƭŜƳŜƴǘ ǎȅǎǘŜƳ ŀƴŘ ƛǘǎ 
replacement cloud-based platform. 
 

Other projects include:  

Penetration Test ς July 2023 

IRS Safeguards/ADP Assessments ς April 2023 ς February 2024 and June 2024 ς September 2024 
 

JANUS is currently performing two additional security tests for the State: a penetration test, and a 
vulnerability assessment.  

Period of Performance: 
January 2023 ς April 2023 
July 2023 
August 2023 ς November 2023 
April 2023 ς February 2024 
June 2024 ς September 2024 
January 2025 ς Present  

Technical/Project Manager: 
Lucy-George Cooper 
Program Specialist II 
State of South Dakota 
Department of Social Services 
811 E. 10th Street, Department 1 
Sioux Falls, SD 57013 
Phone: 605-400-0399 
Email: lucy-george.cooper@state.sd.us  
 

Samuel Masten 
Application/Business Project Manager 
State of South Dakota 
Department of Social Services 
811 E. 10th Street 
Sioux Falls, SD 57103 
Phone: 605-295-3427 
Email: samuel.masten@state.sd.us  

Contract Officer: 
N/A 
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Contract Name:  IT Auditing 
Customer Name:  Wisconsin Department of Health Services 

Contract/Work Identification 
Number:  435820-O21-
0887SECASMT-00 M5 

Contract Type:   
Time and Materials 

Total Contract Value:   
$549,394.95 (to-date)  

Brief Description of Work Performed: 

The purpose of this project was to provide the State of Wisconsin with MARS-E compliance audit services 
for its infrastructure and application.  We have been performing these independent audits every year 
since 2020. 
 

JANUS completed all tasks required for the CMS submission, including compliance assessment and 
penetration testing and reporting.  JANUS was the prime (and only contractor) performing these tasks. 

Period of Performance: 
FY 2020 through FY 2025 
 

Technical/Project Manager: 
Jennifer Mueller  
Interim CISO, DHS Division of 
Enterprise Services 
Wisconsin Department of Health 
Services 
1 West Wilson Street 
Madison, WI 53703 
Phone: 608-471-3578 
Email: 
jennifer.mueller@dhs.wisconsin.gov 

Contract Officer: 
N/A 

 

2.ii. Knowledge and E xperience with NIST 800 -53, HIPAA, FISMA, MARS-E (AME)  

As NIST 800-53 was being developed a number of years ago, JANUS was the CMS contractor that 

ŘŜǾŜƭƻǇŜŘ /a{Ω ǎŜŎǳǊƛǘȅ ǎǘŀƴŘŀǊŘǎΦ  ¢ƘŜǎŜ ǿŜǊŜ ǎǳōƳƛǘǘŜŘ ōȅ /a{ ŀǘ bL{¢Ωǎ ǊŜǉǳŜǎǘ ŀƴŘ ǿŜǊŜ ǎƻƳŜ ƻŦ 

those incorporated into the resulting NIST 800-53 standard.  JANUS was also one of the first companies 

in the U.S. to specialize in HIPAA security, and specifically, security assessments, and subsequently, 

completed a long list of CMS deliverables focused on 800-53 (each revision), HIPAA, SCAs, and FISMA.  In 

addition to our many SCAs, a sample of our other types of deliverables focusing on 800-53, HIPAA, 

FISMA, and MARS-E include the following: 

For the U.S. Centers for Medicare & Medicaid Services (CMS) 

Á U.S. General Accounting Office (GAO) FISCAM compliance audit of the Medicare Data 

Communications Network (MDCN) ς the major U.S. backbone network managed by CMS; 

Á Development of Corrective Action Plan (CAP) Reviews based on findings and recommendations 

and Plans of Action and Milestones (POA&M) reports for how each site will remediate; 

Á Preparation of annual CMS Data Center SCA Summary Reports which include the following: 

1. Individual data center risk level ratings, 

2. Overall data center risk level rating, 

3. Number of High, Medium and Low Risk findings per data center, and 

4. Summary of the types of findings (Technical, Operational or Managerial). 

mailto:jennifer.mueller@dhs.wisconsin.gov
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Á Gap analysis on complete Agency Security Policies versus NIST SP 800-53 guidance; 

Á Gap analysis on Agency Security Procedures versus NIST SP 800-53 guidance; 

Á Revised Agency-wide security standards guidance documents to conform to NIST SP-800 53 

control categories; 

Á Drafted revisions to Agency System Security Plan (SSP) Methodology to update Agency practices 

(for all stakeholders); 

Á Developed secondary guidance documents on developing Agency Security Plans (SSP) and Risk 

Assessment (RA) documents for the Agency; 

Á Developed Information Security Business Risk Assessment Methodology for the entire Agency 

and contractors;  

Á Reviewed SSPs and RAs for various business areas as identified by CMS; 

Á Developed Application Security Testing approach for all vendors to use; 

Á Maintained and updated CMS Federal Information Security Management Act Controls Tracking 

System (CFACTS); 

Á Conducted Security Assessment and Authorization (SA&A, formerly known as Certification and 

Accreditation (C&A)) for Medicare Modernization Act (MMA) implementation; 

Á Conducted Security Test and Evaluation (ST&E) for Medicare Modernization Act (MMA) 

implementation; and 

Á Prepared for and conducted Security Control Assessment (SCA) for various applications. 
 

In addition, JANUS assisted CMS by completing an Agency-wide review of the !ƎŜƴŎȅΩǎ entire security 

program.  This included the following tasks: 

Á Analyzed the existing CMS Enterprise System Security Program. 

Á Identified significant accomplishments and deficiencies in policies, procedures, or practices. 

Á Identified legal and/or policy requirements and mapped CMS policies, procedures and practices 

to those requirements to conduct a gap analysis. 

Á Recommended changes in the structure of the CMS Enterprise Systems Security Program to 

obviate identified problems and/or meet new legal/policy requirements. 

Á Recommended changes in priority levels assigned to different parts of the Enterprise Systems 

Security Program. 

Á Recommended actions to be taken to correct the problems identified. 
 

We also designed for CMS a vulnerability tracking and reporting system ς allowing management to 

generate real-time reports on the status of system upgrades and security risks.  This prototype was 

awarded a Connecticut State Quality Award and eventually grew into the current CFACTS system. 
 

CMS Information Security Training and Awareness (content preparation, programming, teaching) 

focusing on NIST 800-53, HIPAA, and FISMA. 

Á Implemented a method to launch the U.S. Department of Defense (DoD) Flash Training 

Modules. 

Á Updated DoD Flash Training Modules to function with a JANUS-designed computer Based 

Training (CBT) module. 
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Á Updated the IIS Flash Module to a more recent Version.  

Á Updated the method by which the Computer Based Training (CBT) connects to the SQL Server 

Database, making it more secure. 

Á Assisted with getting the new CBT database connection up and working.  

Á Made updates to the CBT database schema. 

Á Updated the CBT to allow user roles to access the End User Module lesson track.  

Á Created a new page with an animated progress icon to alert the user of long waits due to 

excessive network traffic.  

Á Fixed numerous bug and security vulnerabilities in the CBT during course of all other work.  

Á Made numerous design and content updates to the CBT pages.  

Á Troubleshot anomalies in the CMS environment which caused undesirable results within the 

CBT Flash Training Modules.  

Á Worked on a new lesson track specifically for CMS laptop users.  

Á Conducted research into the CMS LDAP so that the CBT could be accessed by a larger base of 

CMS users.  

Á Taught various in-person modules to CMS participants. 

Á Developed content and taught a two-day class to CMS Security Officers in proper compliance 

techniques. 
 

Information Security Policies, Standards and Procedures  

Task Deliverable 

1. Prepared CMS Specific Test Scripts (High Risk elements) to allow vendors to produce equivalent security results among vendors. 

2. Prepared CMS Specific Test Scripts (High). 

3. Prepared CMS Specific Test Scripts (Moderate). 

4. Prepared CMS Specific Test Scripts (Low). 

5. Designed CMS Information Security Assessment Procedure for all U.S. vendors. 

6. Developed CMS Information Security Assessment Plan Template for all U.S. vendors to conduct security assessments. 

7. Developed CMS Reporting Procedures for Information Security Assessments for use by all federal contractors. 

8. Designed CMS Data Center Assessment Findings Report Template for Agency-wide use. 

9. Designed CMS Application Assessment Findings Report Template for use by all federal vendors. 

10. Developed System Security Plan (SSP) User Workbook (High Risk) for use by all Agency Business Managers. 

11. Prepared SSP Workbook (Moderate) to assist all business managers understand how to develop security plans. 

12. Developed SSP Workbook (Low). 

13. SSP Workbook (e-authentication). 

14. Developed CMSR (security standards) review process vs. Agency Acceptable Risk Safeguards (ARS) for Low Risk. 

15. CMSR review vs. PISP and ARS for Moderate. 

16. CMSR review vs. PISP and ARS for High. 

17. Designed a SSP template for use by business owners. 

18. Prepared SSP Procedures to document how to conduct a SSP. 
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Task Deliverable 

19. Prepared various Training Modules. 

20. Review U.S. standard NIST 800-16 and prepared comments for submission to NIST. 

21. Review of U.S. standard NIST 800-53 rev 3 ï produce comments for submission to NIST. 

22. CMS Website Re-design ï initial re-design work. 

23. Analyzed all pending U.S. HIPAA legislation and compared to analysis of CMS in-place processes, etc. vs. requirements ï to find gaps. 

24. Developed CMS Reporting Procedures for Information Security Testing. 

25. Developed CMS Information Security Testing procedures. 

26. Designed CMS Test Report Template. 

27. Prepared Security Control Workbooks (High Risk) for use by business owners. 

28. Prepared Security Control Workbooks (Moderate). 

29. Security Control Workbooks (Low). 

30. Security Control Workbook (e-authentication). 

31. Developed Contingency Planning Template. 

32. Prepared Contingency Planning Procedure. 

33. Developed CMS ISRA (risk assessment) template. 

34. Prepared ISRA procedures. 

35. Designed SSP template. 

36. Prepared SSP Procedures. 

37. Developed Certification and Accreditation (C&A) Procedures. 

38. Prepared CMS Specific Test Scripts for BPSSM (business partners ï federal contractors). 

39. Developed End User guide. 

40. Developed CSR modified to test scripts ï High. 

41. CSR modified to test scripts ï Moderate. 

42. CSR modified to test scripts ï Low. 

43. Wrote Test Script Introduction. 

44. Developed Training risk assessment (CBT ISRA). 

45. Designed and developed Computer-based Training application. 

46. Conducted security assessments of major applications for 12 years. 

47. Undertook infrastructure and site security assessments for over 12 years. 

 

Other Health Care Organizations where JANUS has performed SCA assessments: 

Blue Cross/Blue Shield 

Á Florida 
Á Arkansas 
Á Alabama 
Á Washington/Alaska 
Á Empire State 
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Centers for Medicare & Medicaid federal contractors (claims processors, application developers, other 

support organizations) 

Á AdminaStar Federal 
Á Buccaneer Systems 
Á Cahaba GBA (Birmingham) 
Á Companion Data Systems 
Á Community Health Network of Connecticut 
Á Connolly 
Á Cigna 
Á Diversified Service Options 
Á EDS (Texas, California, Oklahoma) 
Á Empire Blue 
Á First Coast Service Options 
Á General Dynamics 
Á Highmark 
Á IBM 
Á Mutual of Omaha 
Á National Government Services 
Á Palmetto 
Á Pinnacle Business Systems 
Á Trailblazer Health Enterprises 
Á Trust Solutions 
Á Verizon 
Á State of Vermont 

MARS-E 

In the complex and evolving environment of security and privacy compliance for Affordable Care Act 

(ACA) Administering Entities, JANUS Associates has served the business owners of Medical Eligibility 

Systems and Health Exchanges of many states since the inception of the ACA.  Our focus is squarely on 

assessing the level of compliance these entities have with the Minimum Acceptable Risk Standards for 

Exchanges, the benchmark for data protection, security and privacy for state eligibility systems.  This 

detailed account underscores our evaluative process, expertise, and insights gained through conducting 

compliance assessments, rather than implementing compliance solutions. 

 

With an extensive track record starting in 2015, JANUS has developed a nuanced understanding of the 

various MARS-E versions compliance standards, positioning us as experienced evaluators in this 

specialized field.  Our role is to critically analyze and accurately gauge the extent to which ACA 

Administering Entities and their partners align with these stringent standards, offering an objective lens 

through which these entities can report their compliance status. 
 

Compliance Assessment Overview 

¶ States Evaluated: 6 States (during 2024) 

¶ Various Compliance Assessments Conducted: 14 Assessments (in 2024) 
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Other Government Agencies where projects focused on HIPAA, NIST 800-53, or FISMA 

Á Department of Medical Assistance Services, Commonwealth of Virginia 

Á State of South Carolina Department of Health and Human Services 

Á Texas A&M Rural Health Centers 

Á U.S. Social Security Administration 

Á Wyoming Department of Health 

Á U.S. Veterans Administration 

Á Access Health of Connecticut 

Á State of South Dakota department of Social Services 

Á State of Minnesota Eligibility Technology System 

Hospitals 

Á /ƘƛƭŘǊŜƴΩǎ IƻǎǇƛǘŀƭ 

Á Health & Hospitals Corporation (New York City) 

Á MD Anderson Cancer Center 

Á Memorial Sloan Kettering 

Á University of Wisconsin-Madison Hospital 

Insurance Companies 

Á Aetna 

Á AXA 

Á Travelers Insurance 

Á Westfield Insurance 

Healthcare 

Á Long Island Home 

Á Pine Street Inn 

Á Iowa Institute 
 

Sample of Projects Completed by JANUS Directly for CMS Federal Agency  

.ŜƎƛƴƴƛƴƎ ǿƻǊƪ ǿƛǘƘ /a{ ƛƴ нллм ƻƴ ǇƻƭƛŎȅ ŘŜǾŜƭƻǇƳŜƴǘ ŀƴŘ ŜǾŀƭǳŀǘƛƻƴ ƻŦ /a{Ω LƴŦƻǊƳŀǘƛƻƴ {ŜŎǳǊƛǘȅ 

program, JANUS has lent its support to strengthening the security program throughout the agency.  

JANUS has supported the policy and standards needs of CMS since that date and continues to do so with 

its major vendors and State health exchanges.  The types of documents that JANUS has produced 

include (as a sample): 

ω {ȅǎǘŜƳ {ŜŎǳǊƛǘȅ tƭŀƴ ¦ǎŜǊǎΩ DǳƛŘŜ ŦƻǊ aŀƧƻǊ !ǇǇƭƛŎŀǘƛƻƴǎ 

ω System Security Plan Process Development 

ω Minimum Security Standards 

ω Rules of Behavior 

ω Gap Analyses of Security Policies with Federal Laws, etc. 

ω Risk Analysis Template for Users 

ω Organizational Practice Standards Mapping 
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ω CMS Risk Assessment Methodology 

ω Threat Identification Workbook 

ω Risk Identifications and Descriptions 

ω Information Security Glossary 

ω Information Security Agreement Template 

ω Congressional Legislation to CMS Policies Mapping 

ω Information Security and Privacy Legislation Resource 

ω Vulnerability Assessment Corrective Action Procedure 

ω CMS Acceptable Use Policy 

ω CMS Acceptable Risk Safeguards 

ω High-Level Risk Assessment Process 

ω CMS IT Nondisclosure Policy 

ω CMS Work-at-Home Policy 

ω Business Risk Assessment Methodology 

ω Information Security Policy, Standards, and Guidelines Handbook 

ω Various NIST Compliance Reviews 

ω Information Security Resource Assessment 

ω CMS Overseas Outsourcing Report 

ω Information Security SDLC Flow 

ω CMS Certification & Accreditation Methodology 

ω CMS System Security Plan Methodology 

ω Security Test & Evaluation Scripts 

ω Security Test & Evaluation Workplan 

ω Information Security Checklist (with NIST 800-53) 

ω Analysis of Federal Information Security Management Act (FISMA) 

ω Contingency Planning: 

­ Tabletop Test Procedure, Template, Instructions, and Sample 

­ Functional Test Procedure, Template, Instructions, and Sample 

­ Register Template, Instructions, and Sample Procedure, Template, and Instructions 
 

CƻƭƭƻǿƛƴƎ ƛǎ ƻƴŜ ƻŦ /a{Ω ŜǾŀƭǳŀǘƛƻƴǎ ƻŦ W!b¦{Ω ǿƻǊƪ ŀǎ ǊŜǇƻǊǘŜŘ ǘƻ ǘƘŜ ƻŦŦƛŎƛŀƭ ǇŜǊŦƻǊƳŀƴŎŜ ǊŜŎƻǊŘΦ 

Evaluation by U.S. Centers for Medicare & Medicaid Services to another federal agency. 

Contract Effort  Description 

The Centers for Medicare & Medicaid Services (CMS) contracted with JANUS for a number of projects to 

ŜƴƘŀƴŎŜ ǎŜŎǳǊƛǘȅ ǿƛǘƘƛƴ ŀƴŘ ǘƘǊƻǳƎƘƻǳǘ /a{Ω ŎƻƳǇǳǘƛƴƎ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ŀƴŘ ŜƴǾƛǊƻƴƳŜƴǘΦ  ¢ƘŜǎŜ 

projects included review and enhancement of Security Policies and Procedures, delivery and 

performance of Vulnerability Assessment and Penetration Testing services, and development and 

execution of Certification and Accreditation.  The CMS computing environment and infrastructure 

process and support all Medicare Enrollment and Claim handling functions across the United States with 

widely varying mainframe environments (including RACF, CA-Top Secret and ACF2) and distributed 

platforms (Novell, UNIX, Windows). 
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In addition to performing assessments and penetration tests across the United States for all Medicare 

ŎƭŀƛƳ ƘŀƴŘƭŜǊǎ W!b¦{ ǇŜǊŦƻǊƳŜŘ ǎƛƳƛƭŀǊ ǎŜǊǾƛŎŜǎ ŦƻǊ /a{Ω ƻǿƴ ŎƻƳǇǳǘƛƴƎ ŜƴǾƛǊƻƴƳŜƴǘΦ  ¢Ƙƛǎ 

infrastructure is a large scale, highly networked, mixed platform, environment comprising MVS (i.e., 

OS/390 and z/OS) mainframes, distributed processing platforms (e.g., MS Windows and UNIX), TCP/IP 

network and networking components (e.g., routers and firewalls).  The overall environment includes 

both a CMS agency Data Center and equipment and corporate assets providing services to the agency 

via contractual agreements. 
 

Within the context of the contracts JANUS completed the following:   

Penetration Testing Services.  A partial list of the tasks addressed under this contract included: 

ω Redeveloped and enhanced Security Testing Report Methodology; 

ω LƴǘŜǊƴŀƭƭȅ ōŀǎŜŘ ǇŜƴŜǘǊŀǘƛƻƴ ǘŜǎǘƛƴƎ ƻŦ ǘƘŜ ŀƎŜƴŎȅΩǎ ƛƴǘŜǊƴŀƭ 5ŀǘŀ /ŜƴǘŜǊ ŀŘŘǊŜǎǎƛƴƎ ǊƻǳǘŜǊǎΣ 

firewalls, MVS mainframes, MS Windows servers, UNIX servers, Database servers, Web servers, 

etc.; 

ω 9ȄǘŜǊƴŀƭƭȅ ōŀǎŜŘ ǇŜƴŜǘǊŀǘƛƻƴ ǘŜǎǘƛƴƎ ƻŦ ǘƘŜ 5a½ ǇǊƻǘŜŎǘƛƴƎ ǘƘŜ ŀƎŜƴŎȅΩǎ ƛƴǘŜǊƴŀƭ 5ŀǘŀ /ŜƴǘŜǊ 

addressing routers, firewalls, MS Windows servers, UNIX servers, Database servers, Web 

servers, etc.; and 

ω Application penetration testing on multiple applications, often at multiple installations for each 

application. 
 

In performing penetration testing, JANUS followed a standard methodology as well as prepared the 

following documents and deliverables: 

ω Statement of Scope; 

ω Test Plan; 

ω Test Scripts (as necessary); and 

ω Findings Report (including prioritized suggestions for corrective actions to remediate exposures 

and risks) based on documentation review and site visit; 

ω Package including Findings Report and related reporting materials required by CMS;  

ω Assessment of Corrective Action Plans (CAPs) and closure information for findings;  

ω Plans of Actions and Milestones; and 

ω Final Notebook containing complete documentation (all JANUS created documents, working 

papers, and all site supplied documentation) of the penetration test. 
 

Performed Certification & Accreditation (C&A) vulnerability testing on externally contracted Data 

Centers: 

ω Delivered C&A Methodology; 

ω Delivered C&A Procedures; 

ω Developed Test Scripts for penetration testing activity; 

ω Performed penetration testing activity at sixteen (16) external Data Center locations in ten 

months covering MVS Mainframes, MS Windows servers, Unix servers, and network 

components (e.g., CMS MDCN network) involved in processing Medicare claims at each site; and 
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ω Developed Test Scripts for initial review of adherence to policy and procedure requirements of 

NIST SP 800-53, FISCAM, and CMS security guidance in all NIST SP 800-53 control categories 

along with more detailed control evaluations in nine of the categories. 
 

Performed second year testing at fourteen (14) external Data Center locations in seven months. 

JANUS also undertook the development and delivery of training classes for CMS personnel, both general 

users and technical staff.  In one contract JANUS prepared training and awareness content for all 

employees and contractors who would utilize CMS systems.  JANUS was initially contracted only to 

complete the content but when the developer was unable to provide secure content JANUS took over 

the contract and completed the Computer Based Training (CBT) modules, putting the entire course into 

production.  In a separate project JANUS developed a series of curricula for CMS security and other staff, 

developed the content, developed a pilot, taught the pilot, made clarifications (if needed), and delivered 

the training (1-3 day classes) on an on-going basis. 
 

General Perfomrance 

JANUS was provided the following evaluation to the Federal Small Business Administration score-

keeping system by our CMS Project Lead.  It was our official scorecard within the Federal Quality 

System. 
 

Instructions: Please rate each of the following areas based on the evaluation scale included in Appendix 

X.  Definitions for the performance areas to be rated are included in Appendix X.  Other evaluation areas 

that are unique to the contract or that cannot be captured elsewhere should be added to the table.  

Lines 7-9 are in the table for this purpose, but additional lines can be added by references.  Space to 

include comments to supporǘ ǊŀǘƛƴƎǎ ƛǎ ǇǊƻǾƛŘŜŘ ƛƴ ǘƘŜ Ψ9ǾŀƭǳŀǘƻǊ /ƻƳƳŜƴǘǎΩ ǎŜŎǘƛƻƴΦ   

Performance Areas Exceptional Very 

Good 

Satisfactory Marginal Unsatisfactory N/A 

1. Quality of Product/Service       

2. Schedule       

3. Cost Control       

4. Business Relations       

5. Management of Key 
Personnel 

      

6. Utilization of Small 
Business 

      

7. Other Area -             

8. Other Area -             

9. Other Area -             

Overall Recommendation Definitely 

Would 

Probably 

Would 

Might or 

Might 

Not 

Probably Would 

Not 

Definitely 

Would Not 

Given what I know today about the 

contractorôs ability to execute what he 
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promised in his proposal, I _________Maria 

McMahon________ award to him today 

given that I had a choice. 

 

EVALUATOR COMMENTS: 

Since CMS has numerous IT contracts for system development and maintenance involving most of 

the major IT vendors in the country, JANUS as an independent consult and vendor-neutral full 

service company, can provide a full range of information security products and services (especially 

in the arena of assessments and establishing IS standards) while providing the assurance that their 

decisions and recommendations were not being unduly influenced by other IT initiatives.  The 

breadth of their experience across all platforms and software is invaluable.  Janus has extensive 

experience and knowledge in all aspects of information security; is well-versed in federal and local 

requirements; was instrumental in assisting CMS in launching their information security program 

and provided continued support through continuous monitoring, security assessments, writing 

policies and procedures, and conducting training and awareness.  JANUS was always available at 

all levels of the company to address issues.  They were extremely cooperative and flexible.  With 

each assignment they would discuss their approach and often present strategic recommendations 

to improve the IS program.  In addition, potential problems were identified early to make 

necessary adjustments with little or no impact on the project.  

 

Maria McMahon 

Government Task Lead 

U.S. Centers for Medicare & Medicaid Services 

Baltimore, MD 21244 

 

Sample of M ARS-E Qualifications  

Typical MARS-E Required 

Qualifications 

JANUS Response 

Experience conducting security 

and compliance assessments, with 

projects that demonstrate 

familiarity with NIST framework 

requirements as they impact data 

privacy and security. 

JANUS has 36 years of experience conducting security and 

compliance assessments, including over 20 years performing 

assessments for CMS where NIST requirements and the 

framework are required for all testing and assessing.  This 

experience has also extended to performing MARS-E 

assessments for state Health Exchanges and Affordable Care Act 

assessments for federal contractors as well as FISMA (Federal 

Information Security Management Act) assessments and IRS 

1075 and HIPAA assessments.   

Demonstrated experience in 

testing technical controls in large 

IT environments with multiple, 

interconnected systems using 

The JANUS staff proposed have experience with a wide range of 

technologies.  The lead person proposed for examination of the 

MARS-E application technical examination regularly assesses 
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Window, Linux, and UNIX 

operating systems, 

Oracle/DB2/SQL databases, MVS, 

and web applications.  

applications for many JANUS government clients as well as 

advises clients on secure web coding techniques. 

Engagements with NIST 

Certification and Accreditation 

processes and the NIST 800-53 

family of controls.  

The JANUS staff members proposed have performed many NIST-

based security assessments.  Our references can directly attest 

to our extensive NIST 800-53 and MARS-E experience. 

 

As specialists in this field, JANUS will be able to present the State with an accurate picture of the in-

scope environment and bring the right skills to developing recommendations and presenting the gaps as 

well as how to minimize your risks.  
 

Samples of Previous CMS Projects and  MARS-E Independent Security Assessments  

State Date Range Scope of Services 

Federal 

Agency ς 

CMS 

September 

2001 ς August 

2013 

JANUS has held over a half dozen long-term contracts with CMS since 

2001.  These projects included development and execution of network 

and security assessment tasks, review and enhancement of security 

policies and procedures, security support, development and teaching of 

security training, and delivery and performance of certification and 

accreditation services including for its business partners throughout the 

United States where JANUS has conducted network and security 

assessments. 
 

CMS is the largest agency outside of the Department of Defense, 

utilizing over 20% of the U.S. budget.  Therefore, having a well-

ŦǳƴŎǘƛƻƴƛƴƎ ƛƴŦƻǊƳŀǘƛƻƴ ǎŜŎǳǊƛǘȅ ǇǊƻƎǊŀƳ ōŜŎŀƳŜ ŀ ǇǊƛƻǊƛǘȅΦ  /a{Ω 

Office of Information Services (OIS) Security Standards Group engaged 

JANUS to perform a full review of the adequacy and effectiveness of the 

information security program across CMS.  JANUS designed an 

enterprise-wide business process review, developed instruments with 

which to undertake an analysis, completed over 100 individual 

interviews, designed statistical analysis techniques to derive results of 

the efforts, and prepared a thorough and detailed report.  JANUS made 

strategic recommendations to improve the program and meet future 

needs.  Further, JANUS mapped existing CMS security standards to 

federal standards, legislative requirements, and industry best practices.  

Where this matrix indicated gaps existed in the CMS program, JANUS 

recommended solutions.  Subsequently, as requested by CMS, JANUS 

then executed these recommendations.  Three of these ς ǘƘŜ άaƛƴƛƳǳƳ 

{ŜŎǳǊƛǘȅ {ŀŦŜƎǳŀǊŘǎέ ǎǘŀƴŘŀǊŘǎ ŦƻǊ /ƻƳƳƻƴ ǎŜŎǳǊƛǘȅ ǊŜǉǳƛǊŜƳŜƴǘǎΣ ǘƘŜ 
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Risk Assessment (RA) Methodology, and the Risk Assessment (RA) 

standards for completing assessments by business owners ς were 

ŀŎƪƴƻǿƭŜŘƎŜŘ ōȅ bL{¢ ŀǎ ŜȄŀƳǇƭŜǎ ƻŦ άōŜǎǘ ǇǊŀŎǘƛŎŜǎΦέ  ¢ƘŜ ƳƛƴƛƳǳƳ 

safeguards were adopted by CMS and by NIST and incorporated into 

NIST SP 800-53.  In ongoing tasks under this initial contract, JANUS 

developed information security policies/procedures, guides and 

workbooks for business managers to help them with their information 

security responsibilities and supported the information security program 

with advice/assistance. 
 

In a second contract with CMS, JANUS advised CMS on information 

security topics and developed additional guidelines, templates, 

workbooks, and user help documents and executed a variety of action 

plans to achieve broad-based implementation throughout the larger 

CMS environment.  JANUS prepared information system security plans 

and worked with staff to manage the level of security required to make 

improvements throughout the System Development Life Cycle (SDLC) 

where needed.  JANUS was also tasked with supporting and improving 

security standards (and their implementation) based on regulations as 

they applied to CMS.  In order to ensure that new systems complied 

ǿƛǘƘ /a{Ω ŀǊŎƘƛǘŜŎǘǳǊŜΣ W!b¦{ ǊŜǾƛŜǿŜŘ ǘƘŜ ǎŜŎǳǊƛǘȅ ƛƳǇƭƛŎŀǘƛƻƴǎ ƻŦ ŀƭƭ 

new system design architectural documentation and schematics.  Where 

needed, JANUS staff made recommendations for improvements and/or 

corrections and worked with system owners to ensure that the design 

reflected these architectural additions.   

 

JANUS performed network and security control assessments focused on 

security and privacy across the U.S. for all Medicare claim handlers and 

ŦƻǊ /a{Ω ƻǿƴ ŎƻƳǇǳǘƛƴƎ ŜƴǾƛǊƻƴƳŜƴǘΦ  ¢ƘŜǎŜ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜǎ ŀǊŜ ƭŀǊƎŜ 

scale, highly networked, mixed platform environments comprising MVS 

mainframes, distributed processing platforms (e.g., MS Windows, 

Novell, or UNIX), networks, and networking components (e.g., routers 

and firewalls).  These assessments were the precursors to the MARS-E, 

which came into being with the Affordable Care Act.  JANUS has been 

deeply involved throughout the history of the Act, assessing a variety of 

ŦŜŘŜǊŀƭ ŎƻƴǘǊŀŎǘƻǊǎΩ ǎƛǘŜǎ ŀǎ ǘƘŜȅ ŎǊŜŀǘŜŘ ǘƘŜ ǾŀǊƛƻǳǎ ǇƭŀǘŦƻǊƳǎΦ  bƻǿΣ 

ǿƛǘƘ ǘƘŜ ǾŀǊƛƻǳǎ ǎǘŀǘŜ 9ȄŎƘŀƴƎŜǎΩ a!w{-E requirements, JANUS has 

been assessing those implementations to the same high standards to 

ǿƘƛŎƘ W!b¦{Ω ǿƻǊƪ ŦƻǊ /a{ Ƙŀǎ ŀƭǿŀȅǎ ŀŘƘŜǊŜŘΦ 
 

JANUS also designed for CMS a vulnerability tracking and reporting 

system-allowing management to generate real-time reports on the 
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status of system upgrades and security risks.  This has since been 

enhanced to automatically produce Plans of Action and Milestones 

(POA&M) reports.  Plans of Action take into account milestones, risks to 

the projects, and possible issues that require additional focus.  This 

approach enables JANUS clients to take an exception-based view of 

projects, thus saving them time and effort related in their oversight 

responsibilities. 
 

JANUS has also developed a number of three-day information security 

classes which it provided to CMS Security Officers with a different class 

taught each month. 
 

JANUS performed network and security assessments for CMS 

applications through August 2013. 

VT May 2015 ς 

July 2015 

The State of Vermont engaged JANUS to perform an onsite security 

controls assessment (SCA) of the Vermont Health Connect (VHC) 

insurance exchange application software, as well as the Optum Insight, 

LƴŎΦ όhǇǘǳƳύ ƘƻǎǘƛƴƎ ǎŜǊǾƛŎŜǎ ǇǊƻǾƛŘŜŘ ŦǊƻƳ hǇǘǳƳΩǎ Řŀǘŀ ŎŜƴǘŜǊ ƛƴ 9ƭƪ 

River, MN.  JANUS conducted an assessment to determine: 

Å If the system is compliant with the Minimum Acceptable Risk 

Standards for Exchanges (MARS-E) issued by the Centers for 

Medicare & Medicaid Services (CMS); 

Å If the underlying infrastructure supporting the system is secure; 

Å If the system and data are securely maintained; and 

Å If proper configuration associated with the database and file 

structure storing the data are in place. 
 

JANUS performed the assessment according to standards published by 

CMS, including security controls defined in the MARS-E, (from version 

1.0. ς 2.2).  The phases of each project included: 

Å Planning: which culminated in a Security Assessment Plan in 
conformance with CMS standards. 

Å wŜǾƛŜǿ ƻŦ ŘƻŎǳƳŜƴǘŀǘƛƻƴΥ ƛƴŎƭǳŘƛƴƎ ǘƘŜ {ǘŀǘŜΩǎ tƭŀƴ ƻŦ !Ŏǘƛƻƴ ŀƴŘ 
Milestones (POA&M), System Security Plan (SSP), Contingency 
Plan (CP), and supporting documentation. 

Å Interviews: including stakeholders and subject matter experts 
from both the State and the Optum Cloud hosting facility. 

Å Technical validation: including technical vulnerabilities testing and 
observation of the VHC application, the virtualized hosting 
platforms, and the underlying cloud hosting facilities, including 
physical inspection of the primary/alternate sites. 

Å Review, analysis and update of the POA&M based on the Current-
State of risks, including validation of remediated risks based on 
evidence obtained during the SCA. 
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Å Development and presentation of the Security Assessment Report 
formatted according to CMS standards. 

 

Security controls tested included all 19 families of controls in the 

MARS-E: 

Å Access Control (AC) 
Å Awareness and Training (AT) 
Å Audit and Accountability (AU) 
Å Security Assessment and Authorization (CA) 
Å Configuration Management (CM) 
Å Contingency Planning (CP) 
Å Identification and Authentication (IA) 
Å Incident Response (IR) 
Å Maintenance (MA) 
Å Media Protection (MP) 
Å Physical and Environmental Protection (PE) 
Å Planning (PL) 
Å Program Management (PM) 
Å Personnel Security (PS) 
Å Risk Assessment (RA) 
Å System and Services Acquisition (SA) 
Å System and Communications Protection (SC) 
Å System and Information Integrity (SI) 
Å Additional Controls Required by IRS Publication 1075 

MNIT June 2016 ς

July 2024 

JANUS completed four security assessments for the Minnesota Eligibility 

Technology System (METS) that satisfied all federally mandated 

requirements in the framework for the Independent Assessment of 

{ŜŎǳǊƛǘȅ ŀƴŘ tǊƛǾŀŎȅ /ƻƴǘǊƻƭǎΣ ǾŜǊǎƛƻƴ нΦл όŎƻƴŘǳŎǘƛƴƎ ǘƘƛǎ ȅŜŀǊΩǎ ǿƛǘƘ 

version 2.2).  The security assessment evaluated METS implementation 

of, and compliance with the Minimum Acceptable Risk Standard for 

Exchanges (MARS-E) controls, various versions.  
 

JANUS worked with METS staff throughout the security assessment to 

ŘŜǾŜƭƻǇ ŀ ǘŜǎǘƛƴƎ Ǉƭŀƴ ǘƘŀǘ ǿƻǳƭŘ ǳǘƛƭƛȊŜ W!b¦{Ω ŜȄǇŜǊƛŜƴŎŜ ƛƴ ǎŜƭŜŎǘƛƴƎ 

appropriate controls for review, while meeting federal requirements for 

independent assessments.  
 

JANUS reported any critical findings to METS management immediately 

and provided weekly documentation of work completed.  After 

obtaining approval from the METS team before conducting any 

automated scans or tests of controls, JANUS produced a formal written 

report that summarized the assessment results, in a format that aligns 

with federal requirements. 
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PA DHS March 2024 ς 

May 2024 

JANUS performed an Independent Third Party Assessment of the 

Commonwealth Medicaid (EDX) system in compliance with 

requirements set forth by CMS MARS-E 2.2. 

Access 

Health 

April 2021 ς 

January 2025 

JANUS provided services focused on five independent projects.  These 

included:   
 

Performed four full MARS-E security assessment of the AHCT health 

exchange application and yearly assessments after the full. 
 

Performed a Security Information and Event Management (SIEM) 

product needs assessment with the goal of providing a solution 

recommendation suitable for its security and compliance requirements 

consisting of initial research by exploring current recommendations and 

rankings provided by Gartner Inc.; contacting leading vendors identified 

by Gartner to determine how they could meet AHCT needs; bringing 

several candidates from the list of solution providers through multiple 

rounds of presentations and demonstrations; selecting a final 

recommendation; and providing assistance during implementation. 
 

JANUS also conducted a market analysis of GRC (Governance Risk & 

Compliance) solutions by developing an understanding of compliance, 

ǇǊƛǾŀŎȅΣ ŎȅōŜǊǎŜŎǳǊƛǘȅΣ ŀƴŘ ǊŜǇƻǊǘƛƴƎ ǊŜǉǳƛǊŜƳŜƴǘǎ ŀƭƛƎƴŜŘ ǿƛǘƘ !I/¢Ωǎ 

specific regulatory oversight structure; compiling a list of requirements 

ƛŘŜƴǘƛŦƛŜŘ ŘǳǊƛƴƎ ƻǳǊ ŘƛǎŎǳǎǎƛƻƴǎ ǿƛǘƘ ǘƘŜ ŎƭƛŜƴǘ ŀƴŘ ƻŦ ǘƘŜ ŘŜǇŀǊǘƳŜƴǘΩǎ 

focus to support AHCT business and operational requirements; and 

ƭŜǾŜǊŀƎƛƴƎ DŀǊǘƴŜǊΩǎ aŀƎƛŎ vǳŀŘǊŀƴǘ ƻŦ wƛǎƪ aŀƴŀƎŜƳŜƴǘ ŀƴŘ 

Governance Risk and Compliance (GRC) vendors to determine widely 

accepted solutions. After research, investigation, discussions with 

vendors, and demonstrations, JANUS then provided recommendations 

and assistance with the selected solution.   
 

Completed a task to develop an updated System Risk Assessment in 

partial fulfillment of requirements for the U.S. Centers for Medicaid & 

Medicare for State Health Exchanges.  
 

JANUS also performed two CMS-oriented penetration/application tests. 

 

In addition, JANUS has completed MARS-E assessments for Wisconsin, Colorado, and South Dakota. 
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E.2 RFP SECTION 2.7 PROJECT GOVERNANCE AND MANAGEMENT  

1. Describe your project management methodology, tools, and techniques that will be used to support 
the project. Describe policies and procedures employed to ensure the timely completion of tasks to a 
level of quality expected of a professional firm. 

JANUS is a vendor-neutral consulting company.  We take no revenue from vendors, and we sell none of 

their hardware or software.  As vendor-neutral consultants to both large and small organizations with 

complex needs, we subscribe to a high standard of results focused only on you, our potential client, with 

experienced project management and quality and we keep these foremost in our dealings with clients.  

JANUS ensures the quality of our services by emphasizing that only performance of the highest caliber 

meets our standards.  Nothing less is tolerated.  JANU{Ω ǇǊƻƧŜŎǘ ƳŀƴŀƎŜǊǎ ŜƳǇƭƻȅ ƛƴŘǳǎǘǊȅ ǊŜŎƻƎƴƛȊŜŘ 

methodologies as defined by the Project Management Institute (PMI) when and where appropriate to 

ŜƴǎǳǊŜ άǎŀƴƛǘȅέ ǘƻ ǿƘŀǘ ŀǊŜ ƻŦǘŜƴ ƘŜŎǘƛŎ ǎŎƘŜŘǳƭŜǎ ŀƴŘ ŎƻƳǇƭƛŎŀǘŜŘ ǘŀǎƪǎ. 

Project Management  

You ask, in the RFP, to define our project management experience so that your assessments will be 

delivered on-time, within budget, and with minimal disruption to the State operation.  The Project 

Manager identified within this proposal has more than seven (7) years of performing MARS-E, FISMA, 

and CMS Acceptable Risk Control assessments for JANUS clients, including six (6) MARS-E assessments 

last year alone.  All of his MARS-E projects have been delivered on time, meeting client deadlines and 

budgets (our client references can attest to this).   The staff assigned within this proposal all have 

significant experience in performing exactly these types of assessments and penetration tests for CMS-

type projects. 

Project Planning  

We are adept at guiding projects to successful completion and are prepared to begin this project within 

a mutually agreed to schedule.  The project plan developed during the proposal process that enables us 

to determine fees will be finalized with dates during project initiation and will include a detailed project 

plan and schedule with dependencies, resource allocation, and estimates of work effort as well as 

duration.  Because we have conducted so many similar projects over so many years, we are adept at 

foreseeing potential delays and logistical complications and can develop both our project plan and 

schedule that anticipate the typical complications that might arise in any project.   
 

During this early phase we will also prepare our plan for undertaking the project.  There are two 

elements to this: first, we align the project schedule with your needs; and second, we detail how we 

intend to undertake the various tasks.  We will discuss the plan with you to receive concurrence prior to 

beginning the specific tasks.  Although our management process incorporates the following elements, 

these will be structured to be as efficient as possible to meet your needs: 

¶ Scope and Cost Management 

¶ Schedule Management 

¶ Human Resources Management 

¶ Communications Management 

¶ Risk Management 

¶ Quality Management 
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Each topic is discussed in detail below. 

Scope and Cost Management  

We will include in our planning: 

¶ Regular scope alignments with you or the client 

¶ Establishing mechanisms that help facilitate identification of changes to our scope and 

analyzing their impacts 

¶ Mechanisms for documenting scope changes and identifying the communications protocols 

for communicating and gaining approval for any scope change prior to executing work on 

any new task(s) 
 

These all have an impact on cost.  In addition to scope, schedules will be managed to ensure that we 

meet the due dates of the project where deviations usually also affecting cost. 

Schedule Management  

JANUS always works from a detailed project plan that provides the tasks timeline, and resources for our 

work on the project.  Within our planning we establish protocols for schedule management including: 

¶ Frequency of schedule updates 

¶ Process for creating schedule updates including clear roles and responsibilities between our 

team, the State, and other applicable stakeholders 

¶ Protocols for communication of schedule status or changes or approvals 

Human Resources Management  

Human resources management is critical to our ability to properly align the appropriate skill sets with 

project needs.  This will be true for this project also where we will need to provide subject matter 

professionals with regulatory compliance security knowledge.  We will discuss ongoing needs, as part of 

our planning, including the following: 

¶ Refinement of the organizational structure offered within this proposal based on input and 

feedback from you 

¶ Clear definition of roles and responsibilities within the engagement in coordination with the 

scope and objectives section of the project 

¶ How we will manage staff changes (if any) 

¶ Mechanisms, including communication channels for you, for handling any perceived 

potential performance concerns 

Communications Management  

We believe that to be effective in our role, it will be important to define clear communications protocols 

to provide mechanisms to: 

¶ Report status including establishing templates 

¶ Communicate status of scope, schedule, progress, and budget 

¶ Identify tools for project tracking 
 

In this element, we also manage education and awareness of your staff, when possible.  JANUS always 

ǿŜƭŎƻƳŜǎ ƻǳǊ ŎƭƛŜƴǘΩǎ ǎǘŀŦŦ ǘƻ ǿƻǊƪ ŀƭƻƴƎ-side our consultants to better understand what we do.  During 
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assessments and reviews, we also offer briefings each day to help their personnel follow where we are 

in the process, what we are discovering, and to allow them to ask questions to increase their knowledge. 

Risk Management  

It is important for our team to manage risk within the project.  Examples of these risks might include the 

need to adjust work plans and schedules in response to unforeseen challenges.  As a result, we manage 

possible risks of our work.  The approach we use includes a six-step framework process of Plan, Identify, 

Analyze, Respond, Track, and Communicate.  Our team determines risks that will be reported on, 

through any interim reports.  Our goal of risk reporting is to identify risks, and report on them prior to 

their conversion into issues.  A sample risk issues log is presented below: 
 

Total Issues 

16 

Open Issues Closed Issues 

13 

3 Critical High Moderate Low 

0 1 3 3 

 

This summary is supported by details behind each of the issues (see below): 
 

Third Party Response 

Status: Open Level of Risk: Moderate Stakeholder: (name) 

Description:  the [redacted] vendor is not responding to repeated requests for information deemed 

important to the project. 

Action(s):  Escalated to [redacted] management. 

 

Secure Communication  

This project will require sharing confidential information.  JANUS avoids using email attachments 

whenever possible, especially when confidential reports are being shared.  To that end, JANUS will 

establish a secure portal dedicated to this project.  Only JANUS team members and duly designated 

State staff will have access to the portal.  The portal is protected by advanced encryption and access 

controls.  

Status Meetings 

The purpose of these periodic meetings is to report on tracked project schedules, project milestones, 

logistics, and any metrics associated with project progress.  At a high-level, actual issues and 

observations progress against project tasks will also be shared during the meeting.  To be respectful of 

ǇŜƻǇƭŜΩǎ ǘƛƳŜΣ ǿŜ ǊŜŎƻƳƳŜƴŘ ǘƘŀǘ ǘƘŜǎŜ ƳŜŜǘƛƴƎǎ ōŜ ŀǘǘŜƴŘŜŘ ōȅ ǘƘŜ ŎƻǊŜ ǇǊƻƧŜŎǘ ǘŜŀƳΣ ǿƛǘƘ ƻǘƘŜǊǎ 

invited as needed according to the phase of the project or task.  

 

2. Discuss your experience with collaborating with the Project Governance Body ŀƴŘ ǘƘŜ {ǘŀǘŜΩǎ tahΣ 
including how you will incorporate feedback and direction. Describe how you will work cooperatively 
and effectively with the AME PMO and AME Module Vendors.  
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JANUS provides regular status meetings and updates to our clients, based on whatever cadence they 

require.  In this, their Project Governance Body has input, can ask questions, and gather information on 

the status of the assessment and its progress on meeting dates.  Our client PMOs are in regular contact 

with our highly experienced project managers anŘ ǎǘŀŦŦ ŀƴŘ ŦŜŜƭ ŦǊŜŜ ǘƻ ŎƻƴǘŀŎǘ ŀƴȅƻƴŜ ƛƴ W!b¦{Ω 

management chain to discuss topics of current interest, request additional information, or institute a 

contract query, as well as any other topic. 

 

3. Describe your approach to managing the project documentation. This should include, at a minimum, a 
discussion regarding the repository that will be used to store and share project documentation and the 
approach to ensuring project team members use the repository, maintaining documents, document 
security, repository back-up, and transition of ownership at the end of the Contract period. 

JANUS utilizes a secure commercial portal, Suralink, to both gather artifacts needed for the assessment 

and to deposit deliverables.  This portal is established at the start of the project and is available only to 

those whom the client requests have access.  In addition, JANUS staff are equally controlled so that only 

the consultants working on this project have access. 

 

All documentation is maintained in this portal so that we have adequate security controls around your 

data (we will be happy to discuss details privately, outside of the proposal process). 

 

All documentation is carefully backed up nightly with off-site storage.  At the end of the project, many of 

our clients request that we securely maintain their documentation.  However, some request deletion of 

all materials and we are able to accommodate that. 

 

4. Discuss your deliverable development, submission, quality assurance, and review process, including 
your standard timelines for deliverable reviews within the draft Project Management Plan and Project 
Schedule. 

Quality Management  

Quality is also part of our project management approach.  As consultants to large organizations with 

complex needs, we subscribe to the standards of true quality and we keep them foremost in our 

dealings with clients.  We believe that quality and information security and control are closely aligned.   
 

How do we avoid quality non-conformance and encourage its opposite, conformance?   

Planning 

Quality in the control planning process itself equates to results that are effective, efficient, and 

proportional to the risk involved, no more (to ensure cost effectiveness) and no less (to ensure 

compliance and adequacy).   
 

Thorough planning and significant experience in the type of project you are requesting helps to avoid 

the price of quality non-conformance that has been shown to add so significantly to costs.  With the 

price of non-conformance for American business averaging 25-30 percent of costs (reprocessing, reruns, 

unplanned service, etc.), this is a situation that is too expensive to continue.  No better time exists to 

ensure quality than in the planning phase. 
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Review, Checking, and Audit  

We stress in our daily work environments the precepts of review, checking, and audit, both for our 

clients and ourselves.  However, prevention is of even more value.  We constantly stress prevention, and 

we assist each other in reviewing and checking tasks geared towards prevention.   

Input  

We are proud to work in an environment where our employees are highly valued members of the team.  

¢ƘŜǊŜŦƻǊŜΣ ŜŀŎƘ ƛƴŘƛǾƛŘǳŀƭ Ƙŀǎ ŀƴ ƻǇƛƴƛƻƴ ǘƘŀǘ ƛǎ ŎƻƴǎƛŘŜǊŜŘΣ ƴƻǘ ƻƴƭȅ ƳŀƴŀƎŜƳŜƴǘΩǎ ƻǇƛƴƛƻƴΦ   
 

The result of this structure has been that all our employees feel they are free to speak up about 

potential problems before they become actual problems.  No problem gets buried.  The staff works hard 

and commits long hours to their projects.  However, they each can clearly see the results of their 

involvement. 

 

We typically plan on a ten day review period for deliverables but can accommodate your needs, if 

different. 
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5. Provide a draft SCA Project Management Plan, Project Schedule, and Project Status Report template 
to be used for AME module assessments. 

Project Management Plan  
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Project Schedule   - Sample MARS -E Project Plan  

Task Name Work Start Finish 

Sample MARS-E Assessment Project -Yearly Plus 1/3 of controls 631.1 hrs Mon 9/8/25 Fri 12/19/25 

   Begin project 0 hrs Mon 9/8/25 Mon 9/8/25 

   Planning 42 hrs Mon 9/8/25 Tue 9/30/25 

      Planning Activities 21 hrs Mon 9/8/25 Wed 9/17/25 

         Draft CMS Security Assessment Plan (SAP) 6 hrs Mon 9/8/25 Tue 9/9/25 

         Draft test plan - rules of engagement 4 hrs Tue 9/9/25 Wed 9/10/25 

         Draft test scripts  4 hrs Tue 9/9/25 Tue 9/9/25 

         Complete test plan for State review 4 hrs Tue 9/16/25 Wed 9/17/25 

         Review with State 1 hr Wed 9/17/25 Wed 9/17/25 

         Clarify project planning 2 hrs Wed 9/17/25 Wed 9/17/25 

      Initiate Project 21 hrs Wed 9/17/25 Tue 9/30/25 

         Set up project in portal 1 hr Tue 9/30/25 Tue 9/30/25 

         Prepare for project kickoff 4 hrs Tue 9/30/25 Tue 9/30/25 

         Hold project kickoff 4 hrs Tue 9/30/25 Tue 9/30/25 

         Tailor Assessment Plan for CMS review 6 hrs Wed 9/17/25 Thu 9/18/25 

         Submit Plan to CMS 0 hrs Thu 9/18/25 Fri 9/19/25 

         Receive CMS approval 0 hrs Thu 9/25/25 Fri 9/26/25 

         Project management 6 hrs Tue 9/30/25 Tue 9/30/25 

   Assessment 556.1 hrs Tue 9/30/25 Fri 12/19/25 

      Initial examination of current security processes and practices/  

      solutions 
92 hrs Tue 9/30/25 Fri 10/17/25 

         Prepare initial detail document request 4 hrs Tue 9/30/25 Wed 10/1/25 

         Submit document request 1 hr Wed 10/1/25 Wed 10/1/25 

         State gathers documents 0 hrs Tue 10/7/25 Wed 10/8/25 

         Receive documents 0 hrs Wed 10/8/25 Thu 10/9/25 

         Review documentation 80 hrs Thu 10/9/25 Thu 10/16/25 

         Customize questions 6 hrs Thu 10/16/25 Thu 10/16/25 

         Discuss questions with State 1 hr Thu 10/16/25 Fri 10/17/25 

      DHS Application Assessment (full) 341.1 hrs Fri 10/17/25 Wed 12/3/25 

         Request evidence 4 hrs Fri 10/17/25 Fri 10/31/25 

         Study evidence provided to develop areas for questions 20 hrs Fri 10/31/25 Tue 11/4/25 

         Interviews 35 hrs Tue 11/4/25 Fri 11/21/25 

            Discuss potential interviewees with State 2 hrs Tue 11/4/25 Tue 11/4/25 

            JANUS works with the State to schedule interview dates 4 hrs Tue 11/4/25 Wed 11/5/25 

            State schedules interviews 0 hrs Tue 11/11/25 Wed 11/12/25 

            Hold interviews (max 12), produce analysis of notations 24 hrs Wed 11/12/25 Mon 11/17/25 

            Formulate second round of questions 1 hr Mon 11/17/25 Mon 11/17/25 

            State schedules interviews 0 hrs Wed 11/19/25 Thu 11/20/25 

            Hold additional interviews (2); do follow-ups 4 hrs Thu 11/20/25 Fri 11/21/25 

         Technical Review 38 hrs Tue 11/4/25 Tue 11/11/25 
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            Review of scans /pen tests 16 hrs Tue 11/4/25 Thu 11/6/25 

            Analyzing web application technical results as provided 22 hrs Thu 11/6/25 Tue 11/11/25 

         Control Families Review  244.1 hrs Tue 11/4/25 Wed 12/3/25 

            Testing of control families 60 hrs Tue 11/4/25 Fri 11/14/25 

            Follow-up of issues 8.1 hrs Fri 11/14/25 Mon 11/17/25 

            Analysis of control families - Security Assessment Worksheet 36 hrs Mon 11/17/25 Fri 11/21/25 

            Compliance review 140 hrs Fri 11/21/25 Wed 12/3/25 

      Reporting 123 hrs Fri 11/21/25 Fri 12/19/25 

         Prepare report deliverable 65 hrs Fri 11/21/25 Fri 12/19/25 

            Develop general recommendations 16 hrs Fri 11/21/25 Mon 11/24/25 

            Security Assessment Report (SAR) - Prepare risks/recommendations  

           deliverable 
28 hrs Thu 11/27/25 Mon 12/1/25 

            QA and submit draft assessment 4 hrs Mon 12/1/25 Tue 12/2/25 

            Set up meeting to discuss 1 hr Thu 12/4/25 Thu 12/4/25 

            Meet with State 3 hrs Mon 12/8/25 Mon 12/8/25 

            Clarify issues 8 hrs Mon 12/8/25 Tue 12/9/25 

            QA and submit final assessment 5 hrs Fri 12/19/25 Fri 12/19/25 

         Prepare SAW (POA&M) deliverable 28 hrs Tue 12/9/25 Fri 12/12/25 

         Prepare attestation 16 hrs Fri 12/12/25 Tue 12/16/25 

         Assist in facilitating with CMS 14 hrs Tue 12/16/25 Thu 12/18/25 

   Project Management 33 hrs Tue 9/9/25 Mon 10/27/25 

      Management 25 hrs Tue 9/9/25 Wed 10/22/25 

      Status meetings/minutes 8 hrs Tue 9/9/25 Mon 10/27/25 
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Project Status Report  
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E.3 RFP SECTIONS 2.10 REQUIRED VENDOR ACTIVITIES AND 

DELIVERABLES  

1. Describe your understanding of 45 CFR 164.522(b), NIST SP 800-53 Rev. 5, MARS-E 2.2 (or the latest 
version), ARC-AMPE. 

¢Ƙƛǎ ƛǎ ǘƘŜ ŘŜŦƛƴƛǘƛǾŜ ǎǘŀƴŘŀǊŘ ǘƘŀǘ ǊŜǉǳƛǊŜǎ ŀƭƭ ǇŀǊǘƛŎƛǇŀƴǘǎ ƛƴ ǘƘŜ CŜŘŜǊŀƭ ƎƻǾŜǊƴƳŜƴǘΩǎ !ŦŦƻǊŘŀōƭŜ /ŀǊŜ 

Act (or its own Health Exchange) to undergo a rigorous security compliance review and now, a 

penetration test to ensure that adequate security controƭǎ ŀǊŜ ƛƴ ǇƭŀŎŜ ƻǾŜǊ !ƳŜǊƛŎŀƴǎΩ ǇŜǊǎƻƴŀƭƭȅ 

identifiable and health data.  The annual assessment process can either incorporate all controls within 

MARS-E.  The new program (ACA-AMPE) will be moving closer to the NIST Cybersecurity Framework, as 

opposed to NIST 800-53, and has split privacy from security, as well as gathered all the governance 

controls that were initially identified in their own family, along with several other newer control 

families. 

 

As security specialists, JANUS staff have been working with the HIPAA Security and Privacy Rule for many 

years and our staff understands very well what is acceptable and what will create a problem.  We also 

understand well how to identify the issues within an exposure or compliance issue so that it is pertinent 

to the Rule as well as how you can remediate your environment. 

 

2. Describe your proposed security and privacy assessment methodology for each AME Module System. 

You have requested MARS-E or ARC-AMPE types of assessment and Penetration Tests of potential risks 

ŀƴŘ ǾǳƭƴŜǊŀōƛƭƛǘƛŜǎΦ  ¢ƘŜ ŀǎǎŜǎǎƳŜƴǘǎ ǎƘƻǳƭŘ ƛƴŎƭǳŘŜ ŘŜǘŜǊƳƛƴƛƴƎ ǘƘŜ ǎǘǊŜƴƎǘƘ ƻŦ ǘƘŜ {ǘŀǘŜΩǎ ǘŜŎƘƴƻƭƻƎȅ 

that might allow a threat to enter the infrastructure, evaluating the seriousness of that current threat 

posture; reviewing components for the ability to access restricted areas; checking that the network is 

appropriately segmented to protect the data, reviewing for known exploits; reviewing IT security 

policies/procedures for compliance; and making recommendations, amongst other items.  

 

The JANUS team has more than 20 years of experience conducting CMS security assessments (CMS calls 

them Security Control Assessments (SCAs)) utilizing the Minimum Acceptable Risk Control requirements 

for data centers and applications and also for providing training for CMS Agency Business Owners and 

security personnel.  We also have extensive experience in applying the requirements of the CMS 

Minimum Acceptable Risk Safeguards for Exchanges (MARS-E) to the needs of multiple state health 

exchanges.  In this proposal we describe our comprehensive understanding of the requirements across 

all of the Tasks, in alignment with the required MARS-E or ARC-AMPE Processes: Planning Phase of 

requirements collection and preparation; the Assessment Phase (encompassing controls, network, 

configuration, and documentation); and the Reporting Phase of the analysis, with its documentation and 

reports.  

 

In preparation for the MARS-E type assessment, the JANUS team will receive approval of the scope after 

discussion with your staff and will proceed to update and deliver a request for a set of security 
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assessment prerequisite artifacts, which will form the base of the compliance portion of the assessment.  

In this request, we will include: 

a. Administering Entity Security and Privacy Assessment Plan (SAP) ς the SAP is a template 

provided by CMS and is used to outline each task within the assessment and assign 

resources as well as anticipated timing for milestones during the assessment ς so that CMS 

can approve this prior to the project taking place (if that is a requirement for you). 

b. Documentation Request List ς aligned to the NIST Security/Privacy Control Families, to be 

reviewed as part of the scope of the MARS-E assessment. 

c. Logistics Requirements of the Team ς identifying resources such as Internet/network 

connectivity ς as needed. 

d. Introductory Meeting ς the Prerequisites, Rules of Engagement (if applicable at the same 

time), and approach, etc. are reviewed. 

 

We will request certain documentation for the assessment.  This phase of the process includes a policy 

and procedure review and preparation for the review and testing, per the scope of the tasks.  Typically, 

this involves about two weeks of documentation review (dependent upon the amount of 

documentation).  This enables the JANUS team to develop the Draft Security Assessment Plan, the Draft 

Test Plan Meeting Minutes, and the Final Security Assessment Plan (SAP).  The SAP will include tasks to 

assess the completeness, depth, and appropriateness of the security/privacy surrounding the in-scope 

application and/or infrastructure. 

 

JANUS actually developed the format and measurement scale for MARS-E assessment findings for CMS.  

As a result of our extensive experience with these reports, we are exceptionally skilled at what CMS 

wants to see for findings and reporting.  We understand how to prepare these findings better than 

anyone else as well as what recommended corrective actions each area needs.   

Manual Analysis 

While our security/privacy assessments do include known vulnerabilities and utilize automated tools for 

early activities, our consultants also seek to go far beyond this by looking at complex interactions 

between diverse segments of the applications, infrastructure, and other network components.  During a 

penetration test hacker methodologies are considered and are examined carefully to determine the 

likelihood of exploitation by past and present employees as well as outsiders.  However, the ability for 

authorized individuals to circumvent processes is also a focus area where analysis will occur because this 

is a rapidly growing issue. 

Preliminary Actions  

We will work with your staff to schedule the post-award conference/kickoff, as appropriately scheduled.  

During this teleconference, we would like to suggest that, at a minimum, the following actions are 

covered:   

¶ Review terms of the project; 

¶ Verify project scope and deliverables; 

¶ Identify business drivers and service capabilities; 
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¶ Arrange for necessary access permissions ς as needed; 

¶ Arrange for letters authorizing technical testing, if not already completed (allowing access to 

systems for JANUS consultants during the technical testing) ς if this is to be undertaken at the 

same time;  

¶ Review the Statement of Work to finalize the timing of our work; 

¶ Agree upon reporting and communications methods;  

¶ Discuss anticipated impact (if any) of the assessment/testing; 

¶ Identify technical and other documents required by JANUS (depending on availability); 

¶ Introduce JANUS and project staff and review roles;  

¶ Exchange contact information; 

¶ Discuss automated tools to be used in the engagement; and 

¶ Other logistics and items relevant to the assessment/testing. 

 

In addition, because we work from a documented assessment plan that is designed to offer consistency 

and thoroughness, we will produce this documentation during the earliest phase of the testing.  This will 

be discussed with you to ensure its focus and accuracy.  

MARS-E/ARC-AMPE Focus 

We are HIPAA and MARS-E experts, and our staff provides these types of assessments every week of our 

work lives.  We may use some technical tools, but the main process focuses on assessing your processes 

and controls in place through document examination, interviews, and verification of controls.  The last 

phase of this is something JANUS has been doing for years, unlike other vendors.  Our staff examines the 

electronic environment to also verify each initial control and finding through technical examination to 

determine if it truly complies with MARS-E requirements.  This is a major differentiator between us and 

other firms.   

 

MARS-E is a highly controlled type of assessment where CMS releases expectations for the participating 

states, provides templates that are acceptable to it, defines terms and expectations, and most critical of 

all, requires that each state submit deliverables that are acceptable to CMS.  With a specialty in MARS-E 

assessments over many years, JANUS understands each of the requirements and has worked extensively 

with CMS over many years successfully to provide completed assessments.   

 

CMS has specific requirements for MARS-E assessments.  It has always focused on compliance with 

itemized control elements grouped into families of controls.  However, just recently CMS has added the 

need to perform a supporting penetration test, an element that JANUS has long promoted in our work 

with CMS as the only way to verify that MARS-E data are secure and privately held.  Among the many 

tasks that JANUS has performed for CMS are penetration tests for the Agency itself as well as for a wide 

group of its healthcare vendors, states, and private healthcare organizations, along with many other 

tasks supporting CMS itself.   

 

For the assessment, we will prepare an initial project plan with anticipated deadlines and tasks after an 

early discussion with you about the overall project.  We will then ask you to review that schedule.  Once 
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agreed upon, we will begin to prepare the CMS-format Security Assessment Plan (SAP) for submission to 

you.  CMS has requirements for dates associated with the submission of this document.  They typically 

want about a month to review your SAP, if that is required.  We will work with you to achieve this goal. 

 

Once the SAP is approved, we will move fully into the core of the project.  This will require the review of 

documents, setting up interviews on an expedited scale to meet your needs (that we will ask you to 

assist with since we have found that when a vendor tries to set up interviews, state staffs do not 

respond timely), conducting interviews, documenting the results into the CMS-format tables, and 

completing both the Security Assessment Report (SAR) and the Security Assessment Worksheet (SAW), 

both of which are required deliverables for MARS-E assessments.  If you need to meet with CMS to 

explain any findings, we will be happy to assist and support you. 

 

After your feedback, we will finalize the SAR and the SAW and submit the documents to you in 

completion of the assessment process.    

 

3. Describe your plan for conducting vulnerability scans, configuration scans, penetration testing, 
interviews, control assessments, and artifact reviews. 

Security and Privacy Assessment Plan (SAP) 

The following table details the approach that JANUS developed with CMS between 2001 and 2012 as the 

CMS security contractor designated to perform MARS-E, 912, FISMA, and general security assessments.  

Our work will be in accordance with the current version of the CMS Policy for the Information Security 

Program (PISP), the CMS Information Security (IS) Testing Approach, Minimum Acceptable Risk 

Safeguards for Exchanges (MARS-E) ς version 2, the Acceptable Risk Controls for Affordable Care Act 

(ACA), Medicaid, and Partner Entities (ARC-AMPE) and the CMS IS Reporting Standard for preparing, 

conducting and reporting tests as well as the other required documents (or whatever alternatives you 

wish) required by CMS.  The assessment will be performed in three phases: Planning, Assessment and 

Reporting.  

Planning  

During this Phase, we will also need to determine the boundaries of the in-scope environment as they 

apply to your environment and what any inherited controls are.  We have extensive experience in doing 

so in a CMS-compliant environment. 

 

Planning Phase 

Activities 
Detailed Description 

Preliminary 

Discussion 

Conference Call 

A Preliminary Discussion Conference Call will be scheduled, which JANUS consultants will 

attend. All pertinent stakeholders will be requested to attend, and the State project lead (or 

business owner) and JANUS will discuss the nature of the testing for the scope. A tentative 

schedule will be established to include deliverables, future meetings and testing dates.  

Review 

Documents 

The Business Owner(s) of the various system elements will submit design documentation 

(utilizing our guidance), the System Security Plan (SSP), the Information System Risk 

Assessment (ISRA) and the Contingency Plan (CP) as well as design documents that are 
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Planning Phase 

Activities 
Detailed Description 

available. Once these documents have been received, JANUS will begin developing the draft 

Security Assessment Plan (SAP) as well as begin evaluating each document for completeness. 

Elements Making 

Up the Controls. 

 

Each control 

category and the 

specific control 

within the 

category. 

The controls to be evaluated and validated will be those for all in-scope controls.  All 

assessments prioritize controls for examination and in this, the following factors are 

considered: 

1. Sensitivity requirements of the system and/or application under review. 

2. Criticality requirements of the system and/or application under review. 

3. Business risks documented within the ISRA Report. 

4. Technical risks documented within the ISRA Report. 

5. Potential harm that may result if the control category is inadequate or ineffective. 

The actual prioritization of control categories will be system specific. These also depend on the 

individual sensitivity and criticality requirements of the business function, the known business 

and technical risks, and the potential harm (in terms of financial loss, political damage, public 

embarrassment, information disclosure, and legal consequences) that the State might 

experience. 

Project 

Management as 

Part of the SAP 

How JANUS will communicate, provide quality deliverables, control risks, etc. will be described 

in this document. This will be prepared early in the project. 

SAP Initial Work 

(The detailed 

project work 

plan.) 

For many years, the JANUS team worked with CMS to produce the preferred Test Plan 

structure which documents the processes and procedures that should be used during an 

assessment. The Test Plan structure includes: the relevant test procedures, identifying the 

assigned/applied relevant tools, methods, and personnel to achieve the test objective. The 

Test Plan structure also defines a progressive methodology for conducting technical 

verification testing (including penetration testing), including the first phase of testing 

conducted with minimal information and access as well as subsequent phases of testing 

involving greater knowledge of the infrastructure components and increased access, also 

ƪƴƻǿƴ ŀǎ άƻǳǘǎƛŘŜ-ƛƴέ ǇǊƻƎǊŜǎǎƛǾŜ ƳŜǘƘƻŘƻƭƻƎȅΦ CƻǊ ŜȄŀƳǇƭŜΣ ǘƘŜ ŦƛǊǎǘ ǇƘŀǎŜ ƻŦ ǘŜǎǘƛng may 

involve simulated remote testing from the perspective of an unauthorized person outside the 

system*. We have completed all the above types of Assessment/Test Plans for CMS, as well as 

those that focus on the various Phases that CMS utilizes from the NIST security families. We 

will continue to apply our broad understanding of how to prepare these Plans in the CMS 

format for your needs. 

Test Scripts 

Development (in 

POA&M format) 

Test Scripts contain detailed criteria to be used in validating the implementation and 

effectiveness of documented security controls according to NIST standards. The Test Scripts 

are designed to validate that the security controls documented within the relevant System 

Security Plan (SSP) and the Information Security Risk Assessment (ISRA) are implemented, 

configured, and operate as required wherever the test subject exists within the application life 

cycle as well as that all appropriate technical, operational, and managerial controls are in 

place. (This will be utilized in the Reporting Phase.) 

Develop Draft 

SAP 

To meet the testing requirements a Lead JANUS Evaluator is designated for the assessment. 

This Lead Evaluator develops the Draft Security Assessment Plan (SAP) for the State using the 

 
* We do understand that there will be penetration testing in this project. 
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Planning Phase 

Activities 
Detailed Description 

Security Assessment Test Plan Template. Much of the information required to complete the 

SAP can be found in documentation received from the Business Owner (e.g., SSP, ISRA, and 

CP), and information gathered from the preliminary conference call.  

Draft SAP Review 

Conference Call 

The submission of the SAP is followed by the State project lead scheduling a Draft SAP 

conference call. The meeting is held to review/answer outstanding questions, and close any 

open action items, with the updates documented into the Final SAP.  

Assessment 

Team 

Following the Draft SAP conference call, the JANUS Lead Evaluator coordinates the technical, 

as well as management and operational requirements, to augment the Evaluation Assessment 

Team based on necessary timing. 

Assessment 

Documentation 

Request  

The JANUS Lead Evaluator will prepare a list of documents that are needed to complete the 

assessment and provide these to the Business Owner through the StatŜΩǎ project lead.  

Document Study The requested documents will be provided to the JANUS Evaluation team and added to the 

Final SAP. Where appropriate, the JANUS Evaluator will work with you to use existing scan 

results from available tools, if available (e.g., nCircle, Nessus, etc.). We will use these scan 

results as well as our own to review the scan configuration, ensure scans are credentialed 

where applicable, and ensure scans include all assets in scope during the Assessment Phase. 

Finalize and 

Deliver SAP 

The output of the Document Study is the SAP, which must have all outstanding items from the 

Draft SAP conference call addressed, along with the JANUS team composition and Points of 

Contact (POCs). 

Complete 

Document 

Review 

JANUS will review the design documentation, SSP, ISRA, and CP documents, 

policies/procedures and conduct a detailed analysis of each to determine compliance with 

current implementation. The adequacy and completeness of these will be determined based 

on the appropriate control family guideline for each document. The detailed review 

evaluations will be provided to the State project lead and the Business Owner during the 

ŀǎǎŜǎǎƳŜƴǘ ŀǘ ŀ ƳŜŜǘƛƴƎ ǘƘŀǘ ŦƻŎǳǎŜǎ ƻƴ ǘƘŜ ŘƻŎǳƳŜƴǘǎΩ ŜǾŀƭǳŀǘƛƻƴ ǊŜǎǳƭǘǎΦ 

Readiness Review 

Conference Call 

Your project lead schedules the Readiness Review Conference Call before the assessment, if 

necessary, to ensure that all parties are ready for the assessment tasks and any remaining 

open action items and questions have been addressed. JANUS will provide an agenda and 

previous Meeting Minutes for distribution to everyone on the call.  

Assessment 

Preparations 

The pre assessment preparation helps ensure the success of the assessment. The JANUS team 

will work with your staff to prepare, to include:  

Á Scheduling and holding an assessment team meeting; 

Á Scheduling interviews; 

Á /ƻƴŦƛǊƳƛƴƎ ǘƘŀǘ ǘƘŜ ŜǾŀƭǳŀǘƛƻƴ ǘŜŀƳ Ƙŀǎ ǊŜŎŜƛǾŜŘ ŀƭƭ ǊŜǉǳŜǎǘŜŘ άǇǊƻǾƛŘŜŘ ōȅ {ǘŀǘŜέ 

documents; 

Á Establishing and testing the testing accounts that will be used during the assessment; 

Á Generating interview questions based on the latest CMS guidance (or to the version to 

which you must adhere, if not the most current) and system documentation received; 

Á Assessing the usefulness and appropriateness of prior reports and considering any 

significant findings reported by the other auditors or experts; 

Á Reviewing the JANUS team lead checklist for important dates; and  

Á Scheduling technical writer support with key dates for the report. 
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Planning Phase 

Activities 
Detailed Description 

Finalized SAP To be submitted to the State and CMS as required. 

 

Scanning and Penetration Testing  

External and internal penetration are typically part of our MARS-E assessments and CMS has long had 

ǇƻǎƛǘƛǾŜ ŦŜŜŘōŀŎƪ ŀōƻǳǘ W!b¦{Ω ǊŜǎǳƭǘǎ.  These types of tests seek to determine what someone might be 

able to do to obtain access to your network, and ultimately to this critical application ς in the cloud or 

on-premise, to be able to disturb or damage your business functions. 

External Penetration Testing 

At a time to be mutually agreed upon JANUS conducts focused external security testing of the public 

network infrastructure to identify ports and services enabled which might allow us to reach the in-scope 

applications, servers, or other areas of the environment.  In this testing, JANUS consultants seek to gain 

as much knowledge as they can about the in-scope Internet presence and other services using resources 

available to any technical person via the Internet.   
 

JANUS typically utilizes two steps in the process.  First, we perform scans in an attempt to gain access to 

the network outside the perimeter by penetrating, or circumventing, protection mechanisms in a non-

destructive manner without being provided any information by the State.  To accomplish this, JANUS 

anticipates that the testing will encompass at least the following:  

¶ Evaluation of IP address range 

¶ Internet vulnerability scanning 

¶ Lateral motion within the network 

¶ Internet firewalls 

¶ IoT devices 

¶ Web/Email server(s) 

¶ Other devices identified during testing 
 

It should be noted that our consultants might veer from the test plan to explore unexpected routes into 

the network that may surface during the testing.  From this testing, we will determine where 

exploitation can occur and begin to document those possibilities. 

Approach 

¢Ƙƛǎ ǘŜǎǘƛƴƎ ōŜƎƛƴǎ ǿƛǘƘ ǿƘŀǘ ǿŜ ƭŀōŜƭ ƻǳǊ άEyes-Shutέ ǘŜǎǘƛƴƎΦ  ¢Ƙƛǎ ƳŜŀƴǎ ǘƘŀǘ W!b¦{ ǇŜǊŦƻǊƳǎ ŀƴ 

examination, beginning with scanning, from outside, through the Internet with no State-originated User 

IDs or information; rather, we will operate initially utilizing only the predetermined IP ranges provided 

by you ǘƻ ŀǾƻƛŘ ŘƛǎǘǳǊōƛƴƎ ƻǘƘŜǊ ƻǊƎŀƴƛȊŀǘƛƻƴǎΦ  ¢ƘŜ άEyes-Shutέ ŀǇǇǊƻŀŎƘ ƛǎ ŘŜǎŎǊƛōŜŘ ōŜƭƻǿΦ  tƻǘŜƴǘƛŀƭ 

target hosts are identified, and screen prints (as well as any other pertinent documentation) are taken 

during the testing to document vulnerabilities found. 
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άbƻ YƴƻǿƭŜŘƎŜέ ƻǊ ά9ȅŜǎ-{Ƙǳǘέ ¢ŜǎǘƛƴƎ 

In this scenario, we typically receive no information regarding available information, User IDs, 

passwords, remote access numbers, etc. except the IP address range, if agreeable (if not agreed to, we 

will clear with you every IP address discovered before attempting access ς this requires additional time).  

Initial port scans and Internet research with appropriate tools determine what can be seen, what 

services are running, what remote and live hosts we can identify (and/or reach), and what can be 

accessed, thus providing initial information on vulnerabilities that may exist.   
 

We focus on Internet-facing security devices, and among other tasks, seek to discover the presence of 

open ports and unneeded services, evaluate the devices and systems for possible configuration 

errors/weak security settings, review the public network security architecture and remote access for 

potential weaknesses, and assess the resiliency to malware and malicious code.  We will also examine 

how network vulnerabilities might be exploited, as well as what we can access as unauthorized persons. 
 

²ƘƛƭŜ άEyes-Shutέ ǘŜǎǘƛƴƎ ŎƻǳƭŘ Ǝƻ ƻƴ ŦƻǊ ǿŜŜƪǎ όƛΦŜΦΣ ŀ ǊŜŀƭ ƘŀŎƪŜǊ ǿƘƻ ǿŀƴǘŜŘ ǘƻ ǇŜƴŜǘǊŀǘŜ ǘƘŜ 

environment could spend as long as it would take to gather the information needed), from a 

cost/benefit standpoint, we believe a limited engagement is more appropriate.  A limited engagement 

ǿƛƭƭ ǎǘƛƭƭ ǇǊƻǾƛŘŜ ŀ ǊŜŀƭƛǎǘƛŎ ƘŀŎƪŜǊΩǎ ŜȅŜ ǾƛŜǿ ƻŦ ǎȅǎǘŜƳǎΦ  Lǘ ǿƛƭƭ not yield information about the obscure 

pathways into the systems, nor will it simulate the view that might be gained by those who already have 

some information (such as a disgruntled employee).  It will, however, reveal most issues.   
 

We will also request you to be cognizant of what activity your incident response team observes.  If you 

ǿƛǎƘΣ ǿŜ ǿƛƭƭ άǎǘŜǇ ǳǇέ ǘƘŜ ƭŜǾŜƭ ƻŦ ŀŎǘƛǾƛǘȅ ς from stealthy to more obvious ς to try to determine at 

what level our activities are observed, and we will report this information in our deliverables.  To 

prevent being blocked from testing, we will work with those State staff members whom you designate. 
 

At the end of this cycle, activities and findings are documented, results analyzed to determine the level 

of risk, and appropriate mitigation strategies developed.  These are then integrated into the project 

report. 
 

Where possible, we will also seek to address the following (among other items), if they are able to be 

determined as posing as an external tester: 

¶ Implementation flaws/code bugs that could open a vector to attack downstream application 

software; 

¶ User authentication security; 

¶ Access control mechanisms; 

¶ Data communications integrity and confidentiality protections; 

¶ Session management protections against attacks such as man-in-the-middle, session hijacking or 

session replay; 

¶ Cryptographic module integrity; 

¶ Adequate input validation protections against attack; and  

¶ Presence of adequate auditing/logging of system events to preserve non-repudiation integrity 

and assess the capabilities present to detect/alert on targeted attacks or malicious activities. 
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In our technical testing, JANUS utilizes highly advanced penetration testing and pivoting tools that are 

only available to background-checked companies and government agencies in our testing, assuring you 

of the latest available techniques to identify problems. 

Manual Verification 

Manual testing and verification is an essential component of all penetration tests, to determine the  

actual risk that a reported vulnerability may pose in the real world.  Automated scans identify network 

behaviors that are consistent with known vulnerabilities, but these scans will frequently misidentify 

ǾǳƭƴŜǊŀōƛƭƛǘƛŜǎΣ ǇǊƻŘǳŎƛƴƎ άŦŀƭǎŜ ǇƻǎƛǘƛǾŜǎΦέ  W!bUS will utilize multiple tools to prevent assessment gaps 

and false positives from occurring.   
 

Also, automated scans produce lengthy reports filled with technical jargon and theoretical risks which 

may not correspond to actual MARS-E business impacts.  To prevent both these issues from occurring, 

potential vulnerabilities must be inspected using manual methods to verify that the vulnerability is real.  

No high-quality penetration test is complete without this step and vendors who only use an appliance or 

merely produce the results of scans are not doing so in your best interests but, simply in their own to get 

in and out with minimal work and increased profits.  JANUS does not take this approach.  After each 

vulnerability has been identified, it must then be verified (Step 2) and then, it must be further tested to 

prove that it can actually be exploited during an attack (Step 3).  This 3-Step JANUS process produces the 

type of results that you can depend on to truly identify issues and obtain the practical insight needed to 

prioritize risks and form action plans for remediation.  It is the same structure on which we trained 

Social Security Administration (SSA) and CMS personnel. 
 

Depending on the specific risk, we examine how it relates to your MARS-E environment overall and what 

mitigating controls may be in place and operating.  From this, we determine where the risk originates 

and how broadly it exists.  Many organizations scan the IP range and identify risks that may actually 

relate to another location on the network or that may be false positives.  W!b¦{Ω ǇǊƻŎŜǎǎ ƛǎ ǘƻ 

investigate false positives to determine if they are real.  We do not leave this to the client.  This 

eliminates significant work that you would need to do after we completed our work if we did not take 

on this task.  Our mission to be your partner in security requires us to perform the full service, not 

simply a portion of it. 
 

As we discover and document exposures, we will also be cataloguing these as to the types of 

recommendations that will provide solid remediation activities.  This analysis is included in our risk 

ranking, when we determine the ease-of-fix and work effort ratings.   
 

Acceptable risk is handled by our reporting the level of the risk and what the possible solutions to it 

might be.  You, as the business managers, must decide the level of acceptable risk that is appropriate to 

your specific situation.  We provide you with the information on which to make that decision. 
 

In addition, if we discover additional areas that we believe need attention, we will also include them as 

either risks or observations, depending on the method that the State wishes, since they may be 

considered out-of-scope. 
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JANUS assesses to all of the current standards and is expert on each of them.  In addition, JANUS follows 

our own well-established protocols to ensure a consistent process for our clients.   

Standards 

JANUS typically follows the MITRE ATT&CK methodology and structure for exploitation as well as the 

Penetration Testing Execution Standard (PTES) for our penetration tests.  

Assessment Phase ï The Assessment  

This phase of the assessment process involves approximately a number of days of assessment activities, 

depending on the type of policy and procedure review and/or the technical testing of the assessment, 

guided by the scope and the knowledge obtained from the documentation review.  Working closely with 

the State, JANUS will conduct a kickoff of the testing with the stakeholders, conduct the actual testing, 

and provide daily briefings. 

 

Assessment 

Phase Activities 
Detailed Description 

Kickoff Meeting ¢ƘŜ ŀǎǎŜǎǎƳŜƴǘ ōŜƎƛƴǎ ǿƛǘƘ ǘƘŜ άYƛŎƪƻŦŦέ ƳŜŜǘƛƴƎΦ ¢ƘŜ άYƛŎƪƻŦŦέ ƳŜŜǘƛƴƎ ǇǊƻǾƛŘŜǎ ŀƴ ƻǇǇƻǊǘǳƴƛǘȅ 

to remind all ǇŀǊǘƛŎƛǇŀƴǘǎ ƻŦ ǘƘŜ ŀǎǎŜǎǎƳŜƴǘΩǎ ǎŎƻǇŜΣ ǘƻ ǊŜǾƛŜǿ ǘƘŜ ǇǊƻƧŜŎǘ ƛƴǘŜǊǾƛŜǿ ŀƴŘ ƻǳǘ-brief 

schedules, to introduce the assessment Evaluation Testing Team, and to address any last-minute 

open action items. It is also the venue where State staff can provide JANUS with an overview of 

the application components and its infrastructure. 

Assessment ¢Ƙƛǎ ǇƻǊǘƛƻƴ ƻŦ ǘƘŜ ŀǎǎŜǎǎƳŜƴǘ ŎƻƳǇǊƛǎŜǎ ŀ ǎŜǊƛŜǎ ƻŦ ŀŎǘƛǾƛǘƛŜǎ ōŀǎŜŘ ƻƴ ǘƘŜ ŀǎǎŜǎǎƳŜƴǘΩǎ ǎŎƻǇŜΦ 

Following the pre-defined assessment plan and test scripts, JANUS will assess the implemented 

security controls and identify threats, related vulnerabilities, and the residual risk to the 

information system. Included in the assessment will be a documentation review, interviews with 

key stakeholders, and technical testing. 

Assessment 

Process 

JANUS utilizes the skills of its testing engineers and an up-to-date kit of tools and interview 

documents, many of which have been used at CMS and its contractors extensively and are 

selected and applied depending on the particular needs of the specific test being undertaken. 

Both manual and automated efforts are required to ensure that false results do not occur. 

Operational controls can sometimes be verified through interviews, but technical verification is 

required. How an operational process is planned to work can be explained to the testing engineer 

by the client, but if it cannot easily be verified to be sure that it exists through sight, it must be 

examined technically. Managerial controls can most often be tested via interview; however, there 

are instances in which additional testing must be undertaken to verify that a control results in a 

technical solution. The interviews that take place during the assessment process reflect how well 

management understands its security requirements, how it implements those requirements, how 

it deals with weaknesses, etc. 

SAP and Test 

Script Execution 

The execution of SAP and Test Scripts is described in terms of Component Inventory and Manual 

Validations of required elements, including the Plan of Action and Milestones (POA&M), the 

Configuration Management Plan (CMP), the Business Agreement with Data Use Agreement (DUA), 

Security Training Plan and training records, as well as other documents, Plans, and Assessments 

that are relevant to the assessment. 
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Assessment 

Phase Activities 
Detailed Description 

Manual 

Validation of 

Documented 

Controls 

JANUS has a thorough understanding of the necessity for manual validation of controls. The Test 

Scripts contain detailed criteria against which the actual implementation and effectiveness of 

documented security controls are measured. Based upon the prioritization of security control 

categories, test procedures are conducted to confirm that the documented security controls 

operate as expected and required. The prioritization of controls determines which control 

categories are validated during the current test. Subject to the prioritization of control categories, 

the management, operational, and technical security controls implemented for the infrastructure 

supporting the application or web service are validated. 

 

Validation of management controls requires the review of documentation as well as personnel 

interviews. JANUS will validate the management controls, will review the risk assessment, security 

planning, systems/services acquisition, and certification & accreditation documentation (if they 

exist) to validate that the required documentation exists and that it is comprehensive and 

accurate. This often extends to more than 200 documents. Personnel interviews supplement the 

documentation review and enable JANUS to determine how the documented processes and 

requirements are followed and completed within the environment. 

 

Validation of operational controls requires a combination of documentation review, personnel 

interviews, and manual testing. Manual validation is crucial to the methodology of ensuring that 

findings are actual problems, not simply false positives. Beyond this validation, certain control 

categories, such as Physical and Environmental Protection and System and Information Integrity, 

require additional manual testing to confirm that the security controls are implemented and 

operate effectively.  

 

Technical security controls are validated primarily through the execution of both automated and 

manual testing procedures and personnel interviews. To validate technical controls, JANUS will 

review port scans as available (or conduct our own), vulnerability scans, and any password 

discovery/cracking that has been done in addition to other tests. The most effective and efficient 

way, however, to validate technical security controls is to review the operating system (Windows, 

UNIX, Linux, MVS, etc.) or application platform (Oracle, Apache, DB2, etc.) or AWS/Azure 

configuration. 

 

During the manual validation of documented controls, Test Script papers will be completed with 

sufficient information to allow another entity to replicate the testing efforts. For each test or 

security check conducted, a pass/fail assessment will be recorded on the Test Script document. 

The Test Scripts will be signed by the tester assigned to conduct the testing and by the system 

owner or stakeholder responsible for the security of the infrastructure component. Completed 

Test Scripts serve as a written record of the test process and acceptance of the test results. 

Assess 

Implementation 

of Security 

Controls 

JANUS will utilize the definitive standards to test operational, technical, and managerial controls, 

ǿƘƛŎƘ W!b¦{ ǿǊƻǘŜ ƛƴ ǎǳǇǇƻǊǘ ƻŦ /a{Σ ŀǎ ǘƘŜ ŎǊƛǘŜǊƛŀ ŦƻǊ ǎŜŎǳǊƛǘȅ ŀŘŜǉǳŀŎȅΣ ōƻǘƘ ŦǊƻƳ ŀ άōŜǎǘ 

ǇǊŀŎǘƛŎŜǎέ ǇŜǊǎǇŜŎǘƛǾŜ ŀƴŘ ŦǊƻƳ ŀ ƳƛƴƛƳǳƳ ŎƻƴǘǊƻƭǎ Ǉƻƛƴǘ ƻŦ Ǿiew.  
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Assessment 

Phase Activities 
Detailed Description 

All potential critical and high-risk level findings are immediately discussed with the personnel 

responsible for the control implementation, so any clarifications or additional information can be 

provided and remediation efforts and plans can be discussed. Throughout the testing phase, the 

ǘŜǎǘƛƴƎ ŜƴƎƛƴŜŜǊǎ ǿƛƭƭ ŘƻŎǳƳŜƴǘ ǘƘŜ ǊŜǎǳƭǘǎ ƻŦ ŀƭƭ ǘŜǎǘƛƴƎ ƛƴ ǘƘŜ 9ǾŀƭǳŀǘƻǊǎΩ ²ƻǊƪƛƴƎ tŀǇŜǊǎΣ 

Findings Worksheet, and Test Scripts. 

Documentation 

Review 

We will review the provided documentation to validate that the required documentation exists; 

that it meets the criteria identified in the test scripts; and that it is comprehensive and accurate in 

its depiction of how the implemented controls provide the necessary safeguards. We will perform 

a review of security documentation related to the scope of the assessment, and will identify and 

document, at a minimum, any of the following conditions as a finding in the assessment report:  

Á Undocumented security/privacy controls;  

Á Incomplete documentation for existing security/privacy controls;  

Á Discrepancies between the documented controls and security/privacy requirements;  

Á Gaps between the security/privacy control documentation and the required safeguards;  

Á Inadequate controls for the recommended safeguards; and 

Á 5ƛǎŎǊŜǇŀƴŎƛŜǎ ōŜǘǿŜŜƴ ƛƳǇƭŜƳŜƴǘŜŘ ŎƻƴǘǊƻƭǎ ŀƴŘ άōŜǎǘ ǇǊŀŎǘƛŎŜǎΦέ 

We will analyze security control documentation against the defined assessment objectives in the 

test scripts to identify discrepancies between security/privacy documentation and implemented 

controls. 

Interviews JANUS will conduct interviews with key staff members of the system support team to determine 

how the documented policies and procedures are followed, recording the name and organization 

of the interviewee as well as the date, time and location of the interview. The key point of the 

interview process is to ensure that the processes conveyed by the interviewee are the same 

processes that are documented for the information system.  

Periodic Out-

Briefs 

After the first day of the assessment work, periodic out-briefs can be conducted to review and vet 

any potential findings. The assessment findings are combined from all evaluators and sorted by 

risk level (High, Moderate, and Low) on the Assessment Findings Template. Potential Critical/High 

findings are communicated as soon as they are found for verification and immediate resolution. 

JANUS will provide an agenda and findings worksheet for each daily briefing during the 

assessment testing. The assessment briefings will be conducted at a time determined and 

scheduled by the Lead Evaluator and the State as discussed during the planning process. The 

findings worksheet will contain a composite of all discovered findings. 

Á Weakness, Risk level, MARS-E Security/Privacy Control Family identification, Requirement 

reference indicator, Affected system (i.e., server name, firewall or router name, application 

name), Ease of fix, Estimated work effort, Description of the finding, Recommendation; and  

Á Status - the Status column is used to note receipt of evidence, if the finding is closed or 

remains open, comments from the Business Owner or any other pertinent information.  

The JANUS team will deliver a soft copy agenda and worksheet listing all findings in the format 

similar to the Security Assessment Worksheet (SAW), for the POA&M. 

 

Prior to the out-briefing, the Lead Evaluator or Project Manager reviews the findings for content; 

quality, appropriate risk level, and accurate recommendations. If there are questions regarding a 

specific finding, the Project Manager/Lead Evaluator consults the tester and, if needed, seeks 
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Assessment 

Phase Activities 
Detailed Description 

clarification on the issue from the State project lead. The Lead Evaluator prepares the daily 

briefing agenda in order to document outstanding items and issues. Once both the consolidated 

findings and the daily out-brief agenda are complete, the Lead Evaluator sends them to the State 

project lead and all system stakeholders via an encrypted ZIP file or secure portal. During the out-

brief, the discussions focus on High and Moderate risk-level findings; and if time allows or if 

desired, Low risk-level findings. 

Final Out-Briefs 

and 

Remediation 

Review 

We will schedule a final out-brief the week following the completion of the field work to allow the 

Evaluation Team time to review testing data and additional information gathered. If additional 

findings are generated from this review, a Findings Worksheet is sent for the out-brief. During the 

assessment and for one week after the final out-brief, closure and mitigating evidence may be 

provided to the Lead Evaluator. Findings that are addressed will reflect a closed status in the Draft 

Assessment Test Report, while the remaining findings will reflect an open status. 

 

Sampling will be applied to each of the tasks to maintain reasonableness and cost effectiveness as is 

typically performed in CMS MARS-E assessments. 

Reporting Phase  

Following the Assessment Phase, the Reporting Phase analysis activities, all annotations, completed Test 

Scripts, report results, tool output, completed Test Plan, and communications to/from State staff will be 

reviewed and the results recorded into the Final Assessment Report in the required formats.  These will 

be delivered to the State project lead, or to whomever you designate.  
 

A number of years ago JANUS developed the structure of the report for CMS that is required for the 

Exchanges.  Since that time, JANUS has utilized this format many, many times for CMS, for federal 

contractors, for state agencies, and others.  Along with this format, JANUS developed the definitions 

that are contained in the required Security Assessment Report including the Business Risk Level 

Definitions; Ease-of-Fix Definitions; and Estimated Work Effort Definitions. 
 

As a result, we are expert at quickly sizing the work of effort, have a 20-year history of preparing CMS-

focused assessments.  This knowledge will be brought to your project.  We also have extensive 

knowledge of MARS-E from the CMS perspective over a number of years and from assessing other state 

Health Exchanges and can bring that additional value to you. 
 

We will complete the SAR, the SAW, and the POAM, as well as the Attestation Memorandum, if you 

wish.  All documentation, communications, and/or data retained will be sufficiently protected and 

controlled commensurate to a high system security level.   

Deliverables   

Much of these are prescribed by CMS.  What we typically include is as follows: 

SAR 

The SAR is the Security and Privacy Assessment Report.  It follows a predefined template provided by 

CMS.  Elements of the SAR include: 
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¶ Executive Summary 

¶ A Scope Statement 

o Components Tested 

o Documents Assessed 

o Personnel Interviewed 

¶ System Description 

o This information comes from the System Security Plan (SSP) 

¶ Summary Section 

o Summary of Findings (count of controls met, partially met, not met) 

o Summary of Scans and Test Data/Results 

¶ ! {ǘŀǘŜƳŜƴǘ ŀōƻǳǘ ǘƘŜ {!² ό{ŜŎǳǊƛǘȅ !ǎǎŜǎǎƻǊΩǎ ²ƻǊƪōƻƻƪύ 

o Detailed Findings 

o Scan Results (based on the following types of components) 

Á Infrastructure 

Á Applications 

Á Databases 

Á Source Code 

Á Penetration Test Results 

Á Raw Scan Results 

Á False Positive Results 

¶ Summary of Recommendations or Corrective Actions 

SAW 

The SAW is the Security Assessors Workbook.  It will be changing from a Word document to an Excel 

spreadsheet for the ARC-AMPE process in 2026.  The JANUS tabs currently include: 

¶ Security and Privacy Controls (each control assessed and its compliance outcome (Pass/Fail)).  

We track Partially met controls separately for reporting in the SAR.  Partially met controls in the 

SAW have a status of Fail. 

¶ SAP ς Roles ς System roles to review/test if applicable. 

¶ SAP ς Infrastructure (networked components identified as infrastructure (routers, firewalls, 

VMWare servers, file servers, storage, etc.)).  

¶ SAP ς Applications ς Systems running the application layer for the system (Web servers 

generally, but can include database query and reporting platforms). 

¶ SAP ς Databases ς System running database software.  

¶ SAR ς Detailed Findings ς Any new findings from our current work.  If the assessed entity already 

has an outstanding POA&M for any one control ς and we come to the same conclusion based on 

our work, we record the failed status for the control, and reference the current POA&M in the 

Security and Privacy Controls tab, but we DO NOT write a new finding. 

¶ SAR ς Infrastructure scan results. 

¶ SAR ς Application scan results. 

¶ SAR ς Database scan results. 
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¶ SAR ς Compliance scan results (if available). 

¶ SAR ς Source code scan results (if available). 

¶ SAR ς Pen test results. 

¶ SAR ς Raw scan files. 

¶ SAR ς False positives. 

Plan of Actions and Milestones (POAM) 

A formatted POAM to assist you in managing the needed tasks to improve the controls. 

Annual Attestation Memorandum 

The Annual Attestation Memorandum is a templated form from CMS that captures the following: 
 

 
 

These are all portions of the MARS-E process that JANUS is highly experienced with and performs each 

year for clients. 

Closing Meeting  

We typically conduct a closing meeting with management and other personnel to review the findings 

and answer any questions. 

Status Reports  

Periodic status reports are provided that focus on activities completed during the previous period of the 

project; activities for the next period; issues and problems; project risks; and needs from the State.   

Customization  

JANUS can customize any of our services for different State needs at an hourly billing rate or if we can 

size a task, we can provide a fixed price for that task. 
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Remediation Recommendations  

JANUS reports typically contain remediation recommendations. However, we also usually provide more 

details on the proposed remediations than what CMS allows in its reports.  We will work with you to 

help you achieve your needs for an appropriate level of recommendations. 
 

We can also redact reports to meet your needs at either no cost or a very nominal cost, depending on 

the work effort required.  Please see sample report in the appendices that already contains redacted 

findings.   

 

4. Describe the resources required to complete the security and privacy assessments, including team 
composition necessary to complete full security assessments and partial security assessments. 

JANUS will assign a team of experienced staff to perform the tasks required.  Our compliance staff is 

separate from our penetration testing experts.  Staff from both groups will be assigned, depending on 

the particular need, timing, and your schedule.  Please see section illustrating biographies and resumes. 

 

5. Describe team composition for the various scales of penetration testing described in the SOW. 

Our team (all employees) regularly performs MARS-E penetration tests for various states, and is 

currently undertaking one for a western state.  We assign our Technical Project Manager to ensure that 

all details of the Rules of Engagement and scope are clear to our testers.  She manages the day-to-day 

work of the testers who are assigned.  The Chief Technology Officer, her manager, oversees all 

penetration testing activities to ensure that a thorough examination has been undertaken, that the 

scope has been carefully tested, and that findings are technically correct before they proceed to the 

quality assurance steps. 

 

6. Describe the necessary hardware, software, and tools required for each assessment. 

JANUS supplies its own tools, hardware and software.  However, we will request that you utilize a VM 

system from us that establishes a secure tunnel to JANUS for internal penetration testing ς or ς a 

physical device that performs a similar function.  Both only can access a restricted JANUS environment. 

 

7. Provide a single redacted example of each from a previous Medicaid project: 
ω {ŜŎǳǊƛǘȅ !ǎǎŜǎǎƳŜƴǘ tƭŀƴ 
ω {ŜŎǳǊƛǘȅ !ǎǎŜǎǎƳŜƴǘ ²ƻǊƪōƻƻƪ 
ω {ŜŎǳǊƛǘȅ !ǎǎŜǎǎƳŜƴǘ wŜǇƻǊǘ 
ω tŜƴŜǘǊŀǘƛƻƴ ¢ŜǎǘƛƴƎ 5ŜǘŀƛƭŜŘ wŜǇƻǊǘ 
ω tƭŀƴ ƻŦ !Ŏǘƛƻƴ ϧ aƛƭŜǎǘƻƴŜǎ 5ƻŎǳƳŜƴǘ 
ω DŀǇ !ƴŀƭȅǎƛǎ 

Please refer to the following Appendices for the above-mentioned examples: 

Appendix C ς Security Assessment Plan 

Appendix D ς Security Assessment Workbook 

Appendix E ς Security Assessment Report 

Appendix F ς Penetration Testing Report 
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Appendix G ς Plan of Action & Milestones Document 

Appendix H ς Gap Analysis 

 

8. Describe your approach to assessing Medicaid modules for industry, local, and federal regulations 
regarding the privacy and security of data and systems. 

JANUS is a company that specializes in information security/privacy with a particular focus on healthcare 

security/privacy assessments/audits.  With over a 36-year history of performing these types of projects 

throughout the U.S. and for the U.S. Health and Human Services, Centers for Medicare & Medicaid 

Services (CMS) since 2001, JANUS is very experienced in successfully undertaking similar assessments/ 

audits for states since they became required.  During the past several months we have performed 

similar assessments for Connecticut, Wisconsin, Minnesota, South Dakota, as well as Colorado.   

 

As specialists in MARS-E security and privacy assessments, in this proposal, we describe how we plan to 

examine compliance with the MARS-E 2.2 rules by laying out the process for you, utilizing the 

appropriate CMS templates, obtaining your approval, submitting to CMS for approval (if you need), and 

performing the work in a format that JANUS has been successfully utilizing for many years and that meet 

your needs.  In 2026, MARS-E will be replaced by the Acceptable Risk Controls for ACA, Medicaid, and 

Partner Entities (ARC-AMPE) standards.  We assume that you will wish to utilize those since this contract 

begins in 2026, but we are equally adept in both MARS-E and ARC-AMPE (we will utilize the MARS-E 

nomenclature in the following portions of the proposal). 

 

We will begin the process by holding a teleconference with you.  We will then prepare the Security 

Assessment Plan (SAP) if we are conducting either a full or partial Security and Privacy assessment (the 

additional tasks you have requested do not require the formality of the SAP. Instead, we will prepare a 

Scope of Work and a Rules of Engagement for those).  Upon agreement, we will walk you through the 

process, prepare a set of document requests which we will discuss with you, review those documents 

you submit for their compliance with the rules, and provide you with the results of that review, all the 

while helping you manage a successful assessment. 

 

We will examine your supporting MARS-E documentation.  That document request which we will deliver 

to you will guide your staff to provide the type of evidence/documentation we need to determine 

MARS-E compliance with federal requirements.  We will analyze each control and how you are 

complying with it.   

 

We will provide a report in the CMS acceptable format that contains both an executive summary, 

ŘŜǎŎǊƛōƛƴƎ ǿƘŀǘ ǿŜ ƘŀǾŜ ŦƻǳƴŘΣ ŀƭƻƴƎ ǿƛǘƘ ǘŜŎƘƴƛŎŀƭ ŘŜǘŀƛƭŜŘ ŦƛƴŘƛƴƎǎ ǎƻ ǘƘŀǘ ȅƻǳǊ ǎǘŀŦŦΩǎ ǊŜƳŜŘƛŀǘƛƻƴ 

efforts can be more effective and efficient.  We will provide this to you in draft form so that you can 

study it and discuss it with us, before we prepare the final set of documentation that this type of project 

requires, as described in this document. 
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For the penetration tests, we typically begin by preparing an appropriate test Statement of Work (SOW) 

to guide our activities.  We structure the test to meet your specific needs.  We hold regular briefings 

(often daily) with your staff as a knowledge transfer element to the project, and we keep in close 

contact with your lead personnel as we perform our work so that you are knowledgeable at all times of 

our activities.  Upon completion of the testing or assessment, we provide a draft report and after 

receiving feedback from you, we finalize our report for your files. 

 

W!b¦{ ŀǎǎŜǎǎŜǎ ƻǳǊ ŎƭƛŜƴǘǎΩ ŜƴǾƛǊƻƴƳŜƴǘǎ ƛƴ ǎǳǇǇƻǊǘ ƻŦ ŀ ǿƛŘŜ ǾŀǊƛŜǘȅ ƻŦ ǊŜƎǳƭŀǘƛƻƴǎ ŀƴŘ ǎǘŀƴŘŀǊŘǎ 

including all those for NIST, CMS, NERC/FERC, CIS, CJIS, and others.  Particular experience related to this 

solicitation includes our extensive understanding of, and assessment to: 

 

¶ IRS Publication 1075, Tax Information Security Guidelines for Federal, State and Local Agencies  

¶ National Institute of Standards and Technology  

¶ (NIST) 800-30, Guide for Conducting Risk Assessments  

¶ Federal Information Security Management Act (FISMA) assessments for over 13 years. 

¶ NIST SP 800-53, Revision 4, Recommended Security Controls for Federal Information Systems 

and Organizations (Revision 5 started in September 2022)  

¶ The Security Content Automation Protocol (SCAP)  

¶ Health Insurance Portability and Accountability Act of 1996 (HIPAA) Privacy, Security, and 

Breach Notification Rules  

¶ Minimum Acceptable Risk Standards for Exchanges (MARS-E) ς all versions   

¶ CMS Streamlined Modular Certification for Medicaid Enterprise Systems Certification Guidance, 

!ǇǇŜƴŘƛȄ 5 άLƴŘŜǇŜƴŘŜƴǘ ¢ƘƛǊŘ-Party Security and Privacy Assessment Guidelines for Medicaid 

Enterprise Systems,έ ǇŀƎŜǎ пм-52 

¶ Acceptable Risk Controls for Affordable Care Act (ACA), Medicaid, and Partner Entities (ARC-

AMPE).  

 

In addition, we conduct many assessments and penetration tests each year, adhering to, and reporting 

on, the Center for Internet Security (CIS) benchmarks for security as well as the Open Web Application 

Security Project standards for applications.  We also report regularly utilizing NIST 800-171 for our 

assessments, in particular, for CMMC requirements as well as for our transportation and transit clients 

such as Hampton Roads (VA) and the Rochester Genesse Regional Transit organization. 

Compliance with ARC -AMPE 

JANUS is already working with the final version of the ARC-AMPE, which was finalized on April 10, 2025.  

We are already assessing any differences so that our staff will be ready to begin assessing to these in 

2026.  Our pricing is based on this information. 

 

9. If applicable, describe how your approach to security assessments and penetration testing exceeds 
the requirements defined by the SOW, and describe the benefits of doing so. 
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JANUS is well-known in the industry as performing high quality MARS-E and other security/privacy 

assessments and penetration tests.  You will receive a thorough examination of your environment from 

experts in the field.  You will also have access to the people who undertook the assessing and testing 

and can ask questions of them, even after the tasks are completed.  The benefits to you include this 

access, having your assessment performed by a group that has never had CMS question its submission, 

and you will receive a thorough security examination of your supporting environment that includes 

significant amounts of manual testing and probing to ensure high levels of security. 

 

10. Provide an example of an Artifact Review Report utilized for other projects. 

We will be happy to discuss this with you and show you one but these are confidential and cannot be 

included in a public proposal. 

 

11. Provide an example and explanation of guidance and suggested recommendation(s) given to a client 
from an Artifact Review Report. 

We will be happy to discuss this with you and show you one but these are confidential and cannot be 

included in a public proposal. 

 

These are typically contained in Suralink so they are in data form, not printed.  We will be happy to 

demonstrate. 

 

12. Provide a detailed example where the bidder conducted SCAs for a Medicaid client and there was a 
critical finding with high impact. In this example, detail how you successfully advised and helped 
mitigate the finding. Include lessons learned and how they will be leveraged in this engagement. 

Applicable Control(s): 
SI-2 (Flaw Remediation) 

Vulnerability: 
CVE-2024-36904 - Linux Kernel Race Condition Leading to Remote Code Execution 

Description: 
A critical severity vulnerability (CVE-2024-36904) affecting the Linux kernel, specifically within the TCP 

stack (race condition between tcp_twsk_unique() and inet_twsk_hashdance()), has been identified and 

confirmed to impact Red Hat Enterprise Linux (RHEL) systems. This vulnerability allows for remote code 

execution (RCE) within the kernel space due to an uninitialized time-wait TCP socket's reference counter. 

While exploitation requires a high degree of technical skill and precise timing, public proof-of-concept 

(PoC) exploits are known to exist, significantly increasing the immediate threat level. 
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Risk to the Organization: 
The presence of unpatched RHEL systems vulnerable to CVE-2024-36904 poses an extreme risk to the 

organization. Successful exploitation of this vulnerability would grant an attacker complete control over 

the affected RHEL systems, bypassing conventional security mechanisms. This could lead to: 

¶ Complete system compromise: Attackers could gain root-level access, allowing them to install 

malware, modify system configurations, exfiltrate sensitive data (including Personally Identifiable 

Information (PII) and Protected Health Information (PHI) under MARS-E scope), or establish 

persistent backdoors. 

¶ Data Breach and Loss of Confidentiality: Unauthorized access to and exfiltration of sensitive data, 

leading to severe privacy violations and potential regulatory penalties under MARS-E. 

¶ System Integrity Compromise: Malicious modification or destruction of critical system files, 

applications, and data, impacting the reliability and trustworthiness of systems. 

¶ Availability Impact (Denial of Service): An attacker could render affected systems inoperable, 

disrupting critical business functions and potentially leading to significant financial losses and 

reputational damage. 

¶ Lateral Movement and Enterprise-Wide Compromise: Compromised RHEL systems could serve as 

launchpads for further attacks against other systems and networks within the organization's 

infrastructure, escalating the impact beyond the initially affected host. 

Given the nature of the systems typically running RHEL (e.g., servers hosting critical applications, 

databases, or infrastructure services), the impact of exploitation could be extensive, directly threatening 

the confidentiality, integrity, and availability of state health exchange data and operations. 

Impact: 

¶ High Impact to Confidentiality: Direct access to and exfiltration of sensitive PII/PHI stored on or 

accessible by the compromised RHEL system. 

¶ High Impact to Integrity: Unauthorized modification, corruption, or deletion of critical system files 

and data, potentially leading to data manipulation and untrustworthy operations. 

¶ High Impact to Availability: Potential for system crashes, service outages, and complete disruption 

of operations on affected RHEL servers. 

Advice and Recommended Corrective Actions: 
JANUS worked with our client to understand exactly which patches were most needed and advised 
them that the following steps were critical to the security of the information: 
¶ Immediate Patching: Prioritize and immediately apply the latest security patches and kernel 

updates provided by Red Hat that specifically address CVE-2024-36904 on all affected Red Hat 

Enterprise Linux systems. Follow established change management procedures for critical updates. 

¶ Vulnerability Scanning and Remediation Verification: Conduct immediate and thorough 

vulnerability scans across all RHEL systems to identify all instances vulnerable to CVE-2024-36904. 

Verify the successful application of patches and remediation efforts through subsequent scans. 

¶ Review system logs, network traffic, and security information and event management (SIEM) 

alerts for any suspicious activity that may indicate past or ongoing exploitation attempts. 
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We also advised them to rapidly revise the POA&M so that progress could be tracked and that a target 

date understood by management could be relayed to CMS. 

Remediation Due Date: 
We also recommended that they undertake this effort immediately (Within 24-48 hours) due to the critical 

severity and known exploitation of this vulnerability.   

 

!ǎ ƻǳǊ ŎƭƛŜƴǘΩǎ ƛƴŘŜǇŜƴŘŜƴǘ ŀǎǎŜǎǎƻǊΣ ǿŜ ǿŜǊŜ ǇǊŜǾŜƴǘŜŘ ŦǊƻƳ ŀŎǘǳŀƭƭȅ ǇŜǊŦƻǊƳƛƴƎ ŀƴȅ ǊŜƳŜŘƛŀǘƛƻƴΦ 

 

E.4 ATTACHMENT A KEY PERSONNEL 

1. Provide a list and description of key personnel that will be performing the services rendered by this 
Contract. Please refer to Attachment A. 

Key Personnel  

Name Key Personnel Position 

Patricia Fisher Executive Oversight (JANUS) 

Lemon C. Williams Project/Program Manager (Subcontractor) 

Consultant B Security and Privacy Controls Lead (JANUS) 

Consultant C  Senior Penetration Testing Lead (JANUS) 

 

Proposed Project Staff Members  (all JANUS Employees)  

Staff Member Project Role Responsibilities 

Consultant D Subject Matter Expert Security/risk assessment/technical testing 

Consultant E Subject Matter Expert Security audit/risk assessment 

Consultant F Subject Matter Expert Security audit/risk assessment 

Consultant G Subject Matter Expert Audit tests 

Consultant H Subject Matter Expert Security analyst 

Consultant I Subject Matter Expert Penetration testing 

Consultant J Subject Matter Expert Technical testing 

Consultant K Subject Matter Expert Technical testing 

Consultant L Subject Matter Expert Project testing  
 

JANUS has assigned individuals to this project who have participated in many similar cybersecurity 

assessments during the recent past.  As a result, this project will have highly experienced personnel in 

ǘƘŜ ǎǇŜŎƛŦƛŎ ǊŜǉǳƛǊŜƳŜƴǘǎ ƻŦ ŀƭƭ ƻŦ ǘƘŜ {ǘŀǘŜΩǎ ŀǎǎŜssment projects.  Managing the project will be 

provided by Ms. Williams.  They will be assisted by other staff members, discussed below.  In addition, 

Patricia Fisher will provide Executive Oversight.  Since this type of project is a JANUS core specialty, we 

have additional talented staff available as backups for the proposed personnel if needed and with the 

{ǘŀǘŜΩǎ ŀǇǇǊƻǾŀƭΦ   
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2. For each Key Person proposed in Attachment A, please furnish a Key Personnel Profile Summary as 
outlined in Attachment A. 

Candidate Professional References  

Patricia Fisher ς Executive Oversight 

Reference #1 Tricia Janssen, MPA 

Deputy Chief Information Security Officer 

Wisconsin Department of Administration 

Division of Enterprise Technology  

Bureau of Security 

101 E. Wilson Street 

Madison, WI 53703 

Phone: 608-224-6182 

Email: patricia.janssen@wisconsin.gov 

Reference #2 Irene Brook, CISA 

Associate Director of IT Security & Compliance 

Access Health CT 

280 Trumbull Street 

Hartford, CT 06103 

Phone: 860-757-5345 

Email: irene.brook@ct.gov  

Reference #3 Frank Kalthof  

Director of Information Systems 

Groom Law Group, Chartered 

1701 Pennsylvania Avenue, NW, Suite 1200 

Washington, D.C. 20006 

Phone: 202-861-5409 

Fax: 202-659-4503 

Email: fkalthof@groom.com 

 

Lemon C. Williams ς Project/Program Manager 

Reference #1 Christopher Whitfield 

Project Manager 

Southern Nuclear Company 

Birmingham, AL 

Phone: 334-899-5156 

Reference #2 Scott Harris 

Project Manager 

Kansas City Power & Light 

Kansas City, MO  

Phone: 816-556-2408 

Reference #3 Linda Rogers 

mailto:patricia.janssen@wisconsin.gov
mailto:irene.brook@ct.gov
mailto:fkalthof@groom.com
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Project Manager 

State of California Department of Water 

Resources 

Sacramento, CA 

Phone: 916-988-3300 

 

Consultant B ς Security and Privacy Controls Lead 

Reference #1 Lucy-George Cooper 

Program Specialist II 

State of South Dakota 

Department of Social Services 

811 E. 10th Street, Department 1 

Sioux Falls, SD 57013 

Phone: 605-400-0399 

Email: lucy-george.cooper@state.sd.us 

Reference #2 Irene Brook, CISA 

Associate Director of IT Security & Compliance 

Access Health CT 

280 Trumbull Street 

Hartford, CT 06103 

Phone: 860-757-5345 

Email: irene.brook@ct.gov  

Reference #3 Tricia Janssen, MPA 

Deputy Chief Information Security Officer 

Wisconsin Department of Administration 

Division of Enterprise Technology  

Bureau of Security 

101 E. Wilson Street 

Madison, WI 53703 

Phone: 608-224-6182 

Email: patricia.janssen@wisconsin.gov 

 

Consultant C ς Senior Penetration Testing Lead 

Reference #1 Tricia Janssen, MPA 

Deputy Chief Information Security Officer 

Wisconsin Department of Administration 

Division of Enterprise Technology  

Bureau of Security 

101 E. Wilson Street 

Madison, WI 53703 

Phone: 608-224-6182 

mailto:lucy-george.cooper@state.sd.us
mailto:irene.brook@ct.gov
mailto:patricia.janssen@wisconsin.gov
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Email: patricia.janssen@wisconsin.gov 

Reference #2 Irene Brook, CISA 

Associate Director of IT Security & Compliance 

Access Health CT 

280 Trumbull Street 

Hartford, CT 06103 

Phone: 860-757-5345 

Email: irene.brook@ct.gov  

Reference #3 Edward Pluth 

Network Security Engineer ς Electric Utility 

City of Naperville  

1392 Aurora Avenue, Suite 100 

Naperville, IL 60540 

Phone: 630-305-5980 

Email: pluthe@naperville.il.us 

Education and Training  

Contractor shall list the relevant education and training of the proposed candidate and demonstrate, in 
detail, how a candidateΩs education and training relates to their ability to perform the intended duties 
and obligations properly and successfully in this RFP. 

Please see full resumes and following biographies of each for details. 

Required Experience and Qualifications  

The Contractor shall complete this section to show how the proposed candidate meets the experience 
requirements for the position. For each proposed candidate, the Contractor must provide the following 
profile information: 

ω Cǳƭƭ bŀƳŜ ƻŦ ǇǊƻƧŜŎǘ ƻǊ ŜƴƎŀƎŜƳŜƴǘ 
ω /ƻƴǘŀŎǘ LƴŦƻǊƳŀǘƛƻƴ 
ω 5ŀǘŜόǎύ ƻŦ 9ȄǇŜǊƛŜƴŎŜ 
ω 5ŜǎŎǊƛǇǘƛƻƴ ƻŦ 5ǳǘƛŜǎ 

Please see full resumes (following) of each for details. 
 

Bios/ Resumes  

Key Personnel 

Patricia Fisher has a background of over 36 years of information security and technology involvement, 

including experience in both technical and management roles.  She has designed applications, managed 

ŀǇǇƭƛŎŀǘƛƻƴ ŘŜǎƛƎƴΣ ƳŀƴŀƎŜŘ L.aΩǎ ŀŎŎƻǳƴǘƛƴƎ ǘŜŎƘƴƻƭƻƎȅΣ ŘƛǊŜŎǘŜŘ ƭŀǊƎŜ Řŀǘŀ ŎŜƴǘŜǊǎ ŦƻǊ L.aΣ ǿƘere 

ǎƘŜ ŀƭǎƻ ǎŜǊǾŜŘ ŦƻǊ ǎŜǾŜǊŀƭ ȅŜŀǊǎ ŀǎ ǘƘŜ 9ȄŜŎǳǘƛǾŜ !ǎǎƛǎǘŀƴǘ ǘƻ L.aΩǎ /ƘƛŜŦ LƴŦƻǊƳŀǘƛƻƴ hŦŦƛŎŜǊ ŀƴŘ 

ƳŀƴŀƎŜŘ ǘƘŜ LƴŦƻǊƳŀǘƛƻƴ {ŜŎǳǊƛǘȅ ϧ .ǳǎƛƴŜǎǎ /ƻƴǘƛƴǳƛǘȅ tǊƻƎǊŀƳǎ ŦƻǊ L.aΩǎ [ŀǘƛƴ !ƳŜǊƛŎŀƴ ŀƴŘ 

Canadian sites.  In 1988 she founded JANUS Associates, Inc., the first independent firm in the United 

States specializing in information risk management, Information Technology controls, security and 

business continuity for government and industry.  Serving clients throughout the U.S. and 

mailto:patricia.janssen@wisconsin.gov
mailto:irene.brook@ct.gov
mailto:pluthe@naperville.il.us
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internationally, she has a long history of providing strong leadership in the IT and security fields.  She 

formerly served on the audit committee of the New York City Housing Authority as its IT and security 

expert; is on the Board of the Connecticut Technology Council; and serves as a member of the 

International Information Security Standards guidance board.  Ms. Fisher holds both a B.A. (Maxwell 

School of Economics) and M.B.A. from Syracuse University and completed extensive post-masters work 

at Pennsylvania State University in Computer Science.  She holds CGEIT (Certified in the Governance of 

Enterprise Information Technology) and CRISC (Certified in Risk of Information Security Controls) 

certifications from ISACA, as well as the MBCI certification from the Business Continuity Institute, and is 

a Certified Data Privacy Solutions Engineer (CDPSE). 
 

Ms. Fisher will bring a strong executive oversight capability to the overall project and will focus on the 

{ǘŀǘŜΩs needs while the Project Manager will focus on moving the tasks forward.  She will conduct 

regular checkpoints with the on-site members of the team (and your staff as appropriate) to determine 

status, review risks, and understand possible issues.  The Project Manager and Oversight Executive will 

also meet with your appropriate Project Manager as needed to discuss concerns (if any), where 

efficiencies may be incorporated, etc. to ensure that the JANUS team is undertaking what the State 

stakeholders need to result in a successful project. 
 

Lemon C. Williams is a cybersecurity and operational risk management project management 

professional with extensive energy industry experience establishing sustainable cybersecurity programs 

for state and federal agencies and public utilities applying leading industry processes and regulatory 

standards for fossil fuel, hydroelectric, nuclear, and renewable energy generation.  His technical 

experience includes two decades in information technology project management roles, responsible for 

dozens of medium to large scale systems implementations of various enterprise software systems 

ranging multiple business sectors both public and private.  Diverse technology background in the electric 

utility sector includes leading enterprise cybersecurity risk management, network security architecture 

design, energy scheduling system uplift, financial trading system implementation, energy accounting 

report design, and internal systems audit. 
 

He holds a Project Management Professional (PMP) Certification from the Project Management Institute 

and a Certified Information Systems Security Professional (CISSP) from the International Information 

Systems Security Certification Consortium.  He has also been instrumental in developing numerous 

cyber programs with specific involvement in incident monitoring, detection, analysis, and response 

including implementation of SIEM hardware and intrusion detection systems. 
 

Consultant B is skilled in both project management and working in a wide variety of organizations, both 

unregulated and regulated environments, to safeguard client assets, sensitive data, and critical business 

systems to protect from intrusion, data corruption, and loss.  Consultant B is a senior consultant with 

deep experience in NIST, FFIEC, ISO, HIPAA, and IRS security standards as well as many others.  He has 

over 23 years of experience building, enhancing, and integrating highly available, secure, and compliant 

infrastructures.  He has a vast knowledge base in network architectures; infrastructure builds; 

government compliance; network security/privacy issues; network management and monitoring 
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systems; business continuity planning best practices; and analysis and design.  He also focuses on 

mitigating a variety of risk factors with robust Business Continuity Planning practices, adherence to SLAs, 

and full compliance with SSAE16, SOC 2 audit standards.  Consultant B graduated magna cum laude with 

a B.S. in Computer Information Systems.  He holds CISSP (Certified Information Systems Security 

Professional) and CDPSE (Certified Data Privacy Solutions Engineer) certifications.   
 

He has completed many MARS-E and FISMA assessments in the over 6 years he has worked for JANUS.  

He is the Project Manager and Principal Assessor for these.  He has been consistently trained within 

JANUS for an extended period of time on how to perform these functions.  We will be happy to provide 

client names, contact details, dates of assessments privately but cannot do so in a public proposal. 
 

Consultant C manages all technical testing projects including vulnerability assessments and penetration 

tests for major JANUS clients.  He has an extensive background in system-level requirements and 

application code issues and has performed application security code reviews for major federal, state, 

and corporate clients.  Consultant C Ƙŀǎ ŀ ǇǊŀŎǘƛǘƛƻƴŜǊΩǎ ŜȄǇŜǊǘƛǎŜ ƛƴ ǎȅǎǘŜƳǎ ƛƴǘŜƎǊŀǘƛƻƴ ŀƴŘ ǘŜǎǘƛƴƎΣ 

network architecture, and IT operations which is so essential in accurately analyzing realistic and 

actionable alternatives in IT environments.  He is one of the key subject matter experts in charge of 

W!b¦{Ω ƻǿƴ L¢ ƻǇŜǊŀǘƛƻƴ ŀƴŘ Ƙŀǎ ƘŀƴŘǎ ƻƴ ŜȄǇŜǊƛŜƴŎŜ ƳŀƛƴǘŀƛƴƛƴƎ ǎȅǎǘŜƳ ŀǾŀƛƭŀōƛƭƛǘȅ ŀƴŘ ƛƴǘŜƎǊƛǘȅΦ  IŜ 

also reviews every penetration testing/vulnerability assessment for technical quality.  He is also an 

expert in biometric security.  Consultant C is an electrical engineer and focuses his security testing on 

the more technical components of tasks.  He graduated from Boston University with a Bachelor of 

Science iƴ /ƻƳǇǳǘŜǊ 9ƴƎƛƴŜŜǊƛƴƎ ŀƴŘ ƭŜŀŘǎ W!b¦{Ω ǘŜŎƘƴƛŎŀƭ ǘŜŀƳΦ  Consultant C is an experienced 

application security consultant and is a certified Offensive Security Wireless Professional (OSWP) as well 

as a Certified Data Privacy Solutions Engineer (CDPSE).  
 

He has worked for JANUS for over 20 years and leads all technical testing.  His formal training is as a 

computer engineer and he has trained within JANUS for over 20 years on these tasks.  We will be happy 

to provide a list of clients and their details privately. 

Proposed Project Staff Members 

Consultant D is a senior level Information Technology (IT), Information Security, Information Assurance, 

and Cyber Security vCISO, engineer, ethical hacker, and IT auditor with over 25 years of experience.  He 

also has a significant background in building and managing cyber security programs, systems, and 

applications.  Other major security experience is in security governance projects, architecture, 

engineering, security testing, and assessing security-related controls.  Operational experience includes 

monitoring, auditing, penetration testing, vulnerability management, delivering security awareness & 

training, and developing security-related documentation.  He holds a M.S. in IT Management and a B.S. 

in Information Systems.  He is certified as a CISM, CISSP, CSSLP, CFCP, CICP, CEH, CCSK, CDPSE, CCP 

(Certified CMMC Professional), CISO, and CompTIA A+ and Security+.  He also holds IT Infrastructure 

Library (ITIL) v3, and CxSAST Static Application Security Testing certifications; and Microsoft 

Certifications: Azure Security Engineer Associate, Azure Fundamentals, and Azure Solutions Architect 

Expert.  Consultant D is a trained Computer Hacking Forensic Investigator (C|HFI).  He also holds a High 
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Value Asset Assessments, Technical Lead certification from the U.S. Department of Homeland Security, 

CISA Assessment Evaluation & Standardization. 
 

He performs both MARS-E and FISMA type assessments as well as complex penetration tests and has 

worked for both government and private industry as a penetration tester and vulnerability assessor, 

performing more and more complex assessments.  We will be happy to provide additional details on 

clients, dates, etc. privately. 
 

Consultant E is an information security and IT consultant with 15 years of managing data centers, 

networks, and application infrastructures, analyzing risk, performing hardening tasks, and conducting 

and managing internal audit leveraging best practices and standards to determine compliance and 

weaknesses.  He has extensive experience in healthcare security requirements.  He also is an 

experienced telecommunications consultant who can operate on either a management level or in a 

technical environment.  Consultant E holds several certifications, including Certified Information 

Systems Auditor (CISA), Certified Information Systems Security Professional (CISSP), Amazon Web 

Services Certified Solution Architect, and multiple Cisco Certifications.  He holds a BA in Business 

Administration from Western New England University. 
 

He has been performing MARS-E assessments for his entire career at JANUS and has been well-trained 

by his manager and other JANUS staff.  We will be happy to privately provide details, if requested. 
 

Consultant F has 21 years of security and network technical experience, working with clients and staff 

and is focused on ensuring strong security and IT controls and implementations.  He has provided 

extended expertise for less experienced staff members in solving complex issues in both IT and security 

matters.  Consultant F has significant experience in IT networking needs of corporate clients along with 

troubleshooting and strategic initiatives.  He is a Certified Information Systems Security Professional 

(CISSP), Certified in Risk and Information Systems Control (CRISC), a CMMC Registered Practitioner, and 

holds the following Microsoft Certifications: CompTIA Security+, Microsoft Certified Systems Engineer, 

Microsoft Certified Systems Administrator, Citrix Certified Enterprise Administrator, Citrix Certified 

Administrator, Microsoft Certified Professional, CompTIA A+. 
 

He has been performing MARS-E assessments for his entire career at JANUS and has been well-trained 

by his manager and other JANUS staff.  We will be happy to privately provide details, if requested. 
 

Consultant G is an experienced risk management and IT professional who understands government 

agency security and IT processes and procedures.  He has over 15 years of data assurance experience 

with government policies/procedures and thoroughly understands the IT operational requirements 

within these types of environments.  He has developed documentation and training for customer 

organizations.  Consultant G has a BBA in Management Information Systems from Texas Tech University 

and an MBA from the University of Tennessee at Chattanooga.  He is also a Certified Information 

Systems Security Professional (CISSP).  
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He has been performing MARS-E assessments for his entire career at JANUS and has been well-trained 

by his manager and other JANUS staff.  We will be happy to privately provide details, if requested. 
 

Consultant H is a security professional with over 20 years of experience.  She has the ability to combine 

a visionary and flexible approach to executing professional responsibilities with keenly developed 

analytical reasoning and troubleshooting skills.  Consultant H is self-motivated and goal-oriented and 

thrives in both independent operations and team dynamics.  She is skilled at building alliances and 

engaging in cross-functional activities and duties.  Demonstrates professionalism, a solid work ethic, and 

a friendly demeanor in executing professional responsibilities.  Consultant H has an M.B.A. from 

American Intercontinental University majoring in Healthcare and Human Resources Management and a 

B.S. in Business Administration with a major in Healthcare Administration from Central Pennsylvania 

College. 
 

She has been performing MARS-E assessments for her entire career at JANUS and has been well-trained 

by her manager and other JANUS staff.  We will be happy to privately provide details, if requested. 
 

Consultant I has 22 years of technical security experience within commercial and government 

organizations.  He focuses on threat and vulnerability assessments as well as penetration testing of 

electronic networks and utilizes his engineering skills to determine in-depth network and application 

weaknesses.  He also brings a strong understanding of system security and posture with respect to 

ǘƻŘŀȅΩǎ ŜȄǇƭƻƛǘǎΦ  IŜ ǇŜǊŦƻǊƳǎ ƳƻōƛƭŜΣ ƛƴǘŜǊƴŀƭ ŀǎǎŜǎǎƳŜƴǘΣ ŀƴŘ ǿŜōκƴŜǘǿƻǊƪ ǇŜƴŜǘǊŀǘƛƻƴ ǘŜǎǘƛƴƎ ŦƻǊ 

various clients.  He has led pen testing engagements in support of customers such as Rapid7, Akamai, 

Stratfor, Intelligence, DC WASA, Empire State, NYC, and federal agencies such as the Internal Revenue 

Service, Bureau of Public Debt, Homeland Security, Interior, and the Federal Reserve.  In addition to 

penetration testing, he conducts System Test and Evaluation (ST&E) for federal information systems in 

accordance with NIST standards and oversees and manages the delivery of security assessment services 

to commercial and federal customers.  Consultant I led the FedRAMP initiative as a 3PAO technical lead 

for Akamai.  He has the following certifications: Certified Information Systems Security Professional 

(CISSP); Federal Information Technology Security Professional (FITSP-A); Certified Ethical Hacker and 

Countermeasures V6 (C|EH); Certified Secure Software Lifecycle Professional (CSSLP); Certified Network 

Defense Architect (C|NDA); Certified Expert Penetration Tester (CEPT); Certified Security Analyst 

(E|CSA); Licensed Penetration Tester (LPT); Certified Penetration Tester (CPT); and Qualified Ethical 

Hacker (QEH).  He holds a B.S. from Virginia Commonwealth University. 
 

He is a highly experienced penetration tester and vulnerability assessor and has been performing these 

types of projects during his entire career, particularly with JANUS. 
 

Consultant J is a cyber security penetration tester who focuses on improving security infrastructure and 

environments.  He performs highly technical analytical tests ŀǎ ŀ ǘŜŎƘƴƛŎŀƭ ƳŜƳōŜǊ ƻŦ W!b¦{Ω ǎǘŀŦŦΣ 

performs research on needed topics, and has become a senior member, highly sought out, on our 

penetration testing team for a wide variety of JANUS clients.  Consultant J has strong technical skills and 

when not working continues to perform cyber security initiatives such as Capture the Flag activities, 

parǘƛŎƛǇŀǘƛƴƎ ƛƴ IŀŎƪ¦a./Σ /ȅōŜǊ 5ŀǿƎǎΣ ŀƴŘ ƻǘƘŜǊ ŎȅōŜǊ ƎǊƻǳǇǎΦ  IŜ Ƙŀǎ ŀ .ŀŎƘŜƭƻǊΩǎ 5ŜƎǊŜŜ ƛƴ 
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Information Systems from the University of Maryland, Baltimore County and is a certified Practical 

Network Penetration Tester (PNPT).  
 

We will be happy to privately provide requested details verifying his experience, beyond what is listed in 

his resume, if requested. 
 

/ƻƴǎǳƭǘŀƴǘ Y ƛǎ ŀ ŘŜŘƛŎŀǘŜŘ ŎȅōŜǊǎŜŎǳǊƛǘȅ ǇǊƻŦŜǎǎƛƻƴŀƭ ǿƛǘƘ ŀ ǇǊƻǾŜƴ ǘǊŀŎƪ ǊŜŎƻǊŘ ƻŦ ŜũŜŎǝǾŜƭȅ 

ŜǾŀƭǳŀǝƴƎ ǎȅǎǘŜƳ ǾǳƭƴŜǊŀōƛƭƛǝŜǎ ŀƴŘ ƛƳǇƭŜƳŜƴǝƴƎ Ǌƻōǳǎǘ ǎŜŎǳǊƛǘȅ ǎƻƭǳǝƻƴǎΦ  IŜ ƛǎ ǇǊƻŬŎƛŜƴǘ ƛƴ 

ŎƻƴŘǳŎǝƴƎ ǇŜƴŜǘǊŀǝƻƴ ǘŜǎǘǎΣ ƛŘŜƴǝŦȅƛƴƎ ǿŜŀƪƴŜǎǎŜǎΣ ŀƴŘ ǊŜŎƻƳƳŜƴŘƛƴƎ ǎǘǊŀǘŜƎƛŎ ƛƳǇǊƻǾŜƳŜƴǘǎ ŀƴŘ ƛǎ 

ƘƛƎƘƭȅ ŀŘŜǇǘ ŀǘ ǎƻƭǾƛƴƎ ŎƻƳǇƭŜȄ ǇǊƻōƭŜƳǎ ŀƴŘ ŀŘŀǇǝƴƎ ǎǿƛƊƭȅ ǘƻ ƳŜŜǘ ǘƘŜ ŜǾƻƭǾƛƴƎ ǎŜŎǳǊƛǘȅ ŎƘŀƭƭŜƴƎŜǎ 

ƻŦ ƻǊƎŀƴƛȊŀǝƻƴǎΦ  IŜ Ƙŀǎ ǘƘŜ ŀōƛƭƛǘȅ ǘƻ ŎƻƴǾŜȅ ǘŜŎƘƴƛŎŀƭ ƛƴŦƻǊƳŀǝƻƴ ŀƴŘ ŎƻƳǇƭŜȄ ŎȅōŜǊǎŜŎǳǊƛǘȅ ŎƻƴŎŜǇǘǎ 

ŎƭŜŀǊƭȅ ŀƴŘ ŎƻƴŎƛǎŜƭȅΣ ōƻǘƘ ƛƴ ǿǊƛǧŜƴ ǊŜǇƻǊǘǎ ŀƴŘ ŘǳǊƛƴƎ ǾŜǊōŀƭ ǇǊŜǎŜƴǘŀǝƻƴǎΦ  IŜ ƛǎ ŘŜŘƛŎŀǘŜŘ ǘƻ 

Ŏƻƴǝƴǳƻǳǎ ǇǊƻŦŜǎǎƛƻƴŀƭ ŘŜǾŜƭƻǇƳŜƴǘΣ ǊŜƎǳƭŀǊƭȅ ƳƻƴƛǘƻǊƛƴƎ ƛƴŘǳǎǘǊȅ ƴŜǿǎΣ ǘƘǊŜŀǘ ƛƴǘŜƭƭƛƎŜƴŎŜ ǊŜǇƻǊǘǎΣ 

ŀƴŘ ŎȅōŜǊǎŜŎǳǊƛǘȅ ŦƻǊǳƳǎ ǘƻ ǊŜƳŀƛƴ ǳǇ ǘƻ ŘŀǘŜ ǿƛǘƘ ǘƘŜ ƭŀǘŜǎǘ ŀǧŀŎƪ ǾŜŎǘƻǊǎ ŀƴŘ ǘŜŎƘƴƛǉǳŜǎΦ  IŜ ƛǎ 

ǇǊƻŬŎƛŜƴǘ ƛƴ ƎŀǘƘŜǊƛƴƎ ŀƴŘ ŀƴŀƭȅȊƛƴƎ ǇǳōƭƛŎƭȅ ŀǾŀƛƭŀōƭŜ ƛƴŦƻǊƳŀǝƻƴ ǘƻ ŀǎǎŜǎǎ ǇƻǘŜƴǝŀƭ ǎŜŎǳǊƛǘȅ Ǌƛǎƪǎ ŀƴŘ 

ǾǳƭƴŜǊŀōƛƭƛǝŜǎ όhǇŜƴπ{ƻǳǊŎŜ LƴǘŜƭƭƛƎŜƴŎŜ π h{Lb¢ύΦ  /ƻƴǎǳƭǘŀƴǘ Y ƘƻƭŘǎ ŀƴ aΦ{Φ ƛƴ LƴŦƻǊƳŀǝƻƴ !ǎǎǳǊŀƴŎŜ 

ŀƴŘ /ȅōŜǊ {ŜŎǳǊƛǘȅ ŦǊƻƳ CƭƻǊƛŘŀ LƴǎǝǘǳǘŜ ƻŦ ¢ŜŎƘƴƻƭƻƎȅ ŀƴŘ ŀ .Φ{Φ ƛƴ LƴŦƻǊƳŀǝƻƴ {ȅǎǘŜƳǎ ŀƴŘ 

¢ŜŎƘƴƻƭƻƎȅΣ /ȅōŜǊ LƴǘŜƭƭƛƎŜƴŎŜ ŦǊƻƳ /ŀƭƛŦƻǊƴƛŀ {ǘŀǘŜ ¦ƴƛǾŜǊǎƛǘȅ {ŀƴ .ŜǊƴŀǊŘƛƴƻΦ  IŜ Ƙŀǎ ŀ {ŜŎǳǊƛǘȅ tƭǳǎ 

/ŜǊǝŬŎŀǝƻƴΣ ƛǎ ŀ /ŜǊǝŬŜŘ 9ǘƘƛŎŀƭ IŀŎƪŜǊ ό/9IύΣ ŀƴŘ ƛǎ ŎǳǊǊŜƴǘƭȅ ǿƻǊƪƛƴƎ ƻƴ ŀƴ hũŜƴǎƛǾŜ {ŜŎǳǊƛǘȅ 

/ŜǊǝŬŜŘ tǊƻŦŜǎǎƛƻƴŀƭ όh{/tύ ŎŜǊǝŬŎŀǝƻƴΦ  
 

We will be happy to privately provide requested details verifying his experience, beyond what is listed in 

his resume, if requested. 
 

/ƻƴǎǳƭǘŀƴǘ [ ƛǎ ŀƴ ŜȄǇŜǊƛŜƴŎŜŘ L¢ ǇǊƻŦŜǎǎƛƻƴŀƭ ǿƛǘƘ ŀ ǇǊƻǾŜƴ ǘǊŀŎƪ ǊŜŎƻǊŘ ƛƴ ƻǇŜǊŀǝƻƴǎ ǎŜŜƪƛƴƎ ǘƻ 

ƭŜǾŜǊŀƎŜ ŎƻƳǇǊŜƘŜƴǎƛǾŜ ǘŜŎƘƴƛŎŀƭ ŜȄǇŜǊǝǎŜ ŀƴŘ ƘŀƴŘǎπƻƴ ŜȄǇŜǊƛŜƴŎŜ ƛƴ ŎȅōŜǊǎŜŎǳǊƛǘȅ ǇǊƻƧŜŎǘ 

ƳŀƴŀƎŜƳŜƴǘΦ  YƴƻǿƭŜŘƎŜ ƻŦ ƴŜǘǿƻǊƪ ǎŜŎǳǊƛǘȅΣ ƛƴŎƛŘŜƴǘ ǊŜǎǇƻƴǎŜΣ ŀƴŘ Ǌƛǎƪ ŀǎǎŜǎǎƳŜƴǘ ǘƻ ǎŀŦŜƎǳŀǊŘ 

ƻǊƎŀƴƛȊŀǝƻƴŀƭ ŀǎǎŜǘǎ ŀƴŘ ƳƛǝƎŀǘŜ ŎȅōŜǊ ǘƘǊŜŀǘǎ ŜũŜŎǝǾŜƭȅΦ  /ƻƴǎǳƭǘŀƴǘ [ ƛǎ ŎƻƳƳƛǧŜŘ ǘƻ Ŏƻƴǝƴǳƻǳǎ 

ƛƳǇǊƻǾŜƳŜƴǘ ƛƴ ŎƭƛŜƴǘ ǎƛǘŜǎ ŀƴŘ ƪŜŜǇƛƴƎ ǘƘŜƳ ǎŀŦŜ ƛƴ ǘƘŜ ƭƛƎƘǘ ƻŦ Ŏƻƴǝƴǳŀƭƭȅ ŜƳŜǊƎƛƴƎ ǘŜŎƘƴƻƭƻƎƛŜǎ ƛƴ 

ŎȅōŜǊǎŜŎǳǊƛǘȅΦ  {ƘŜ Ƙŀǎ ŀƴ aΦ!Φ ƛƴ CƻǊŜƴǎƛŎ tǎȅŎƘƻƭƻƎȅ ŦǊƻƳ ¢ƘŜ /ƘƛŎŀƎƻ {ŎƘƻƻƭ ƻŦ tǊƻŦŜǎǎƛƻƴŀƭ 

tǎȅŎƘƻƭƻƎȅΣ ŀƴŘ ǘǿƻ .ŀŎƘŜƭƻǊ ƻŦ {ŎƛŜƴŎŜ ŘŜƎǊŜŜǎ ό.Φ{Φ ƛƴ tǎȅŎƘƻƭƻƎȅ ŀƴŘ .Φ{Φ ƛƴ /ǊƛƳƛƴŀƭ WǳǎǝŎŜύ ŦǊƻƳ 

CƭƻǊƛŘŀ LƴǘŜǊƴŀǝƻƴŀƭ ¦ƴƛǾŜǊǎƛǘȅΦ  {ƘŜ ƻōǘŀƛƴŜŘ ŀ bŀǝƻƴŀƭ {ŜŎǳǊƛǘȅ {ǘǳŘƛŜǎ /ŜǊǝŬŎŀǝƻƴ ƛƴ aŀȅ ƻŦ нлмтΦ  
 

{ƘŜ ǇŜǊŦƻǊƳǎ ŘǳǝŜǎ ǘƻ ƳŀƴŀƎŜ ǘƘŜ ǇŜƴŜǘǊŀǝƻƴ ǘŜǎǝƴƎ ǘŜŀƳΩǎ Řŀƛƭȅ ŀŎǝǾƛǝŜǎ ŀƴŘ ǘƻ ŜƴǎǳǊŜ ǘƘŀǘ ǘƘŜȅ 

ƘŀǾŜ ƴŜŜŘŜŘ ƛƴŦƻǊƳŀǝƻƴ ŀƴŘ ŀŎŎŜǎǎ ǿƛǘƘ ǿƘƛŎƘ ǘƻ ŎƻƴŘǳŎǘ ǘƘŜ ǘŜǎǝƴƎΦ  IŜǊ ǇǊŜǾƛƻǳǎ ŜȄǇŜǊƛŜƴŎŜ ǿŀǎ ŀǎ 

ŀ ǇǊƻƧŜŎǘ ƳŀƴŀƎŜǊΦ  ²Ŝ ǿƛƭƭ ōŜ ƘŀǇǇȅ ǘƻ ǇǊƻǾƛŘŜ ŀŘŘƛǝƻƴŀƭ ƛƴŦƻǊƳŀǝƻƴ ǇǊƛǾŀǘŜƭȅΣ ŀǎ ǊŜǉǳŜǎǘŜŘΦ 

 

Resumes for the above-mentioned JANUS staff are provided on the following pages.  
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Function and Specialization 
Executive Oversight Management 
 

Å IT Governance 

Å Project Management  

Å Strategic Analysis 

Å Risk Management 

Å Security Analysis/Assessment 

 
Clearance 
Top Secret Clearance ς Inactive  
 
Representative Clients 
Commonwealth of Massachusetts 
Centers for Medicare & Medicaid 

Services 
Community Health Network of 

Connecticut 
Commonwealth of Pennsylvania 
Capital District Transportation 

Authority 
City of Naperville (IL) 
Wicomico County Public Schools 

(MD) 
Travis County (TX) 
Connecticut State Lottery 

Corporation 
Indiana State Lottery Commission 
New York State Insurance Fund 
Atlanta Regional Commission 
North Central Regional Planning 

Commission 
 
Certification(s) 
CGEIT ς Certified in the 

Governance of Enterprise IT 
(ISACA) 

 
 
 
 
 

Patricia A. P. Fisher 
 
 
 
 
Background 
Ms. Fisher has 36 years with JANUS where she specializes in both the governance of 
Information Technology and information security and risk management projects, 
providing analysis and strategic advice to executive boards and leadership teams of 
W!b¦{Ω ŎƭƛŜƴǘǎΦ  IŜǊ ǘƛƳŜ ǿƛǘƘ W!b¦{ ǿŀǎ ǇǊŜŎŜŘŜŘ ōȅ мм ȅŜŀǊǎ ŀǘ L.a ŀǎ /ƻǳƴǘǊȅ 
Manager, Information Security & Business Continuity for Latin America and Canada.  
Prior to that she also managed large corporate Data Centers for IBM as well as large-
scale application development projects.  She has led a wide variety of projects over 
many years for government entities and not-for-profit customers, and is a highly 
sought after speaker and writer of articles.  Ms. Fisher is a former member of the New 
¸ƻǊƪ /ƛǘȅ IƻǳǎƛƴƎ !ǳǘƘƻǊƛǘȅΩǎ !ǳŘƛǘ /ƻƳƳƛǘǘŜŜ ŀƴŘ ǎŜǊǾŜŘ ŀǎ ǘƘŜ L¢ ŜȄǇŜǊǘ ŦƻǊ ǘƘŜ 
Committee.  
 
Experience 
JANUS Software, Inc. (d/b/a JANUS Associates) December 1988 ς Present 

Å Completed security process improvement project for large transit authority.  

Å Performed CISO services for regional healthcare firm to assist it to drive needed 
security programs. 

Å Conducted high level strategic Information Technology review of state contractor 
firm to assist in developing budget, setting priorities, analyze staffing, and 
determine comprehensiveness of policies and procedures. 

Å Project oversight manager of Current-State/Future-State IT assessment for large 
state agency. 

Å Project oversight executive for major Independent Verification and Validation 
project for State Department of Revenue. 

Å Project oversight executive for information security contract for large federal 
healthcare organization. 

Å Advises senior executives at Fortune 100 companies and federal agencies on IT risk, 
staffing, and security initiatives.  

Å Led major corporate business and technology IT technical and business justification 
projects.  

Å Advised insurance clients on HIPAA, IT security requirements. 

Å Formulated and led team to design biometric identity management product. 

Å Designed Risk Management programs, methods for large organizations. 

Å Managed establishment of Risk Management program for federal agency. 

Å Advised senior security management of large financial institutions on corporate 
governance, organizational structure. 

Å Managed large information security projects for various public and private clients. 
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CRISC ς Certified in Risk and 
Information Security Controls 
(ISACA) 

CDPSE ς Certified Data Privacy 
Solutions Engineer 

MBCI ς Member, Business 
Continuity Institute  

 
Education 
B.A., Economics, (Maxwell School) 

Syracuse University 
M.B.A., Marketing, Syracuse 

University 
Post Masters Computer Science 

and Doctoral Studies, 
Pennsylvania State University & 
State of New York at Albany  

Å Designed and provided executive and employee training throughout U.S. for large 
television/news organization. 

Å Defined and oversaw execution of technical IT business justification process for 
large commercial financial organization. 

Å Performed one-on-one executive information security tutoring for large 
corporations. 

Å Performed agency-wide information security strategic program review for large 
federal health agency. 

Å Defined information technology/security strategies for various large client 
organizations. 

Å Designed and performed information security training sessions for corporate 
clients. 

Å Developed standardized risk assessment evaluation methodology for federal 
healthcare agency. 

Å Managed general support system and application HIPAA system control assessment 
process for CMS. 

Å Led security risk assessments/penetration tests for major multi-national and 
government clients. 

Å Performed Business Impact Analyses for Fortune 100 corporations, large banks, 
brokerages. 

Å Led security penetration tests and vulnerability analyses for international and U.S. 
clients. 

Å Completed Disaster Recovery Plans to fulfill prime contractor requirements for 
federal agency systems. 

Å Performed security/recoverability audit for international bank. 

Å Advised clients on improvements in security awareness programs; developed 
tools/techniques for training. 

Å 5ŜǾŜƭƻǇŜŘ ǎƻŦǘǿŀǊŜ ǎŜƴǎƛǘƛǾƛǘȅ ŎŜǊǘƛŦƛŎŀǘƛƻƴ ŀƴŘ ƎƻǾŜǊƴŀƴŎŜ ǇǊƻŎŜǎǎ ŦƻǊ b!{!Ωǎ 
International Space Station project. 

Å Conducted certifications of adequacy of Commercial-off-the-shelf and custom 
software/systems to meet NASA security/recovery criteria for contractors. 

Å Managed security sensitivity certification process for large federal prime contractor. 

Å Designed continuity test plans for various clients and monitored test execution. 

Å Conducted risk analyses, policy and procedure development, education, business 
continuity planning for commercial and governmental organizations. 

Å Performed strategic security administration study for Fortune 100 insurance firm. 

 
International Business Machines, Inc. August 1977 ς December 1988 
Information Security Program Manager 

Å Performed critical consulting role during planning and justification of major disaster 
recovery proposal that resulted in present IBM hot-site offering. 

Å Consulted with key international and domestic IBM customers regarding recovery 
needs, information security problems. 

Å Conducted U.S.-wide fraud audit resulting in criminal prosecution. 

Å Managed international information security program for IBM internal Latin 
American sites. 

Å Designed and conducted international training programs for information security 
initiatives. 

Å Advised senior level executives on country/site security status throughout Latin 
America and Canada. 
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Å Directed short-term assignees from Latin countries. 

Å Supervised budget/financial aspects and risk management of international 
program. 

Å Developed measurement techniques to achieve proper level of control. 

Å Designed series of security metrics to measure improvements in IBM program. 

Å 5ŜǾŜƭƻǇŜŘ ǎǘǊŀǘŜƎƛŎκōǳǎƛƴŜǎǎ ŦƻŎǳǎ ŦƻǊ !ƳŜǊƛŎŀΩǎ DǊƻǳǇ ŀŘǾƛǎƛƴƎ ƻƴ ǎŜŎǳǊƛǘȅ ŀƴŘ 
selling IBM approach. 

Å Structured disaster recovery offerings to market to key customers (domestic and 
Latin). 

Å Provided security consulting services for IBM key customers. 

Å Conducted customer educational seminars for senior executives, staffs and 
information security personnel. 

Å Managed multi-divisional financial planning, product inventory, and pricing 
applications.  

Å Managed financial accounting Information Technology services for largest IBM 
division. 

Å Performed technical assessment and final financial approval for multi-divisional 
capital requests (in excess of $230 million per quarter). 

Å Revised methodology for quarterly capital investment process resulting in release 
of dollars to the IBM divisions. 

Å Operated large headquarters data center, 107 staff upon completion of assignment 
(operations, systems support, networking, information center, etc.). 

Å Managed staffing reduction of 25% over three years while consistently achieving 
99.9% availability with sub-second response to 1800 users. 

Å Directed planning requirements for new IBM major computer center site. 

Å Managed data center recovery programs. 

Å Divisional management of United Way campaign ς achieving highest 
participation/contribution rate ever in IBM while managing to lowest expenditure 
in the entire corporation. 

Å Designed state-of-the-art computer command center off raised floor. 

 

Other Experience and Professional Accomplishments 

Professional Education 

Goldman Sachs 10,000 Small Businesses Graduate 

L.a tǊŜǎƛŘŜƴǘΩǎ /ƭŀǎǎ 

L.a !ŘǾŀƴŎŜŘ aƛŘŘƭŜ aŀƴŀƎŜǊΩǎ Class 

IBM Advanced Business Institute  

Awards, Honors, Service 

Charter Oak College; Curriculum Committee. 

Connecticut Technology Council Vice-Chair; Board of Directors (2011 ς 2016); Chair of 
Cyber Security Committee (2013 ς current) 

Community Action Award (Volunteer of the Year), Connecticut Technology Council, 
December 2013. 

Blue Ribbon Panel member for Criminal Justice curriculum, University of Saint Joseph. 

Former Member, Audit Committee of the Board of Directors, New York City Housing 
Authority. 

Finalist, Women of Innovation. 

Outstanding Contribution Award, Fairfield County American Heart Association. 

Outstanding Service Award, Fairfield County Cub Scouts. 
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Selected as national delegate to National Science Foundation special conference on 
the Role of Community Colleges in Cyber Security Education. 

Committee member, Norwalk Community College, information security curriculum 
committee. 

Chosen as national best practices committee member, Disaster Recovery Institute, 
Business Impact Analysis. 

Chosen as national best practices committee member, Disaster Recovery Institute, 
Recovery Strategy.  

President, Independent Computer Consultants, Fairfield/Westchester. 

Outstanding Speaker Award, College and University Machine Records Conference. 

Selected Publications/Presentations 

Cyber Risk in Captive Insurance Organizations, 2014 

Information Security Governance, Eastern European National Information Security 
Conference, Czech Republic, Keynote Speaker on information security governance and 
program maturity, 2013 

Guest Lecturer on Information Security, Risk, and Governance: Boston University MBA 
Program, 2010 

άILt!! ŀƴŘ IL¢9/I wǳƭŜǎΣ ¢ƘŜ bŜǿ ²ƻǊƭŘΣέ ǇǊŜǎŜƴǘŀǘƛƻƴ ŀƴŘ ǿŜōƛƴŀǊΣ {ǘŀƳŦƻǊŘΣ /¢Σ 
October 2009 

άIL¢9/I ŀƴŘ LƴŦƻǊƳŀǘƛƻƴ {ŜŎǳǊƛǘȅέ ǿŜōƛƴŀǊΣ LƴǘŜǊƴŀǘƛƻƴŀƭ !ǎǎƻŎƛŀǘƛƻƴ ƻŦ hǳǘǎƻǳǊŎƛƴƎ 
Professionals, July 2009 

άLƴŦƻǊƳŀǘƛƻƴ {ŜŎǳǊƛǘȅ ƛƴ ǘƘŜ !ƳŜǊƛŎŀƴ wŜŎƻǾŜǊȅ ŀƴŘ wŜƛƴǾŜǎǘƳŜƴǘ !Ŏǘ ŀƴŘ IL¢9/Iέ 
presentation, May 2009 

άhǳǘǎƻǳǊŎƛƴƎ ƛƴ ¢ƻŘŀȅΩǎ bŜǿ wƛǎƪ !ǾŜǊǎŜ /ƭƛƳŀǘŜΣέ hŎǘƻōŜǊ нллу 

άLƴŦƻǊƳŀǘƛƻƴ {ŜŎǳǊƛǘȅ ƛƴ ǘƘŜ tƻǿŜǊ LƴŘǳǎǘǊȅέ ǿŜōƛƴŀǊΣ [ŀǊƎŜ tǳōƭƛŎ tƻǿŜǊ ¦ǘƛƭƛǘȅ 
Council, July 2007 

άtƻǿŜǊ LƴŘǳǎǘǊȅ /ƻƴŎŜǊƴǎέ ǿŜōƛƴŀǊ ǘƻ /ƘƛŜŦ LƴŦƻǊƳŀǘƛƻƴ hŦŦƛŎŜǊǎ ƻŦ ƳŀƧƻǊ ǇƻǿŜǊ 
producers in the U.S., July 2007 
άwŜŎƻǾŜǊȅ ŀƴŘ {ŜŎǳǊƛǘȅΣέ LƴǘŜǊƴŀǘƛƻƴŀƭ !ǎǎƻŎƛŀǘƛƻƴ ƻŦ hǳǘǎƻǳǊŎŜǊǎ /ƻƴŦŜǊŜƴŎŜΣ 
February 2006 
Curriculum Advisory Committee, Norwalk Community College, 2003-2006 

Keynote address, Information Security Conference, Norwalk Community College, April 
2005 

άLƴŦƻǊƳŀǘƛƻƴ {ŜŎǳǊƛǘȅ .ŜŦƻǊŜ фκмм ŀƴŘ !ŦǘŜǊΣέ ƳǳƭǘƛǇƭŜ ǇǊŜǎŜƴǘŀǘƛƻƴǎΣ нллнΣ нлло 

ά{ŜŎǳǊƛƴƎ ²Ŝō .ŀǎŜŘ ¢ǊŀƴǎŀŎǘƛƻƴǎΣέ 9-Gov Conference, Tysons Corner, Virginia, March 
2001 

ά{ŜŎǳǊƛǘȅ ²ŜŀƪƴŜǎǎŜǎ ƛƴ ǘƘŜ tƻǿŜǊ LƴŘǳǎǘǊȅΣέ ²ƘƛǘŜ tŀǇŜǊΣ hŎǘƻōŜǊ нллл 

ά{ŜŎǳǊƛǘȅ bŜŜŘǎ ŦƻǊ 9-.ǳǎƛƴŜǎǎΣέ !ƳŜǊƛŎŀƴ tǳōƭƛŎ tƻǿŜǊ !ǎǎƻŎƛŀǘƛƻƴΣ tƘƻŜƴƛȄΣ hŎǘƻōŜǊ 
2000 

ά²Ƙŀǘ tŜƴŜǘǊŀǘƛƻƴ {ǘǳŘƛŜǎ ²ƛƭƭ ¢ŜŀŎƘ ¸ƻǳΣέ L{!/!Σ hǊƭŀƴŘƻΣ CƭƻǊƛŘŀΣ Wǳƭȅ нллл 

άtŜƴŜǘǊŀǘƛƻƴ ¢ŜǎǘƛƴƎ - ²Ƙȅ 9ȄŜŎǳǘƛǾŜǎ Wǳǎǘ 5ƻƴΩǘ DŜǘ LǘΣέ /!-World, New Orleans, July 
1999 

άaƛƭƭŜƴƴƛǳƳ aŀȅƘŜƳΣέ 5ƛǎŀǎǘŜǊ wŜŎƻǾŜǊȅ WƻǳǊƴŀƭΣ !ǳƎǳǎǘ мффу 

ά¢ƘŜ wŜŀƭƛǘƛŜǎ ƻŦ /ƻƴŘǳŎǘƛƴƎ ŀ .ǳǎƛƴŜǎǎ LƳǇŀŎǘ !ƴŀƭȅǎƛǎΣέ L.a .ǳǎƛƴŜǎǎ wŜŎƻǾŜǊȅ 
Summit, San Francisco, May 1998 

άtŜƴŜǘǊŀǘƛƻƴ ¢ŜǎǘƛƴƎ - ²Ƙȅ 9ȄŜŎǳǘƛǾŜǎ Wǳǎǘ 5ƻƴΩǘ DŜǘ LǘΣέ /!-World, New Orleans, May 
1998 

ά¢ƘŜ wŜŀƭƛǘƛŜǎ ƻŦ /ƻƴŘǳŎǘƛƴƎ ŀ .ǳǎƛƴŜǎǎ LƳǇŀŎǘ !ƴŀƭȅǎƛǎΣέ 5ƛǎŀǎǘŜǊ wŜŎƻǾŜǊȅ LƴǎǘƛǘǳǘŜΣ 
Atlanta, September 1997 

ά{ŜŎǳǊƛǘȅ wŜǾƛŜǿ ƻŦ bŜǘǾƛŜǿΣέ LƴǘŜǊƴŀƭ !ǳŘƛǘƛƴƎ !ƭŜǊǘΣ WǳƴŜ мффт 
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ά²Ƙȅ ŎƻƳǇǳǘŜǊ {ȅǎǘŜƳ tŜƴŜǘǊŀǘƛƻƴ ¢Ŝǎǘǎ !ǊŜ bŜŜŘŜŘΣέ LƴǘŜǊƴŀƭ !ǳŘƛǘƛƴƎ !ƭŜǊǘΣ 
January 1997 

άIƻǿ ǘƻ /ƻƴŘǳŎǘ ! .ǳǎƛƴŜǎǎ LƳǇŀŎǘ !ƴŀƭȅǎƛǎΣέ 5ƛǎŀǎǘŜǊ wŜŎƻǾŜǊȅ WƻǳǊƴŀƭΣ {ǳƳƳŜǊ 
1996 

ά{ŜŎǳǊƛƴƎ a±{Σέ /ƘŀǇǘŜǊ ƻŦ Securing Client/Server Networks, McGraw-Hill, 1996 

άIƻǿ ǘƻ {Ŝƭƭ {ŜŎǳǊƛǘȅ ǘƻ aŀƴŀƎŜƳŜƴǘΣέ /ƻƳǇǳǘŜǊ {ŜŎǳǊƛǘȅ LƴǎǘƛǘǳǘŜΣ bƻǾŜƳōŜǊ мффр 

άhǇŜǊŀǘƛƴƎ {ȅǎǘŜƳ /ƻƴǘǊƻƭǎΣέ /ƘŀǇǘŜǊ ƻŦ ǘƘŜ {ŜŎǳǊƛǘȅ aŀƴŀƎŜǊΩǎ IŀƴŘōƻƻƪ, Auerbach 
Publishers, 1993 

ά{ŜŎǳǊƛǘȅ ŀƴŘ /ƻƴǘǊƻƭǎ ²ƛƭƭ LƳǇǊƻǾŜ ǘƘŜ .ƻǘǘƻƳ [ƛƴŜΣέ {ŜŎǳǊƛǘȅ aŀƴŀƎŜƳŜƴǘΣ aŀȅ 
1992 

ά/ƻƴǘǊƻƭƭƛƴƎ !ŎŎŜǎǎΥ ! ¢ƛƎŜǊ-¢ŜŀƳ !ǇǇǊƻŀŎƘΣέ /Ǌƛǎƛǎ aŀƎŀȊƛƴŜΣ WŀƴǳŀǊȅ - February 1992 

άLƴŦƻǊƳŀǘƛƻƴ {ŜŎǳǊƛǘȅ ƛƴ ŀ {ƘƻǊǘ-ǘŜǊƳ CƻŎǳǎŜŘ ²ƻǊƭŘΣέ /Ǌƛǎƛǎ aŀƎŀȊƛƴŜΣ January - 
February, 1991 

Selected Interviews/Appearances 

Regional News Network (RNN): Richard French Live, panel discussion regarding NSA 
Ruling, December 18, 2013 
wŀŘƛƻ CǊŜŜ 9ǳǊƻǇŜΣ ά±ƛǊǳǎŜǎ ς ²Ƙȅ tŜƻǇƭŜ ²ǊƛǘŜ ¢ƘŜƳΣέ WŀƴǳŀǊȅ олΣ нллп 
LƴŦƻǊƳŀǘƛƻƴ !ǊŎƘƛǘŜŎǘ bŜǿǎƭŜǘǘŜǊΣ άaŀƛƴŦǊŀƳŜ /ƻƴƴŜŎǘƛǾƛǘȅ ǘƻ ǘƘŜ LƴǘŜǊƴŜǘΣέ 
February 4, 2002 
²C55 wŀŘƛƻΣ ά/ȅōŜǊ-ǘŜǊǊƻǊƛǎƳΣέ WŀƴǳŀǊȅ нфΣ нллн 
ά{ŜŎǳǊƛǘȅ ϧ .ǳǎƛƴŜǎǎ /ƻƴǘƛƴǳƛǘȅ {ƛƴŎŜ фκммΣέ /ƻƴƴŜŎǘƛŎǳǘ .ŀǊ !ǎǎƻŎƛŀǘƛƻƴΣ bƻǾŜƳōŜǊ 
2001 
!./ wŀŘƛƻΣ ά¢ŜǊǊƻǊƛǎƳΣέ {ŜǇǘŜƳōŜǊ ммΣ нллм 
Many other interviews and appearances, May 1995 - July 2001, details provided upon 
request. 
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Function and Specialization 
Project Manager 
 

Å Infrastructure Security 

Å Networking 

Å Network Architecture 

Å Compliance 

Å Banking, Finance 

 
Representative Clients 
TriNovus Systems (banking 

networking) 
Travis County District Attorney 
City of Hartford (CT) 
City of Naperville 
Aligned Energy 
Minnesota State Lottery 
Wicomico County Public Schools 

(MD) 
Travis County (TX) 
Gila River Hotels and Casinos 
Connecticut State Lottery 

Corporation 
Indiana State Lottery Commission 
 
Certification(s) 
Certified Information Systems 

Security Professional (CISSP) 
Certified Data Privacy Solutions 

Engineer (CDPSE) 
 
Education 
B.S., Computer Information 

Systems, Park University, 
Parkville, MO (magna cum 
laude) ς 2000 

 

 
 
 
 

Consultant B 
 
 
 
Background 
Twenty-three years of experience building, enhancing, and integrating highly available, 
secure, and compliant infrastructures.  Vast knowledge base in network architectures; 
infrastructure builds; government compliance; network security/privacy issues; 
network management and monitoring systems; business continuity planning best 
practices; and analysis and design.  Focuses on mitigating a variety of risk factors with 
robust Business Continuity Planning practices, HIPAA security, adherence to SLAs, and 
full compliance with SSAE16, SOC 2, and PCI audit standards.  Skilled in working in 
regulated environments to safeguard client assets, sensitive data, and critical business 
systems to protect from intrusion, data corruption, and loss.   
 
Experience 
JANUS Software, Inc. (d/b/a JANUS Associates) July 2017 ς Present 
Director, Audit & Assessment 

Å Manages large client security and risk assessments.   

Å Performed multiple network architecture compliance advisement for client 
institutions. 

Å Performs security compliance and risk assessments for wide variety of clients using 
standards/requirements such as: 

o Centers for Medicare & Medicaid Services Acceptable Risk Standards 
(CMS/ARS), HIPAA, FISMA, and FFIEC/NCUA 

o Texas RAMP and TAC 202 Security Control Standards 

o Multiple states Security Standards 

o World Lottery Association Security Standards 

Å Analyzes networks and works with IT departments to improve security architecture 
and environment. 

Å Manages major client engagements in cyber/operational security projects. 

 

TriNovus Systems, Lubbock, TX February 2005 ς July 2017 
Network Services Director 

Recruited for position and brought on board to mature an infrastructure that was not 
well structured and lacked full disaster recovery capabilities.  Lead a team of up to 5 
members in the build, management, and support of a high availability, core processing 
data center infrastructure for banking clients, who have no tolerance for unexpected 
downtimes. 

Å Managed networks and systems for a heterogeneous environment comprised of 
VMWare, Windows, Linux, Mac, and IBM iSeries systems.  Experienced in vendor 
and contract management, and product research and evaluation. 

Å Created a technology and capability Roadmap for the execution of a well-defined 
strategy plus the tactics and timelines to implement that strategy.  Addressed such 
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Technical Skills 

Protocols: TCP/IP / DHCP / DNS / 
WINS / IPX / SPX / IPSec / DLC / 
NetBEUI NetBIOS / SNMP / VPN / 
PPP / PPTP / L2TP / VoIP / SIP / 
POP3 / SMTP / IMAP / SSH / SMB 
/ Telnet / HTTP / HTTPS / NTP 

Access Control: RADIUS / LDAP / 
RSA / DUO 

Encryption: Bitlocker / PGP / 
VeraCrypt / AxCrypt 

Network Access & Peripherals: 
Secure Access Gateways · Web 
Proxies · Spam Filters - Print 
Servers; Proxy Servers · Switches 
· Routers · Bridges · Wireless 
Access Points · Patch Panels · 
Copper & Fiber Optic Cabling · 
Equipment Closets · Thin Clients 

Operating Systems: all Windows 
clients and servers; Journaled, 
Raw File Systems 
(FAT/FAT32/NTFS/Ext2/Ext3); 
Novell NetWare 6.x; Linux 
(Debian derivatives); DOS 
Command Line/Scripting; 
Windows Power Shell; VMware 
ESX Server 

Software: Microsoft - Word, 
Access, PowerPoint, Excel, 
Works, Outlook, Active Directory, 
SMS, FrontPage, Project, IIS 
5.0/6.0/7.0; Miscellaneous: Mail 
Enable - Network health and 
event monitoring · Remote 
Access · Malware Protection: 
Norton / McAfee / Trend Micro / 
Kaspersky / Sophos / F-Secure / 
Webroot 

issues as the replacement of depreciated systems, vulnerability remediation, and 
compliance with encryption standards and regulations.  

Å Within a highly-regulated industry, managed compliance and auditing projects 
related to FFIEC, OCC, FDIC and Texas State Department of Banking oversight and 
SSAE16, SOC 2.  Areas included business continuity planning, disaster recovery 
testing, vendor management, Active Directory management, patch management, 
anti-virus management, 3rd party software patch management, intrusion 
detection/prevention systems, external penetration testing and remediation, 
internal vulnerability scanning and remediation and network file system 
segregation. 

Å Based on successes building friendly and professional relationships, worked closely 
with clients to determine thorough understanding of needs upon which to 
determine success, and complied with quality management and continuous 
improvement standards. 

Å Developed team competencies in network and system troubleshooting, software 
distribution and updates, router and domain name management, performance 
monitoring, error validation, and support practices. 

Å Provided application management support focused on network security, resiliency, 
business continuity, and disaster recovery.  Deployed enterprise class solutions for 
Internet and email proxy appliances, firewalls, WAN link resiliency, and network 
infrastructure.  

Å Defined and executed a Disaster Recovery and Business Continuity Plan for an 
infrastructure that supported 32 financial institutions.   

o Implemented BGP and autonomous system routing, allowing customers 
greater access to SaaS services in the event of a communications failure with 
primary vendor. 

o Created a production environment capable of near time local replication and 
daily replication to primary DR site, utilizing VMWare and 3rd party VM 
centric tools.  The current robust environment is tested twice yearly with 
customer participation. 

Å Virtualized environment on a limited initial budget to progressively piece together 
the backbone of VMWare environment.  Consolidated the most critical systems to 
just ten servers, resulting in a simplified support model with lower costs, as well as 
horizontal scalability as needed. 

o Expanded VMWare environment to include 70 percent of production 
systems, with an established DR location.  

Å Performed IT consulting for community banks, providing everything from building 
public websites, hosting email domains, and managing DNS to supporting servers, 
desktops, printers, routers and firewalls.  Provided services for 13 banks. 

Å 5ŜǇƭƻȅŜŘ ŀƴ ƻǇŜƴ ǎƻǳǊŎŜ ǘƻƻƭ όbŀƎƛƻǎύ ŀǎ ŀƴ άǳǇκŘƻǿƴέ ƴŜǘǿƻǊƪ ƳƻƴƛǘƻǊ ǘƻ ŀƭŜǊǘ 
when production, disaster recovery and customer managed systems became 
unresponsive.   

 

Travis County District Attorney, Austin, TX April 1993 ς February 2005 
Senior Network Analyst (January 2001 ς February 2005) 

Provided technical support for an IT infrastructure distributed across three locations 
for a state government office with 300 employees. 

Å Led two network analysts in the maintenance and support of a heterogeneous 
network environment comprised of a high availability NetWare 6.5 cluster, Linux, 
Windows, and IBM AS400 systems. 
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Å Created numerous Crystal Reports using data derived from the County's criminal 
justice system for such purposes as case load management, recidivism rate 
tracking, victim/witness tracking, and correspondence, among others.  Delivered 
reports via the web.  

Senior Financial Analyst (April 1993 ς December 2000) 

Budget Manager and Principal Accountant for Public Integrity Unit, a state funded 
prosecution department of the Travis County District Attorney. 

 

Other Experience and Professional Accomplishments 
United States Marine Corps, Jacksonville, NC April 1987 ς April 1993 
Sergeant, Active Duty Military 

 
  














































































































































































































































































































































































































































































































