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State of Arkansas, Department of Hunaervices JANUS Associates
Securityand PrivacyControlAssessmets for the Arkansas MES June20, 2025

RESPONSE SIGNATURE PAGE
RESPONSE SIGNATURE PAGE

Type or Print the following information.

PROSPECTIVE CONTRACTOR'S INFORMATION

Company: JANUS Software, Inc., d/bla JAMUS Associates
Address: 1200 High Ridge Road
City: Stamford State: CcT Zip Code: | 06905
Business O Individual 1 Sole Proprietorship O Public Service Corp
Designation: O Partnership X Corporation 2 Nonprofit
! Mot Applicable ) American Indian Z Service Disabled Veteran
Minarity and C African American Z Hispanic American E Women-Owned
Women Owned
Designation®: O Asian American O Pacific Islander American
AR Certification #: ¥ See Minority and Women-Owned Business Policy

PROSPECTIVE CONTRACTOR CONTACT INFORMATION
Provide contact information to be used for solicitation related matters.

Contact Person: Patricia A. P. Fisher | Title: President & CEO
Phone: 203-251-0200 | Alternate Phone:
Email: patfisher@janusassociates.com

CONFIRMATION OF REDACTED COPY

El YES, a redacted copy of submission documents iz enclosed.
O NO, a redacted copy of submission documents is not enclosed. | understand a full copy of non-redacted submission
documents will be released if requested.

Note: If a redacted copy of the submission documenis is nof provided with Prospective Contractor’s response packet, and
neither box is checked, a copy of the non-redacted documents, with the exception of financial data (other than
pricing), will be released in response fo any request made under the Arkansas Freedom of Information Act (FOIA).
See Solicitation Terms and Conditions for additional information.

COMBINDED CERTIFICATIONS FORM

Prospective Contractor has included, in this submission packet, the signed Attachment G-Combined Certifications

for Contracting with the State of Arkansas.

An official authorized to bind the Prospective Contractor to a resultant contract shall sign below.

The signature below signifies agreement that any exception that conflicts with a Requirement of this Solicitation may cause
the Prospective Contractor’s response to be rejected.

TSI R Ruan)
< e XQ& Title:  President & CEO

Printed/Typed Name: Patricia A. P. Fisher Date: -uneZ2 2025

Authorized Signature:




State of Arkansas, Department of Hunaervices JANUS Associates
Securityand PrivacyControlAssessmets for the Arkansas MES June20, 2025

VENDOR AGREEMENT AND COMPLIANCE
SECTIONS 1 —5: VENDOR AGREEMENT AND COMPLIANCE

« Anyrequested exceptions to items in this section which are NON-mandatory must be declared below or as an attachment to this page.
Viendor must clearly explain the requested exception, and should label the request to reference the specific solicitation tem number to

which the exception applies.
« Exceptions to Requirements shall cause the vendor's proposal to be disqualified.

JANUS does not have any exceptions.

By signature below, Prospective Contractor agrees to and shall fully comply with all Requirements as shown in
this section of the bid solicitation.

Authorized Signature: (/_—ng?m

Printed/Typed Name: Patricia A. P. Fisher Date: June 2, 2025




State of Arkansas, Department of Hunaervices JANUS Associates
Securityand PrivacyControlAssessmets for the Arkansas MES June20, 2025

ADDENDUM 11 SIGNED

Page 1 of 1
State of Arkansas
DEPARTMENT OF HUMAN SERVICES
700 South Main Street
P.O. Box 1437 / Slot W345
Little Rock, AR 72203

ADDENDUM 1

TO: All Addressed Vendors

FROM: Office of Procurement

DATE: April 30, 2025

SUBJECT: 710-25-010 Security and Privacy Control Assessments for the Medicaid Enterprise Systems (MES)

The following change(s) to the above referenced RFP have been made as designated below:

Change of specification(s)

Additional specification(s)

Change of bid opening date and time
Cancellation of bid

X Other

OTHER

+ Section 2.3.B — Add the following note:
Mote: NIST 800-53 R5 assessments can substitute for up to three of the six MARS-E assessments that are
required in the past five years.

The specifications by virtue of this addendum become a permanent addition to the above referenced RFP. Failure
to return this signed addendum may result in rejection of your proposal.

If you have any questions, please contact: Susie Taylor- 501-682-9603 or email:
dhs.op.solicitations @dhs arkansas.gov

(%@Q%Q May 28, 2025

Vendor Signature Date

JAMUS Software, Inc., d/b/a JANUS Associates
Company




State of Arkansas, Department of Hunaervices JANUS Associates
Securityand PrivacyControlAssessmets for the Arkansas MES June20, 2025

ADDENDUM 2T SIGNED

Page 1 of 1
State of Arkansas
DEPARTMENT OF HUMAN SERVICES
700 South Main Street
P.O. Box 1437 / Slot W345
Little Rock, AR 72203

ADDENDUM 2

TO: All Addressed Vendors
FROM: Office of Procurement

DATE: June 3, 2025
SUBJECT: 710-25-010 Security and Privacy Control Assessments for the Medicaid Enterprise Systems (MES)

The following change(s) to the above referenced RFP have been made as designated below:

Change of specification(s)
Additional specification(s)
¥ Change of bid opening date and time

Cancellation of bid

Other

CHANGE OF BID SUEMISSION DEADLINE & BID OPENING DATE AND TIME

s Bid submission deadline: June 20, 2025, at 10:30 a.m.
« Bid cpening date and time: June 20, 2025, at 11:30 a.m

The specifications by virtue of this addendum become a permanent addition to the above referenced RFP. Failure
to return this signed addendum may result in rejection of your proposal.

If you have any questions, please contact Susie Taylor- 501-682-9603 or email:
dhs.op.solicitations@dhs.arkansas.gov

C’%Q%QQSQM June 3, 2025

Wendor Signature Date

JANUS Software, Inc., d/b/a JANUS Associates
Company




JANUS Associates

State of Arkansas, Department of Hunaervices
June20, 2025

Securityand PrivacyControlAssessmets for the Arkansas MES

ATTACHMENT | T CONTRACT AND GRANT DISCLOSURE AND
CERTIFICATION FORM

Contract Number TBD

A Number

Action Number CONTRACT AND GRANT DISCLOSURE AND CERTIFICATION FORM

Failure to complete all of the following information may result in a delay in obtaining a contract, lease, purchase agreement, or grant award with any Arkansas State Agency.

SUBCONTRACTOR: SUBCONTRACTOR NAME:
[ Yes WINo
. TS THIS FOR.
raxpavER b NAME:  JANUS Software, Inc., d/b/a JANUS Associates Goods?[_] Services? [v] Both? [
YOUR LAST Name: Fisher FIRsT name P alricia mi: AP,
appress: 1200 High Ridge Road
ciry: Stamford STATE: CT zip cope: 06905 country: United States

AS A CONDITION OF OBTAINING, EXTENDING, AMENDING, OR RENEWING A CONTRACT, LEASE, PURCHASE AGREEMENT,
OR GRANT AWARD WITH ANY ARKANSAS STATE AGENCY, THE FOLLOWING INFORMATION MUST BE DISCLOSED:

ForR INDIVIDUALSY

Indicate balow if: you, your spouse or the brather, sister, parent, or child of you or your spouse is a current or former: member of the General Assembly, Constitutional Officer, State Board or Commissiaon

Member, or State Employss:
y Wihat is the person(s) nama and how are they related to you?
Y 2
Pasition Held Mark () Nal:';':ﬂ, Position of J?:m';'i'rd For How Long? lie., Jane Q. Public, spouse, John Q. Public, Jr.. child, etc.]
Current [Former | boBrd/ commission, data entry, etc.] »‘F'\r"on M:‘.OYY Person's Mame(s) Relatian
———

General Assembly

Constitutional Officer

State Board or Commission

Member

State Employee
[[] MNone of the above applies

|| ForR AN ENTITY (BUSINESS)* ||

Indicate below if any of the following persons, current or former, hold any position of control or hold any ownership interest of 10% or greater in the entity: member of the General Assembly, Constitutional
DOfficer, State Board or Commission Membar, State Employea, or the spouse, brother, sister, parant, or child of a member of the General Assembly, Constitutional Officar, State Board or Commission

Member, or State Employee. Position of contral means the power to direct the purchasing palicies or influence the management of the entity.
What is the parson(s) name and what is his/her % of ownership interest and/or

) ?
» Mark ()  |Name of Position of Job Held | For How Long? what is hishher position of contral?
Position Held [senator, rep name of From To Ownership Pasition of
Current [Former | boardicommission, data entry, eto . )
rrent Farme: Y. ete] MMAYY | MMy Parson’s Name(s) Interest (%) Control

General Assembly

Constitutional Officer

State Board or Commission
Member
State Employee
None of the above applies

DHS Revision 11/05/2014




State of Arkansas, Department of Hunaervices JANUS Associates
Securityand PrivacyControlAssessmets for the Arkansas MES June20, 2025

Contract Numbar TBD
Attachmant Numbar

Action Number Contract and Grant Disclosure and Certification Form

dr\dmureor who vielates any rule, regulation, or m‘u ’sin be s b to all legal remedies available to the agency.

As an additional condition of obtaining, extending, amending, or renewing a contract with a state agency 1 agree as follows:

1. Pror to entering into any agreement with any subcontractor, prior or subsequent to the contract date, | will require the subcontractor to complete a
CONTRACT AND GRANT DISCLOSURE AND CERTIFICATION FORM. Subcontractor shall mean any person or entity with whom | enter an agreement
whereby | assign or otherwise delegate to the person or entity, for consideration, all, or any par, of the performance required of me under the terms
of my contract with the state agency.

2. 1 will include the following language as a part of any agreement with a subcontractor:

Failure to make any disclosure required by Governor's Executive Order 98-04, or any violation of any rule, regulation, or pelicy adopted
pursuant to that Order, shall be a material breach of the terms of this subcontract. The party who fails to make the required disclosure or who
violates any rule, regulation, or policy shall be subject to all legal remedies available to the contractor.

3. No later than ten (10) days after entering into any agreement with a subcontractor, whether prior or subsequent to the contract date, | will mail a
copy of the CONTRACT AND GRANT DISCLOSURE AND CERTIFICATION FORM completed by the subcontractor and a statement containing the dollar
amount of the subcontract to the state agency.

I certify under penalty of perjury. to the best of my knowledge and belief, all of the above information is true and correct and
that | agree to the subcontractor disclosure conditions stated herein.

Signature A IO RuShan ) Title Presidentand CEO Date_0529/2025

Vendor Contact Person_Paricia A. P. Fisher Title_President and CEO Phone No. (203) 251-0200

Agency use only
Agency Agency Agency Contact Contract

Number "™ Name Departmentaf Human Sevices  Gontact Person Phone No. or Grant No.

DHS Revision 11/05/2014




State of Arkansas, Department of Hunaervices JANUS Associates
Securityand PrivacyControlAssessmets for the Arkansas MES June20, 2025

J A N UBINERSITY AND EQUAL OPPORTUNITY POLICY

JANUS Diversity Policy in the Workplace, in Recruiting, and Subcontracting

The purpose of this policy is to provide diversity and equality in all aspects of our business, both internal
and external facing.

JANUS does not accept any form of discrimination, be it from its employees or vendors. This includes
but is not limited to an individual’s or group’s gender, race, ethnic origin, physical challenges, age,
nationality, national origin, sexuality, religion or belief, marital status or social class.

All employees, whether part time, full time or temporary, will be treated fairly, equally and with respect,
and every JANUS employee is expected to treat colleagues and those who deal with JANUS in the same
manner.

Selection for employment, promotion, training or any other benefit will be on the basis of aptitude and
ability.

All employees will be helped and encouraged to develop their full potential and the talents and
resources of the workforce will be utilized fully to maximize the efficiency of the organization.

JANUS' commitment:

« Every employee is entitled to a working environment which promotes dignity and respect to all.
No form of intimidation, bullying or harassment will be tolerated.

+ The commitment to diversity and equality in the workplace is good management practice and
makes sound business sense.

* Breaches of JANUS' diversity and equality policy will be regarded as misconduct and could lead
to disciplinary proceedings including termination of employment.

« This policy is fully supported by senior management and no exceptions will be tolerated or
accepted.

« The policy will be monitored and reviewed annually.

+ Changes to this policy should they be necessary will be made immediately upon approval by
senior management and will not be subject to the annual review.

JANUS Software, Inc. d/b/a JANUS Associates

1200 High Ridge Road, Stamford, CT 06905
Phone: 203.251.0200 www.janusassociates.com Fax: 203.251.0222
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Implementation

Owversight for this policy will be managed by the Chief Operating Officer, although every JANUS manager
is responsible for ensuring that it remains in effect within his/her line of business. All issues, guestions,
etc. should be brought to the Chief Operating Officer. If issues cannot be resolved, escalation to the
CEO of JANUS should occur. This policy will be continuously monitored by the CEO and reviewed
annually.

The law
This policy will be implemented within the framework of the relevant legislation, which includes:

+ Eqgual Pay Act 1970 (Equal Value Amendment 1984)

+ Rehabilitation of Offenders Act 1974

» Sex Discrimination Act 1975 (Gender Reassignment Regulations 1959)
» Race Relations Act 1976

« Disability Discrimination Act 1995

+ The Protection from Harassment Act 1997

+ Race Relations {Amendment) Act 2000

+ Race Relations Act 1976 (Amendment) Regulations 2003

+ Employment Equality (Sexual Orientation) Regulations 2003
« Employment Equality (Religion or Belief) Regulations 2003

« Disability Discrimination Act 2005

+ Employment Equality (Age) Regulations 2006

Embracing individual uniqueness brings creativity and vitality to our environment. In recognition of that,
we have implemented diversity training, continue to work to increase minority vendors and increase the
hiring and retention of diverse associates throughout JANUS.

Our goals are to effectively serve clients from all backgrounds, to encourage the growth of all employees
and to embrace and celebrate the diversity of our communities’. JANUS staff is reaching these goals by
gaining an understanding of cultural differences, by undergoing training to understand how to recruit
and maintain an ever more diverse staff and by having a true culture of inclusion throughout the
business.

Recruiting Statement

JANUS is a great place to work. Ask our employees, most of them have been here for 7 years or longer
and many in excess of 15 years.

These numbers exist because we have been successful in creating a workplace devoid of office politics,
sexual improprieties, substance abuse and other issues that create problems for our team both in and

JANUS Software, Inc. d/b/a JANUS Associates

1200 High Ridge Road, Stamford, CT 06905
Phone: 203.251.0200 www.janusassociates.com Fax: 203.251.0222

10
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out of the workplace. This healthy environment fosters a spirit that allows our employees, clients and
vendors to achieve their goals of value and service to each other.

As a result of these far-reaching policies, we have been successful in recruiting and retaining top talent
that is diverse across the entire spectrum of age, sex, nationality and country of origin.

Subcontracting

JANUS works with a diverse spectrum of vendors and sub-contractors. As with JANUS based
employee’s, our subcontractors are expected to perform to the high standards of compliance we set
forth for our team. Failure to do so is not acceptable and will not be tolerated. Initial instances of non-
compliance will immediately be brought to senior management of the subcontractor for swift
remediation. Should the issue be ignored or occur a second time, relations with the subcontractor will
be terminated within the guidelines of the issued contract.

Maintaining supplier diversity

As a woman-owned diversity business, we understand the value and importance of an active supplier
diversity program and we strive to make sure that the goods and services we purchase come from a
wide range of sources. Over the years our suppliers and partners have included service-disabled
veterans, minorities, veterans and business owned by women.

Equal Opportunity Statement

JANUS Associates, Inc. is an Equal Opportunity Employer and does not discriminate against any
employee or qualified applicant for employment because of age, religion, race, creed, color, sex,
citizenship status, marital status, national origin, gender, sexual orientation, pregnancy, uniformed
services (U.5. Armed Forces or National Guard), covered veteran or qualified disability status, or any
other status protected by applicable law, unless based upon the nature of the occupation. This policy
extends to recruiting, hiring, benefits, working conditions, training programs, education, promotions,
transfers, compensation, disciplinary actions, termination, use of company facilities, and all other terms,
conditions and privileges of employment.

JANUS Software, Inc. d/b/a JANUS Associates

1200 High Ridge Road, Stamford, CT 06905
Phone: 203.251.0200 WWw. janusassociates.com Fax: 203.251.0222

11
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PROPOSED SUBCONTRACTORS FORM

PROPOSED SUBCONTRACTORS FORM

+ Do not include additional information relating to subcontractors on this form or as an attachment to this form.

PROSPECTIVE CONTRACTOR PROPOSES TO USE THE FOLLOWING SUBCONTRACTOR(S) T
PROVIDE SERVICES.

Type or Print the following information

Subcontractor's Company Name Street Address City, State, ZIP

COTOC, LLC 9597 Jones Road, Unit 306 Houston, TX 77065

0O PROSPECTIVE CONTRACTOR DOES NOT PROPOSE TO USE
SUBCONTRACTORS TO PERFORM SERVICES.

12
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COMBINED CERTIFICATIONS FORM

Department of Transformation and Shared Services
Governor Sarah Huckabee Sanders

Secretary Leslie Fisken

COMBINED CERTIFICATIONS FOR CONTRACTING WITH THE STATE OF ARKANSAS

Pursuant to Arkansas law, a vendor must certify as specified below and as designated by the
applicable laws.

1. Israel Boycott Restriction: For contracts valued at $1,000 or greater.
A public entity shall not contract with a person or company (the "Contractor”) unless the Contractor
certifies in writing that the Contractor is not currently engaged in a boycoft of Israel. If at any time after
signing this certification the Contractor decides to boycott Israel, the Contractor must notify the
contracting public entity in writing. See Arkansas Code Annotated § 25-1-503.

2. lllegal Immigrant Restriction: For contracts valued at $25,000 or greater.
Mo state agency may confract for services with a Contractor who knowingly employs or contracts with
an illegal immigrant. The Contractor shall certify that it does not knowingly employ, or contract with,
ilegal immigrants. See Arkansas Code Annotated § 19-11-105.

3. Energy, Fossil Fuel, Firearms, and Ammunition Industries Boycott Restriction: For contracts
valued at $75,000 or greater.
A public entity shall not contract unless the contract includes a written certification that the Contractor
is not currently engaged in and agrees not to engage in, a boycott of an Energy, Fossil Fuel, Firearms,
or Ammunition Industry for the duration of the contract. See Arkansas Code Annotated § 25-1-1102.

4. Scrutinized Company Restriction: Required with bid or proposal submission.
A state agency shall not contract with a Scrutinized Company or a company that employs a
Scrutinized Company as a subcontractor. A Scrutinized Company is a company owned in whole or
with a majority ownership by the government of the People's Republic of China. A state agency shall
require a company that submits a bid or proposal for a contract to certify that it is not a Scrutinized
Company and does not employ a Scrutinized Company as a subcontractor. See Arkansas Code
Annotated § 25-1-1203.

By signing this form, the Contractor agrees and certifies they are not a Scrutinized Company and they
do not currently and shall not for the aggregate term of any resultant contract:

*  Boycott Israel.

*  Knowingly employ or contract with illegal immigrants.

. Boycott Energy, Fossil Fuel, Firearms, or Ammunition Industries.
«  Employ a Scrutinized Company as a subcontractor.

Contract Number: RFP # 710-25-010  pegeription: Seeuy ane Privasy Contral Assessments fr the Arkansas MES

Agency Name: Department of Human Services

Vendor Number: V000003484 Vendor Name: JANUS Software, Inc., d/b/a JANUS Associates
A TN R ) 05/29/2025
Vendor Signature Date
Rev 6/2024

13
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STATEMENTS OF ATTESTATION AND ACKNOWLEDGEMENT
STATEMENT OF ATTESTATION

Prospective Contractor certifies that person(s) or organization does not currently hold a contract with the Arkansas
Department of Human Services that would be covered by these services. Prospective Contractor certifies that the
person(s) or arganization is free from actual or perceived conflicts of interest as required by Section 2.3 of the RFP
and Attachment M-Organizational or Personal Conflict of Interest.

STATEMENT OF ACKNOWLEDGEMENT

Prospective Contractor will not be eligible to bid on future solicitations covered by services set out in this
solicitation and shall remain free of any actual or perceived conflict of interest for as long as they hold a contract
established from this solicitation.

By signature below, Prospective Contractor agrees that the above statements are true and accurate to the best of
my knowledge.

—
Authorized Signature: (‘?‘*WEQM

Printed/Typed Name: _Patricia A. P. Fisher Date:_Juns 2, 2025

14
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BONDABILITY LETTER

JANUS has performed numerous engagements since 1988 involving very sensitivyel&iave

performed and are currently performing MAESype assessments for multiple states, and our contracts
have always been extended for the maximum number of years which is typically 3 to 5. Our bonding
company has a very strict process and will navide a letter without a formal application including

multiple years of financial information, lengthy documentation reviews including the RFQ, our formal
response, a copgf the final contract, and a substantial origination fee which would be credited back to

us should we be awarded the engagement and accept the bdheir explanation is that this onerous
process is designed to protect all parties involved. JANUS has never been refused a bond in our entire
36+ year history, and we respectfully suggest that should the State award us the contract, we be allowed
a maximum of 10 business days to secure the required bond.

A ketter from our bonding company regarding this matter is preseriadhe following pages.

15
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5 OLD REPUBLIC INSURANCE COMPANY

* k™

June 3, 2025

State of Arkansas
700 Main Street
Little Rock, AR 72201

RE: Solicitation: 710-25-010 — Security and Privacy Control Assessments for the Arkansas Medicaid
Enterprise Systems (MES) — Dept. of Human Services, Division of Medical Services
Estimated Contract Price: $100,000 Annually

To Whom It May Concern:

It has been the privilege of Levitt-Fuirst Associates, Ltd. and Old Republic Insurance Company to provide
surety bonds for JANUS Software, Inc. d/b/a JANUS Associates. They are a highly regarded and valued
account of our company and one we strongly support and recommend.

We would favorably consider providing performance and payment bonds that may be required by
JANUS Software, Inc. d/b/a JANUS Associates; such bonds covering 100% of the contract sum until
contractual obligations have been satisfied. Such prequalification and approval would be conditioned
upon applicable underwriting considerations such as: acceptable contract terms, acceptable payment
and retainage terms, bond forms, confirmation of project financing, and a favorable review of current
underwriting information for JANUS Software, Inc. d/b/a JANUS Associates at the time of the request.
We assume no liability if for any reason we do not execute such bonds, as this letter is not an
assumption of liability, nor is it a bid or performance bond. This is a general letter of reference on behalf
of our client.

Old Republic Insurance Company is listed on the U.S. Treasury Department’s Listing of Approved
Sureties (Department Circular 570), and is rated A+, XV by A.M. Best Company.

If you need additional information, please contact me at (914)457-4236.
e

Very truly yours,

thony Basciano
Attorney-in-Fact
Old Republic Insurance Company

16
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’E OLD REPUBLIC INSURANCE COMPANY

****t

POWER OF ATTORNEY

KNOW ALL MEN BY THESE PRESENTS: That OLD REPUBLIC INSURANCE COMPANY, a Pennsylvania stock insurance corporation, does make,

constitute and appoint:
JASON CHAUSER SCHICIANO, KENNETH HOWARD FUIRST, ANTHONY BASCIANO of PARSIPPANY, NJ

its true and lawful Attorney(s)-in-Fact, with full power and authority for and on behalf of the Company as surety, to execute and deliver and affix the seal of the
Company thereto (if a seal is required), bonds, undertakings, recognizances or other written obligations in the nature thereof, (other than self-insurance workers
compensation bonds guaranteeing payment of benefits, asbestos abatement contract bonds, waste management bonds, hazardous waste remediation bonds or
black lung bonds), as follows:

ALL WRITTEN INSTRUMENTS

and to bind OLD REPUBLIC INSURANCE COMPANY thereby, and all of the acts of said Attorneys-in-Fact, pursuant to these presents, are ratified and
confirmed. This appointment is made under and by authority of the board of directors ata meeting held on December 10, 2019. This Power of Attorney is signed
and sealed by facsimile under and by the authority of the following resolutions adopted by the board of directors of the OLD REPUBLIC INSURANCE
COMPANY on December 10, 2019.
RESOLVED FURTHER, that the chairman, president or any vice president of the Company’s surety division, in conjunction with the secretary or any
assistant secretary of the Company, be and hereby are authorized and directed to execute and deliver, to such persons as such officers of the Company
may deemn appropriate, Powers of Attorney in the form presented to and attached to the minutes of this meeting, authorizing such persons to execute and
deliver and affix the seal of the Company to bonds, undertakings, recognizances, and suretyship obligations of all kinds, other than bail bonds, bank
depository bonds, mortgage deficiency bonds, mortgage guaranty bonds, guarantees of installment paper and not guaranty bonds. The said officers may
revoke any Power of Attorney previously granted to any such person.

RESOLVED FURTHER that any bond, undertaking, recognizance, or suretyship obligation shall be valid and binding upon the Company
(i) when signed by chairmen, president or anyvice president of the Company’s surety division and attested and sealed (if a seal berequired) byany
secretary or assistant secretary; or
{ii) when signed by a duly authorized Attorney-in-Factand sealed with the seal of the Company (if a seal be required).
RESOLVED FURTHER, that the signature of any officer designated above, and the seal of the Company, may be affixed by facsimile to any Power of
Attorney or certification thereof authorizing the execution and delivery of any bond, undertaking, recognizance, or other suretyship obligations of the
Company, and such signature and seal when so used shall have the same force and effect as though manually affixed.

IN WITNESS WHEREOF, OLD REPUBLIC INSURANCE COMPANY has caused these presents to be signed by its proper officer, and its corporate seal to
be affixed this Sth day of July 2020

p— ' OLD REPUBLIC INSU E COMPANY
/AR, ‘
Assistant Secleh.vy /}/’

‘ {:‘m Vice President
STATE OF WISCONSIN, COUNTY OF WAUKESHA - SS —
On this 9th day of July . 2020 , personally came before me, Alan Pavlic
and Karen J. Haffner , to me known to be the individuals and officers of the OLD REPUBLIC INSURANCE

COMPANY who executed the above instrument, and they each acknowledged the execution of the same, and being by me duly sworn, did severally depose
and say: that they are the said officers of the corporation aforesaid, and that the seal affixed to the above instrumentis the seal of the corporation, and that said
corporate seal and their signatures as such officers were duly affixed and subscribed to the said instrument by the authority of the board of directors of said

organization.
HKodhwp 1. Gorsore
Notary Public
My Commission Expires: September 28, 2022
CERTIFICATE {(Expiration of notary's commission does not invalidate this instrument)

I, the undersigned, assistant secretary of the OLD REPUBLIC INSURANCE COMPANY, a Pennsylvania corporation, CERTIFY that the foregoing and
attached Power of Attorney remains in full force and has not been revoked; and furthermore, that the Resolutions of the board of directors set forth in the
Power of Attorney, are now in force.

&
3

95-0079 Koo %
ORSC 11008 (6-93) - ! Assi

stant Sec Kt

.....\\i
féﬂ:} Signed and sealedal the City of Brookfiald, Wi this 3l’d day of June 2025.
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ATTACHMENT N T CLIENT HISTORY FORM

Attachment N
Arkansas Medicaid Security and Privacy Assessment Client History Form

Instructions: This form is intended to help the State gain a more complete understanding of each
Respondent's Security and Privacy Assessment experience. This form must be completed completely
and accurately.

The State reserves the right to verify the accuracy of these answers by contacting any of the listed
clients, and all applicable clients must be listed. Omission of a client will constitute a failure to
complete this form.

For purposes of this form, the “client” is not an individual but the entity which held the contract. By
way of explanation, in the Contract resulting from this RFP, Arkansas’s DHS will be the client. For
each listed client, Respondents may (but are not required) provide the contact information for a
person at the client entity who is knowledgeable of the named project. If the State contacts clients
listed on this form, the State reserves the right to contact the listed individual or another person at the
listed client.

The boxes below each prompt will expand if necessary. The form must be signed (please see the
final page) by the same signatory who signed the Proposal Signature Page.

1. Please list clients where you (the prime contractor only) served as the prime contractor for
conducting MARS-E assessments for at least three (3) active years in the past five (5) years.
For each client, please specify the organization/agency/division, not just the state or political
subdivision. Please include the following: The number of assessments, Type of assessments,
brief description of the assessments, and dates of assessments. If there are no contracts
which meet this definition, please state “none.”

State of Minnesola Deparment of IT Services (MNIT). JANUS compleled a secwity assessmenl of the Minnesola Eligibilily Technology System [METS) that
satislied all faderally mandated reguirements in the framewark for the independent assessment of Security and Privacy Cantrols, version 2.0. The sscurity
assessment evaluated METS implementation of, and compliance with the Minimum Acceptable Risk Standard for Exchanges (MARS-E) cantrols, version 2.0, in
METS. JANUS worked with MHIT staff thraughout the security assessment to develop a tesling plan that would ulilize JANUS' experence in salecting
apprapriate controls for review (standardized 1/3 year reporling was nat yet in effect), while meating federal requirements for independent assessmenls.
Apprapriate lest scrpts were cuslomized and wlilized throughout the assessment. JANUS reparted any critical findings to MNIT managemeant immediately and
provided MNIT with weskly documentation of wark completed. Afler obtaining approval frem MNIT befare conducting any aulomated scans or bests of conbrols,
JANUS produced the formal writlen repart thal summarized the assessment resulls, in a formal that aligns wilth federal MARS-E requirements. Additional
documentation was supplied io CME and JANUS worked with both MNIT and CMS siaff throughout the pracess. In 2018, JANUS was contracted (o perform a
tharough Gap Analysis of METS' current System Security Plan (88P) in which we analyzed the thoroughness and adequacy of the S5P and prepared an
improved cne. JANUS also perfarmed a second MARS-E asses=ment, for one-third of the canlrols (2021 - 2022). JANUS performed ancther MARS-E securily
assaszment in 2023 and in Seplember of 2023 JANUS was informed thal we have been selected for 2024 which was complated in July. Dales of assessments
are as follows: June 2018 = August 2006; May 2018 - June 2019; Seplember 2021 = March 2022; February 3025 - August 2023; January 2024 = July 2024

Access Health Cannecticul. JANUS performed a full MARS-E securily assessment of the AHCT health exchange application. This was a security conirols
assassment (SCA) of the Connecticul state Access Health (AHCT) insurance exchange for the State and its apphcation software. JANUS conducted the
assassment o determine: = If the system was compliant with the Minimum Acceptable Risk Slandards for Exchanges [MARE-E) issued by the U.B. Centers for
Madicare & Medicaid Services (CM3), « If the underlying infrastructure supparting the system was secure; = If the system and data wers securely maintained; and
= If a proper configuration associaled with the database and file stuciure sloring the data were in place. JANUE parformed the assessment according to
standards published by CMS, including security controls defined in various MARS-E, warsions slarling with version 1.0. daled Awgust 1, 3012 up through the
current level after the first assessment. The phases of the project included the fallowing: + Planning: which culminaied in a Securilty Assessment Plan in
canformance with CMS standards. = Review of a large amount of documentation: including the state’s Plan of Action and Milestones (POAM ), Sysiem Security
Plan (S5P), Contingency Plan (CP), and other supporting documantation. » Intervews: including stakehokders and subject matter experts from bath the State and
the supporting vendar. = Techaical validation: including technical vulnerabilities fesling and chsenabion of the application, the hosting platfoems, and the
underlying fadilities. + Review, analysis and update of the POAM based on the Current-State of risks, including validation of remediabed risks based on evidence
oblained during the SCA. « Development and presentation of the Security Assessment Reporl formatied according to CMS standards.
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Security contrals tested included 1/3 each year plus those contrals that must be assessed yearly, encompassing all 19 familias of
contrals in the MARS-E. A sacond MARS-E assessmant was complated in April 2023 and CMS-onented penetration/application testing
was complated in January 2024, JANUS complatad a third MARS-E annual attestation assessmant and penetration fest in January
2025. Datas of assassmants are as follows: March 2022 - July 2022, Dacambar 2022 - Apnl 2023; Octabar 2024 - January 2025

State of Colorado, Govemaor's Offica of Information Technaology. JANUS has parformed three assessmants, each was a Minimum
Accaptable Risk Standards for Exchanges (MARS-E) assessmant far a 1/3 assessmant and an accompanying Panatration Test of
potential risks and vulnerabilities. The assessments included defermining the strangth of CEME’ technalogy and processas that might
allow a threat to circumwvent the application’s contrals or enter the infrastructure, evaluating the sanousness of that cument threat
pasture or circumvenfion possibility; reviewing componants far tha ability to access restricted areas; chacking that the natwork was
appropriataly segmentad to protect tha data, reviewing for known axphoits; reviawing IT sacurity palicies/procaduras for complianca; and
making racommandafions, amongst other lems. A full Sacurity Assassmant Raport and Security Assessor's Workbook wara prapared
and delivarad as part of the requiremants of the projact. Dales of assessmants are as follows: June 2023 — August 2023; March 2024 —
May 2024; April 2025 — Prasant

2. Please list clients where you (the prime contractor only) served as the prime contractor for
providing an independent assessment of security and privacy control services using the
MARS-E standard for at least two (2) years for similar systems within the past five (5) years.
For each client, please specify the organization/agency/division, not just the state or political
subdivision. Please include the following: scope of the contract, brief description of each
system, and duration of services. If there are no contracts which meet this definition, please
state "none.”

Siate of South Dakota, Dapartmeant of Social Sarvices. JANUS parformed two FISMA (Federal Information Sacurily Managameant Act)
compliance assessmants for South Dakota based an the Canlers for Medicara and Madicaid (CMS) Minimal Accaptabla Risk Saleguards
far Exchanges (MARS-E). MARS-E pravides guidanoe on tha protection of sansitive information through complianca with security and
privacy contrals aligned with MIST B00-53. Tha FISMA complianca assessmant prosess ansuras that fedaral agancies and thair contractors
implemant proper sacurity and privacy maasuras o protect sensiive data. It begins with a preparation phasa, whera organizations defina
tha scopa of tha assessmant by idantifying syslems, data, and processas subject to FISMA regulations. This is followead by arisk
assassmant, duning which polential vulnerabilities and thraats to information systems are analyzed. Baszed on thesa findings, organizaions
implamant nacassary sacurity contrals fallowing tha NIST 5P BD0-53 framawork. Onca thea controls are in place, an indapandant
assassmant (JANUS) iz contracted o evaluate their effectivenass through technical testing and documentation raview. Aflar tha
aszazsmant, the findings are submitted to an Authorizing Official (A0), who decidas whathar to grant approval for the syslem’s oparation.
Ewan after autharzation, continuous monitoring and subsequant annual FISMA assessmants are required o maasura and maintain
complianca, ansurnng that any new risks or vulnarabilibes are promptly addressed. This process helps protect the confidantiality, intagrity,
and availability of fedaral information systlems. FISMA assaessmants have bean parfarmed for South Dakota’s legacy antitlemant syslam
and its raplacameant cloud-basad platform. Othear projects include: Panatration Test — July 2023, IRS Safeguards/ADP Assessmants — April
2023 — Fabruary 2024 and Juna 2024 — Septembar 2024 ; JANUS is currantly parforming two additional sacurity tasts for tha State: a
panatration fast, and a vulnarability assessmant. Projact dates are as fallows: January 2023 — Apnl 2023; July 2023 ; August 2023 —
Movembar 2023; April 2023 — February 2024; June 2024 — Septambar 2024; January 2025 — Prasant

Stata of Calorado, Govemar's Offica of Information Technaology. JANUS daveloped a thorough System Security Plan (S5P) basad an tha
CMS MARS-E framawark for CBMS and PEAK. Componants of tha completed S5P indludad, but weara not limited to, tha following: «
Applicable laws andior regulations affecting the system; + The rules of behaviar associated with the system; « Security and privacy in all
lavels of tha systems developmant life cycla procass; « Paersonnal respoansibla for oversight, devalopmant, and the security of the systam; »
Business process{es) associated with the system; and + The system anvironment. Projact dates are as follows: Oclober 2023 - March 2024

putoredsignaune | SEEmINRaSen) . President & CEO
~ Patricia A. P. Fisher e JUNE 2, 2025

Printed/Typed Name:
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E. 1 RFP SECTION 2.4 COMPANY AND STAFF INFORMATION AND
EXPERIENCE

1. The Contractor must have acceptable privacy and security experience. Describerppany and all
subcontractors and their roles on this Project. Please confirm whether your subcontractors have, or do
not have, signed agreements or letters of intent.

JANUS General Qualifications & Experience

C2dzy RSR Ay Moy y Jongast dperdtingifaimatioly risiNdafalgein@nt and IT security
firm. JANUS continues to serve a wide range of clients in governheaithcare education, and
industry and brings the best practices of all sectors to our projects. JANUS is a prielatetyoman
ownedsmall business\f{OSBheadquartered in Stamford, CT wildditionallocationsthroughout
Connecticut, Pennsylvania, Maryland, Florida, Texas, New Mexico, and Arizona.

Although we are certified by a variety of state and local government bodies as a woammesd, small
business we have remained in businessofeer 36years due to the excellence of our offerings, our
dedication to our clients, our vendor neutral results, our flexibility to meet evolving customer needs,
and our ability to compete with the largest security organizations to bring needed solutions to our
customers. We have focused on information security, forensics, security engineering, business
resilience, ad associated services as our core business since our foundingegrubksess the depth
andexpek Sy OS NXB|j dzA NB R reguemantizforFtiiist pfojecii ddintd thie futur®.Q a

As an independent organization that focuses on, iiigiormation security and assessmeatd

penetration testing, we hava natural affinity to protect our clients and bring improvements/tar
business processesll designed to help you achieve excellendée are specialists in Information
Technology (IT) and risk assessment and as suchnaerstand that helpingou discoverissuesarly

and then making practical recommendations for mitigating theamd improving your network
infrastructureis one of the best ways we can add value to your busiaedgprotect it We have broad
experience across humerous municipal, state and federal government entities, as well as educational,
utility and transportation entities, and &vbelieve our values argkill sets will exceeglour expectations

for this project

JANUS is ngitartnered withany hardware or software providerdVe are not an accounting firm that
augments our work with a cybersecurity sideline. Providing cybersecurity services is our core focus and
specialty. We regularly work with all the federal regulations such as NIST, IRS, HIPAA, CJIS, CIS,
FERC/NERC aathers. We also regularly assess state health exchange security along with federal
Centers for Medicare & Medicaid contractors (including General Dynamics and Anthem), so all our staff
has a ery strong background in HIPAA security needs. Also, the Gtatee assured that we have no
relationships which would influence our recommendati@r® accounting services to sellhis is very
unusual in our business but is structured to offer you the best unbiased capabilities. As a result, we are
ideally positioned to assist you with your HIPAA security and privacy néadsclientcentric approach

has been welhoned by mangimilar successful projescompleted each year
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A cornerstone of JANUS assessme@howsg K| G 6S TFTAYR ¢ bidsihesdirfadidgidnhio 4§ KS {
the technical issues discovered. Every JANUS finding carries with it a delineation of the actual issue

affecting business operatiorad how the specific issue affects yquoviding a translation of the

information and analysis into terms that are relevant to both technical and managerial personnel. This
extends the value of the analysis and makes it more actionathlas bringing greater return on

investment foryour operations JANUS is known throughout the cybersecurity industry for this unique
approach.

Another hallmark of our services is quality, which is demonstrated by the professionalism of our staff,
the depth and currency of our understanding of information security and network issues, and the clarity
of our reports and oral communication.

A benefit of our projects is the higiluality level of the results, including our reports. We are well
regarded for our reports which include sections written in plain English to help foster understanding for
those who are not technically inclined. While all consulting firms position themsels providing high
guality, we have formal client feedback and independent evaluations that reinforce this concept. This
translates into a high return on investment fitre State

¢2 LINPGARS | Of SFNBNJ dzyRSNRGFYRAY3 2F W' b! {Q NBfL!
we include the following quotes from comments by our clients. JANUS clients were asked to rate our
knowledge and expertisd () = best; 1 = wort

Wyoming State Agency

Question #/Question Rating

2. wlhGS GKS FTANYQa (y26t SRIAS I yR S|RATING 10
Comments: JANUS has demonstrated its subject matter expertise each time we have engaged th|
services.They have also assisted with issues arising in other areas while they were.dReilacted]
is a State agency consisting of four divisiowéthin those divisions there are over one hundred
programs and five direct care facilities.

Massachusetts State Agency

Question #/Question Rating
9. wl S GKS (y2¢ftSR3IAS 2F GKS @Sy R2IRATING: 10
accomplish duties as contracted.
Comments:
Outstanding!

Federal Agency

Question #/Question Rating
9. wkiS GKS 1y2¢fSRIAS 2F (KS @Sy R2]|RATING: 10
accomplish duties as contracted.
Comments:
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Janus has a veteran staff that saw viilitle turnover. Key personnel remained on the project
throughout each project. Over the eleveeays that | worked with Janukey personnel left on the rar
occasion due to health reasons or changes in their personal lives that required a physical move.
they still remained on the project assisting with the completion remotely. New experienced staff
brought on board tacontinue Janus' quality of service. In addition, the staff has experience acros
levels of information security from thmainframe, midtier, desktop to all current mobile and networl
technologies. This was particularly important in an agency that employs all of the above. Janus
management style is very hands and regularly met to discuss the project status and make a
necessary adjustments based on the technical direction of the Project Officer.

JANUS consistently receives customer comments similar to these and will ensure that our work for the
State remains equally diligent and thorough.

Having completed many projects that require vision, management, remediation, development, and IT
aeaidsSvya yrteasa yR FaasSaavySyid 2F fFNHEHS:T O02YLX SE
understand how to determine the true need, which often diférom the stated need. Our consultants

blend what they hear with what they observe, factor in the challenges, and produce a clear and cost

benefit conclusion for clients. A statement by a Commonwealth of Massachusetts Technology Director

was that everytime he left the room fron a JANUS meeting, he felt snearas a result of our assistance

and advice.

JANUS Capabilities

WL b!{Q t2y3 O02YYAUGYSY(d G2 AYLINERGAY 33 eduytyF NI & (0 NHzO (i dzN.
performing IndependenYerificationand Validation (IV&V) and risk, vulnerability, and compliance

assessmentas well as trainingas resulted in our consultants having a kighel of understanding of

the issues that confront complex organizations sucthase ofthe State This knowledge has been
SaaSyidAalt Ay Sadl of A& KINUIS biyskalrious focus ofi Bxcefleiiceand (1 KA &
proven ability to providelient-centric solutions to all projects and has the business experience to

understand the relative value of informati and its impact on an organization. Our firm's extensive

experience within a broad spectrum of settings provides clients with an objective, balanced perspective.
JANUS also assists our clients in achieving a proper balance between technology nesds.and

For our assessments, we follow processes that are geared to provide you with a set of full results and
recommendations that mak®llow-on work easier. This is not always done by consultdnusJANUS

has specialized in securigontinuity, and forensics for well over three decadé&¥e know how to

relieve some of the burden from our clients by thinking through a complete project proqaesswe do

that. In tests and assessments, we also know what you will need to do to verify our findings (if we do
not) ¢ so we take on that responsibility, thus eliminating the time and expense you would need to exert
following our assessments. There are consultants who will appear to offer a less expensive solution;
however, rarely will that solution be complete endutp relieve you of the many follown expensive
resource requirements of results verification that enable you to begin remediation. We offer a holistic
solution to truly meet enterprissecurity needs at an excellent price point.
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Service Offerings

JANUS does business throughout the U.S. focusing on information security, business continuity,

regulatory compliance, and computer forensicfdescovery. JANUS has provided services to private

industry; federal, state, and local government; fiot-profit organizations; andecondary andhigher

education institutions and is eminently qualified andwel? 8 A G A 2 Y SR (0 2 cybelsdufith T& (G KS
requirements

JANUS confronts complex technical issues with a clear understanding and appreciation for the
operational business objectives of the organization and helps align and balance operational objectives
with the particular needs dfur clients We also work to enhance knowledgansfer with clients, thus
enhancing the lasting ipact of our involvement

JANUS responds quickly to client needgherever and whenever required. Clients reap the benefit of
having access to JANUS senior level people who are innovative experts, not trainees. JANUS top
management is available for answers to questions and qesBonse.As an independent, vendor
neutral entity, JANUS is not limited by product offerings and is free to identify the best solutions to
specific needs, rather than forditing specific vendor offerings.

Assessment Experience

JANUS has focused complexsecurity risk assessmes and gap analyses throughout our histgryour

jdzSaid G2 LINRGSOG | yR | e thagelc@npletetiibuddndSaifhiasiarg A y F 2 N |
aSSy (KS LRAOGSYGAFf F2NJ YIteeR Ntdniblano HasSs¥igen to dnalyaé A Sy G a Q
0KSaS FYRK2NJI SEAYAYIFGS GKSYZ RSLISYRAYy3 2y (KS LNEP
EnterpriseWide Systems

In early 1989, JANUS took on our first major enterpnigde engagement by conducting a
comprehensive, mukliacility review and vulnerability assessment of controls for Aetna Insurance to
improve incident recovery and control processes. Foliowprojecs includedongterm database
design and implementation, application design, strategy development and business process re
engineering.

Significant business followed with firms like GTE Directories (now Verizon) in Texas and Florida, where
JANUS conducted major business impact analyses advisingastefd Imanage risk Additional

assignments included assistance with financial re¢@eping by locating, documenting, and

categorizing assets to wrieff outdated technology components, programs, and devicgsuthern

New England Telephone (now AT&T) had JANUS assess its physical areblgitatapabilities, to
determine weaknesses drio perform penetration testing and information security tasks.

Security Management

W b!{Q oNBFRGK 2F SELISNASYOS Ay (KS &Bdpedknis Y NJ
security testing and management assignmenrtANUS staff, through our many projects, has gained a

strong understanding of the issues confrontmgvide variety oDf A Sy4aQ ySSRa |yR RSaa
problems that might occur during projects; the way to structure tasks to ensure they are controllable;
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and the management of a variety of simultaneous subtagisa result, JANUS projects are completed
on-time and onbudget.

Computer Forensics

With our established reputation for ethics, credentialed experts, and our vast knowledge in the field of
Information Technology, it was not surprising when the legal community began to call upon JANUS to
assist in the electronic discovery of eviderc field that has since become known as computer or
digital forensics.

. @ (KS SYyR 2F mMdophpyZ W b!{Q aaAxdayySyda Ay AyodSada
with our work on electronic discovery and breach response/prevention services to form a separate

computer forensics practice]ANUS subsequently is the only firm in America to have played a

prominent role in the adjudication of both the TJX and the Heartland breach cases asgpoirited

experts.

ECommerce

l'a LYOGSNYySG dzal3S AYyONBIFaSR Ay 020K aammargeSaa | yR
needs. Adding people to our staff who had been involved in some of the first Internet security incidents
reported to the FBI, JANUS consultants were abkadtiress increasingly complexcemmerce and

Internet issues. JANUS currently provides services such as IT security strategy, manages IT
implementations (as a vendareutral consultant)de-militarized zone design, and wireless strategy and

design servicesveb-based consultingivolving: securityconscious web desigeecure web connectivity

to backoffice systemsyirtual private network(VPN) design and implementatidsipmetric assessment

and design, PKI enabling technologiggwall/router/switch desgn implementation, and testing,

illustrating a few examplesThe skills gained in providing these services directly impact the capabilities

to provide leading edge techniceybersolutions.

Recognizing the sophistication and forward thinking of JANUS in the Internet area, a critically sensitive
branch of thefederalgovernment chose JANUS over six vendors to architect and implement seclre
anonymousconnectivity to the Internet in 1999. The challenge was to ensure that the entire operation
could meet the organizat 2 y-Eb&nmefce needand, at the same time, warrant that the internal data
remained lockeeaway from hackers and unauthorized stafthe client also required flexibility to

conduct research via the Internet anonymously or not, whichever suited its objectives.

WL b! {Q AYAGALIE F20dza 2y aSOdz2NAGe O2yadzZ GAy3 KF& 0o
efficient flow and design of information.

Description of Services

WespecializinLINR 6§ SOGAY 3 Ot ASydaQ RFEGF YR O2YLlziAy3a Sygd)
Security Testing & Assessment

A Security/Risk Assessments
A Application Testing
A Vulnerability & Penetration Testing
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Security Controls Assessments (SCA)
Security Testing and Evaluation (ST&E)
CompliancéAssessments andeviews
Social Engineering

Wireless Assessment & Testing
Application Code Reviews

War Dialing

To To o Do To Io Do

Information Security Consulting & Controls

CurrentState and Futuréstate IT and Security Assessments
Chief Information Security Officer Services

Future Roadmap Development

Governance and Risk Management

Gap and Organizational Analyses

Network and Security Cost Analyses

Data Classification and Inventory

IT and Security Design/Development & System Architecture
IT and Security Governance

Certification & Accreditation

Firewall Designmplementation Assessment
Independent Verification and Validation (IV&V)
Program, Policy and Procedure Development
Metrics Development and Assessment

Wireless Security Design

System Hardening

Incident Response Planning

Convergence of Logical & Physical Security
Implementation of Security and Controls in the SDLC
Risk Management Program Development

Cloud Computing and Migration Risk Assessments
Biometrics Security

e-Discovery and Digital Forensics

Independent ThireParty Reviews

To To T To Do Do Do o Do To o Bo Do To o Do Do Io Do Do Do I o Do

Business Resilience

Business Continuity (BC)
Disaster Recovery (DR)
Continuity of Operations (COOP)
Planning and Testing

Business Impact Analysis (BIA)
Privacy Impact Assessment (PIA)
Data Breach Crisis Response

To To o Do To Io o
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Education

A Secure Web Application Analysis and Training
A General Security Awareness & Training

A Curriculum & Content Design

A ComputerBased Training (CBT) Design

Experience

JANUS has a 86&ear proven track record for performing similar assessments and supporting
information security needs for a wide variety of wietlownorganizations ! Al YLX S INRdzLI 2F
consulting clients includestate/county/city government organizations such as:
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A {aGris 2% |/ 2yyS0OasOd A/ KFNISa /2dzyie o6as
A {GrdisS 2F b2NIK /N A 126 NR /2dzyie o6a50
A{aris 2% {2dzik /N A tdzi@SAGOKSaiSNI / 2
A {Gris 2% al Nefl YR A al RAazy /[ 2dzyyie o6L]
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State health exchanges such as:
A1 2t2NR2 a{ A £SNX¥2yiG 1 SItiGK 9EC
A axyySaziat ISIf(]K 9 A {2d8ikKl2aGF 1 SFHEGK 9
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A 2xaod02yairy 1 SIFHfOUK ¢

Federal government clients such as:
A Centers for Medicare & Medicaid A National Institute of Standards and

Services (CMS) Technology (NIST)

A Social Security Administration (SSA) A Federal Deposit Insurance Corporation
A Department of the Interior (DOI) (FDIC)
A Federal Trade Commission (FTC) A National Aeronautics and Space
A Federal Reserve Board (FRB) Administration (NASA)
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Healthcare clients such as:
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Insurance clients such as:
A1SGyl
A ¢KS 1}
Ao
A ¢NI &St SNA

NI 2 NR

Banking clients such as:

Al .b ! YNR
A I NBRAG [&2YyYl A&
A VYA, lyO?

Education clients such as:
A Harford County Public Schools (Marylar
A Anne Arundel Community College
(Maryland)
At NAyOS DS2NHSQa / 2
(Maryland)
Charles County Public Schools (Marylal
Wor-Wic Community Colleg@aryland)
Frederick County Public Schools
(Maryland)
A Montgomery Community College
(Maryland)
Wicomico County Public Schools
(Maryland)
University of Maryland, Baltimore
Community College of Baltimore County
College of Southern Maryland
Sailor Network (Maryland educational
and library backbone network)
Howard County Public School System
(Maryland)
A Texas State Technical College
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Texas Tech University Health Sciences
Center

University of Texas
SchertzCiboloUniversal City
Independent School District (TX)

State University of New York Buffalo
Mohawk Valley Community College (Ne
York)

California State University at Sacramen
Sacred Heart University

University of Wiscons#viadison
University of California at Berkeley

The McCormack Institute of the
University of Massachusetts

University of Central Arkansas
Westminster Schools, Atlanta, Georgia
Forsyth Technical Community College
(NC)

Boston University

Elgin Community College (IL)

Hartford Public Schools (CT)

27



State of Arkansas, Department of Hunaervices JANUS Associates
Securityand PrivacyControlAssessmets for the Arkansas MES June20, 2025

Transportation organizations such as:

A t2NI !'dzikK2NAGe 27 A JTFLAGEE 5A&0GNROG ¢
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Utilities such as:

A {1ryGsSS /1 221L8Nt26¢ A alaal OKdzas§az dazNDS4H
I F Nt AYLI I dz K2 NR G @

A hOOARSYyGF €t SMNMMNRY € A {2dzikK / SyGaNIt [/ 2yy
¢SElFdakbSs aSEAO2 2 GSNJ ! dzli K2 NR G @

At OAUO DFHa FTYR 9t¢ A b2NBAOK o6/ 2yyS0Oa o

A1 Ade 2F bl LISNBAtESE A bSgg _2N] t26SN ! dzi
' of MO@BSEAOGNRO 6L A

Not-for-profits such as:
A ¢KS . NR21Ay3da Lyas A {II03S (G4KS / KAfRNBY
A lyySaite LYGSNylrez2y A /2YYdzyAdGe |1 SHEGK b
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Retirement/pension funds such as:

A bSg 2Ny {GFraGS ¢St A +tANBAYALF wSaNBYSyi
{2adGs8yY A2xra02yaAy 58LJ NI YE

AbSs 2Ny /Ade t2fAa Cdzy Ra

AtSyyastoryal {G1G& A bdSs _2N)] {drHd8 Lya
wS o NB{Y&¥iiSy A wkEAftNRFR wSaNBYSyl

A /T KAOFI2 ¢SIFOKSNAEQ

Law firms such as:

A Earthjustice A Cravath, Swain & Moore

A Groom Law Firm A Cadwalader Wickersham & Taft
Gaming and/or GTECH clients such as:

ALYRAFYF {GFGS [2§¢ A DAtlF wAQOSNI wSaz2NI3

A aryySazidal {4G4rdS [2 A hNB3I2y {d1GS [ 2SN

A a2KS83ty {dzy /Fary2 A /2yy8§0eldai {GFd8

Abl@taz2 blazy A alaal OKdzadga {GF ¢

About COTOC LLC

COTOC LLC, a Texas Historically Underutilized Business (HUB), differentiates itself from traditional
O2yadzZ GAYy3a FTANYIAouch& HighlB K RAYVBILIN2HEOKIK2 LINRP2SOGao®
combined experience in IT project executibnh ¢ h Julfedt matter experts have direct experience
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with federal and statdevel program developmerdnd project managementCOTOC will assist JASI

with Project Management services including but not limitedwrk plan Management; Schedule
Management; Issues/Risk Log Management; Status Reporting; Communication Planning and Execution;
and Budget Management (e.g. Scope Change).

2. Describe your experience on similar projects for similar clients. Demonstrate your experience in
conducting Security and Privacy Control Assessments (SCASs) for multiple AME Module Systems in a
timely and costfficient manner.

i. Describe three large impartial and independent assessments for health and human services projects
completed or substantially completed of comparable size, scope, and complexity to the Project
identified in this RFP within the last 5 years.

ii. Demonstrate proven experience using NIST, HIPAA, and-EARBodologies and other State and
Federal privacy and security standards.

2.. Impartial and - Independent Assessments for Health and Human Services

Examples include:
Contract Name: Health Exchange Security Compliance Assessment/Analysis of SolutionsfMARS

Projects

Customer Name: Access Health Connecticut (AHCT)

Contract/Purchase Order Contract Type: Total Contract Value:
Number: N/A Firm Fixed Price $399,582.50 (Contract 1)
$200,000.00 (Contract 2)
$107,052.40 (Contract 3)
$41,411.00 (Contract 4)
$85,846.50 (Contract 5)

Brief Description of WorkPerformed:
JANUS has provided services focused on five independent projects. These included:

Performing a Security Information and Event Management (SIEM) product needs assessment wi
goal of providing a solution recommendation suitable for its security and compliance requirement
consisting of initial research by exploring current recommeiotia and rankings provided by Gartner
Inc.; contacting leading vendors identified by Gartner to determine how they could meet AHCT ng
bringing several candidates from the list of solution providers through multiple rounds of presentg
and demonstations; selecting a final recommendation; and providing assistance during implemen

JANUS also conducted a market analysis of GRC (Governance Risk & Compliance) solutions by
'y dzy RSNBUOFYRAY3I 2F O2YLX Al YOS LINARGIF Oesx Oe
specific regulatory oversight structure; compilingsh of requirements identified during our discussio
GAGK GKS OfASYG FyR 2F (KS RSLINIYSydGQa ¥20
YR £ SHSNI IAYy3I DIFENIYSNRa al3IA0 vdzZ RNIyid 27
(GRCyendors to determine widely accepted solutions. After research, investigation, discussions \
vendors, and demonstrations, JANUS then provided recommendations and assistance with the s
solution.

JANUS also completed a task to develop an updated System Risk Assessment (ISRA) in partial
of requirements for the U.S. Centers for Medicaid & Medicare for State Health Exchanges.
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Performed a full MARE security assessment of the AHCT health exchange applicitidwas a
security controls assessment (SCA) of the Connecticut state Access(AeHIR) insurance exchange
the State and its application software. JANUS conducted the assessment to determine:
91 If the system was compliant with the Minimum Acceptable Risk Standards for Exchanges
E) issued by the U.S. Centers for Medicare & Medicaid Services (CMS);
9 If the underlying infrastructure supporting the system was secure;
1 If the system and data were securely maintained; and
1 If a proper configuration associated with the database and file structure storing the data w
place.

JANUS performed the assessment according to standards published by CMS, including security
defined in various MARE, versions starting with version 1.0. dated August 1, 2012 up through the
current level after the first assessment. The phasdh®project included the following:

1 Planning: which culminated in a Security Assessment Plan in conformance with CMS stan

T wS@ASs 2F | fFNBS |Y2dzyld 2F R20dzYSydidl GAz2
(POAM), System Security Plan (SSP), Contingency Plan (CP), and other supporting
documentation.

1 Interviews: including stakeholders and subject matter experts from both the State and the
supporting vendor.

9 Technical validation: including technical vulnerabilities testing and observation of the
application, the hosting platforms, and the underlying facilities.

1 Review, analysis and update of the POAM based on the Ciftate of risks, including
validation of remediated risks based on evidence obtained during the SCA.

1 Development and presentation of the Security Assessment Report formatted according to
standards.

Security controls tested included 1/3 each year plus those controls that must be assessed yearly,
encompassing all 19 families of controls in the MA&RS
Access Control (AC)

Awareness and Training (AT)

Audit and Accountability (AU)

Security Assessment and Authorization (CA)
Configuration Management (CM)
Contingency Planning (CP)

Identification and Authentication (I1A)

Incident Response (IR)

Maintenance (MA)

Media Protection (MP)

Physical and Environmental Protection (PE)
Security Planning (PL)

Personnel Security (PS)

Risk Assessment (RA)

System & Services Acquisition (SA)

System & Communications (SC)

System & Information Integrity (SI)
Information Security Program (PM)

=8 =8 =8 =8 -8 -8 -8 8o
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91 Privacy Controls

A secondMARSE assessment was completed in April 2023 and-Gf48ted penetration/application
testing was completed in January 2024.

JANUS completedthird MARSE annual attestation assessment and penetration test in January 2(

Period of Performance: Technical/Project Manager: Contract Officer:

April 2021¢ July 2021 Irene Brook, CISA GeriLynne Gagne

March 2022 July 2022 Associate Director of ISecurity § ContractSpecialist

December 2022, April 2023 Compliance Department of Administrative

October 2023; January 2024 Access Health CT Services

October 2024; January 2025 280 Trumbull Street Procurement Division

Next assessment in Fall 2025 |Hartford, CT 06103 450 Columbus Boulevard, Suite
Phone: 860757-5345 1202
Email:irene.brook@ct.gov Hartford, CT 06103

Email:geritlynne.gange@ct.gov

Contract Name: Security Assessment of the Minnesota Eligibility Technology System (METS)

Customer Name: Minnesota IT Services (MNIT)

Contract/Purchase Order NumberContract Type: Total Contract Value:
Swift Work Order #: 110654 Time and Materials $79,942.00

PO #H55013000045470/H55041 |Fixed Price $23,375.00
3000046767 (2016) $74,469.00

Swift Work Order #: 141721 (2014 $78,905.00

Contract No. 141721 (2022022) $82,757.80

PO # 3000102699 (2024)

Brief Description of Work Performed:

JANUS completed a security assessment of the Minnesota Eligibility Technology System (METS
satisfied all federally mandated requirements in the framework for the independent assessment o
Security and Privacy Controls, version 2.0. The securitgsassat evaluated METS implementation ¢
and compliance with the Minimum Acceptable Risk Standard for Exchanges-@AB&rols, version
2.0, in METS.

JANUS worked with MNIT staff throughout the security assessment to develop a testing planuldat
dzi At AT S WIb!{Q SELSNASYOS Ay &St SOGAYy3 I LILN
was not yet in effect), while meeting federal requirements for independent assessments. Appropt
test scripts were customized and utilized dkighout the assessment.

JANUS reported any critical findings to MNIT management immediately and provided MNIT with
documentation of work completed. After obtaining approval from MNIT before conducting any
automated scans or tests of controls, JANUS produced the forntgénvreport that summarized the
assessment results, in a format that aligns with federal MER&juirements. Additional
documentation was supplied to CMS and JANUS worked with both MNIT and CMS staff throughd
process.
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LY HAMBPE W b!{ 41ad O2yGNIOGSR G2 LISNF2N)X |
Plan (SSP) in which we analyzed the thoroughness and adequacy of the SSP and prepared an in
one.

JANUS also performed a second MA&RSsessment, for onthird of the controls (2021, 2022).

JANUS performed another MARSecurity assessment in 2023 and in 202224 testing was
completed in July.

Period of Performance: Technical/Project Manager: Contract Officer:
June 201&; August 2016 Brian Hanna N/A
May 2019 June 2019 Principal IS Engineer

September 2021, March 2022 Office of Information Security
February 2028 August 2023 Minnesota IT Services

January 2024 July 2024 540 Cedar Street

Saint Paul, MN 55101

Phone: 612481-4258
Email:brian.hanna@state.mn.us

Chris Luhman

Information Security Director
Office of Information Security
Minnesota IT Services

540 Cedar Street

St. Paul, MN 55155

Phone: 653431-2850
Email:chris.luhman@state.mn.u

Contract NameHCPF/CMS MARE Security & Privacy Assessment Services

Customer NameState of ColoradpD 2 S NY 2 NR& hFFAOS 2F LYy F2 NI

Contract/Purchase Order Contract Type: Total Contract Value:
Number: Fixed $99,985.60

PO: 202300011479 $100,999.60
P0:202400005294 $102,000.00

PO: 202500010708
Brief Description of WorkPerformed:

JANUS performed a Minimum Acceptable Risk Standards for ExchangesEM#SB&ssmeifior a 1/3
assessmenénd an accompanying Penetration Test of potential risks and vulnerabilitres.
FaaSaaySyiaa AyOf dzZRSR RS SNYA ¥ pracesdeth& mighi aldsvya 3
threattoOA NOdzY @Sy i (G KS | Lhtlr thenfrasirutyire) dvaldihg theNsBribuines
that current threat postureor circumvention possibilityreviewing components for the ability to acces
restricted areas; checking that the netwonlas appropriately segmented to protect the data, reviewi
for known expldis; reviewing IT security policies/procedures for compliance; and making
recommendations, amongst otheritems. Fdzf £ { SOdzNA (& ! aaSaavySyi
Workbook were prepared and delivered as part of the requirements of the project.

Period of Performance: Technical/Project Manager: Contract Officer:

June 2023 August 2023 Amelia Larsen N/A
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March 2024¢ May 2024 HCPF Strategic Programs Manager
April 2025¢ Present State of Colorado

303 E. 17 Avenue, Suite 1100
Denver, CO 80203
Phone:303-866-5721
Email:amelia.Iarsen@state.co.us

Contract NameHCPF CBMS System Security Plan (SSP)

Customer NameState of ColoradoD 2 @SNy 2 NRa hFFAOS 2F LYy F2NXI
Contract/Purchase Order Contract Type: Total Contract Value:
Number: Fixed $87,711.00

PO: 202400005294

Brief Description of Work Performed:

JANUS developedthiorough System Security Plan (SSP) basethetCMS MARBE framework for CBM|
and PEAK.

Components of the completed SSP included vierte not limited to, the following:

1 Applicable laws and/or regulations affecting the system;

1 The rules of behavior associated with the system;

1 Security angrivacy in all levels of the systems development life cycle process;

1 Personnel responsible for oversight, development, and the security of the system,;

9 Business process(es) associated with the system; and

1 The system environment.
Period of Performance: Technical/Project Manager: Contract Officer:
October 2023 March 2024 Amelia Larsen N/A

HCPF Strategic Programs Manager
State of Colorado

Office of Information Technology
303 E. 17 Avenue, Suite 1100
Denver, CO 80203
Phone:303-866-5721
Email:amelia.larsen@state.co.us

Contract Name: Cyber Security and Privacy Assessment Services and Other Services

Customer Name: State of South Dakota Department of Social Services

Contract/Purchase Order Contract Type: Total Contract Value:
Number: 23SC081806/Vendor FFP $297,627.93 (all projects
Number: 12690314 combined)

Brief Description of Work Performed:

JANUS performed two FISMA (Federal Information Security Management Act) compliance asses
for South Dakota based on the Centers for Medicare and Medicaid (CMS) Minimal Acceptable Ri
Safeguards for Exchanges (MARSMARE provides guidance on thotection of sensitive
information through compliance with security and privacy controls aligned with NIS$5300

33


mailto:amelia.larsen@state.co.us
mailto:amelia.larsen@state.co.us

State of Arkansas, Department of Hunaervices JANUS Associates
Securityand PrivacyControlAssessmets for the Arkansas MES June20, 2025

The FISMA compliance assessment process ensures that federal agencies and their contractors
implement proper security and privacy measures to protect sensitive data. It begins with a prepar
phase, where organizations define the scope of the assesshyeidentifying systems, data, and

processes subject to FISMA regulations. This is followed by a risk assessment, during which pote
vulnerabilities and threats to information systems are analyzed. Based on these findings, organiza
implement necesary security controls following the NIST SP-8BB@ramework.

Once the controls are in place, an independent assessment (JANUS) is contracted to evaluate th
effectiveness through technical testing and documentation review. After the assessment, the findi
are submitted to an Authorizing Official (AO), who desiddether to grant approval for the system's
operation. Even after authorization, continuous monitoring and subsequent annual FISMA assesg
are required to measure and maintain compliance, ensuring that any new risks or vulnerabilities g
promptly addessed. This process helps protect the confidentiality, integrity, and availability of fede
information systems.

CL{a! lFaaSaavySyita KI@S 06SSy LI SNF2NN¥SR ¥F2NJ {
replacement clouebased platform.
Other projects include:

Penetration Tesg July 2023
IRS Safeguards/ARRsessments April 2023¢ February 2024 and June 202&eptember 2024

JANUS is currently performing two additional security tests for the State: a penetration test, and g
vulnerability assessment.

Period of Performance: Technical/Project Manager: Contract Officer:
January 2028 April 2023 LucyGeorge Cooper N/A
July 2023 Program Specialist Il

August 202% November 2023 | State of South Dakota

April 2023¢ February 2024 Department of Social Services

June 2024, September 2024 |811 E. 10 Street, Department 1
January 202§ Present Sioux Falls, SD 57013

Phone: 6054000399
Email:lucy-george.cooper@state.sd.!

Samuel Masten
Application/Business Project Managg
State of South Dakota

Department of Social Services

811 E. 10 Street

Sioux Falls, SD 57103

Phone: 60582953427
Email:samuel.masten@state.sd.us
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Contract Name: IT Auditing

Customer Name: Wisconsin Departmentldéalth Services

Contract/Work ldentification|Contract Type: Total Contract Value:
Number: 435820021 Time and Materials $549,394.95 (tedate)
0887SECASMID M5

Brief Description of Work Performed:

The purpose of this project was to provide the State of WisconsinM&RSE compliancaudit service
for its infrastructure and application. We have been performing these independent audits every y
since 2020.

JANUS completed all tasks required for the CMS submission, including compliance assessment g
penetration testing and reporting. JANUS was the prime (and only contractor) performing these t
Period of Performance: Technical/Project Manager: Contract Officer:

FY 2020 through FY 202  |Jennifer Mueller N/A

Interim CISO, DHS Division of
Enterprise Services

Wisconsin Department of Health
Services

1 West Wilson Street

Madison, WI 53703

Phone: 608471-3578

Email:
jennifer.mueller@dhs.wisconsin.goV

2ii. Knowledge and E xperience with NIST 800 -53, HIPAA, FISMA , MARS-E (AME)

As NIST 8083 was being developed aimber of years agalANUS was the CM8ntractor that
RSOSt2LISR /a{Q aSOdNAiG& ailyRINRAD tKSaS 6SNB
those incorporated into the resultingIST 8063 standard.JANUS was also one of the first companies

in the U.S. to specialize in HIPAA security, and specifically, security assessments, and subsequently,
completed a long list of CMS deliverables focused orED(@®ach revision), HIPAA, SCAs, and FISMA. In
addition to our many SCAs, a sample of our other types of deliverables focusing-68,800PAA,

FISMAand MAR& include the following:

For the U.S. Centers for Medicare & Medic&drviceCMS)

A U.S. General Accounting Office (GAO) FISCAM compliance audit of the Medicare Data
Communications Network (MDCHhl}he major US backbone network managed by CMS;
A Development of Corrective Action Plan (CAP) Reviews based on findings and recommendations
and Plans of Action and Milestones (POA&M) reponthéaw each site will remediate;
A Preparation of annual CMS Data Center SCA Summary Reports which include the following:
1. Individualdata center risk level ratings,
2. Overall data center risk level rating,
3. Number of High, Medium and Low Risk findings peadainter,and
4. Summary of the types of findings (Technical, Operational or Managerial)
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A Gapanalysis on complete Agency Security Policies versus NIST-5P @liflance;

A Gap analysis on Agency Security Procedures versus NIST-ZPgiidance;

A Revised Ageneyide security standards guidance documents to conform to NISSD8B3
control categories;

A Drafted revisions to Agency System Security Plan (SSP) Methodology to update Agency practices
(for all stakeholders);

A Developed secondary guidance documents on developing Agency Security Plans (SSP) and Risk
Assessment (RA) documents for the Agency;

A Developed Information Security Business Risk Assessment Methodology for the entire Agency

and contractors;

Reviewed SSPs and RAs for various business areas aseiddytiGMS;

Developed Application Security Testaggproach for all vendors to use;

A Maintained and updated CMS Federal Information Security Management Act Controls Tracking
System (CFACTS)

A Conducted Security Assessment and Authorization (SA&A, formerly known ais&ienifand
Accreditation (C&A)Ypr Medicare Modernization Act (MMA) implementation

A Conducted Security Test and Evaluation (ST&E) for Medicare Modernization Act (MMA)
implementation and

A Prepared for and conducted Security Control Assessment (SCA) for various applications

N S

In addition, JANUS assisted CMS by completing an Agédeyeview of thed 3 S y éhiréds@curity
program. This included the following tasks:
A Analyzed the existing CMS Enterprise System Security Program.
A Identified significant accomplishments and deficiencies in policies, procedures, or practices.
A Identified legal and/or policy requirements and mapped CMS policies, procedures and practices
to those requirements to conduct a gap analysis.
A Recommended changes in the structure of the CMS Enterprise Systems Security Program to
obviate identified problems and/or meet new legal/policy requirements.
A Recommended changes in priority levels assigned to different parts of the Enterprise Systems
Security Program.
A Recommended actions to be taken to correct the problems identified.

We also designed for CMS a vulnerability tracking and reporting sysétiowing management to
generate reatime reports on the status of systeapgrades and security risk$his prototype was
awarded a Connecticut State Quality Award and eventually grew into the current CFACTS system.

CMSInformation Security Training and Awareness (content preparation, programming, teaching)
focusing on NIST 8@83, HIPAA, and FISMA.

A Implemented a method to launch the.®/ Department of Defese (DoD) Flash Training
Modules.

A Updated DoD FlasFraining Modules to function with a JANO&signed compier Based
Training (CBT) module.
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A

v > v > > > > > > > > >

Updated the IIS Flash Module to a more recent Version.

Updated the method by which the Computer Based Training (CBT) connects to the SQL Server
Daabase, making it more secure.

Assisted with getting the new CBT database connection up and working.

Made updates to the CBT database schema.

Updated the CBT to allow user roles to access the End User Module lesson track.

Created a new page with an animated progress icon to alert the user of long waits due to
excessive network traffic.

Fixed numerous bug and security vulnerabilities in the CBT during course of all other work.
Made numerous design and content updates to the CBT pages.

Troubleshot anomalies in the CMS environment which caused undesirable results within the
CBT Flash Training Modules.

Worked on a new lesson track specifically for CMS laptop users.

Conducted research into the CMS LDAP so that the CBT could be accessed by a larger base of
CMS users.

Taught various #person modules to CMS patrticipants.

Developed content and taught a twaay class to CMS Security Officers in proper compliance
techniques.

Information Security Policies, Standards and Procedures

Task | Deliverable ‘
1. Prepared CMSpecific Test Scripts (High Risk elements) to allow vendors to produce equesiéstamcmdgtyendors.
2. Prepared CMS Specific Test Setighs (

3. Prepared CMS Specific Test Scripts (Moderate).

4. Prepared CMS Specific $espts (Low).

5. Designed CMS Information Security Assessment Proced8redodaisU

6. Devéoped CMS Information Security AsseBtameremplate for a.Mendors to conduct security assessments.

7. Developed CMS Reporting Procedures for Information Security Assessments for use by all federal contractors.
8. Designed CMS Data Center Assessment Findings Report Templatederusgency

9. Designed CMS Application Assessment Findings Report Template for useehgat federal

10. Developed System Security Plan (SSP) User Workbook (High Risk) for use by all Agency Business Managers.
11. Prepared SSP Workbook (Moderate) to assist all business managers understand how to develop security plans.
12. Developed SSP Workbook (Low).

13. SSP Workbookdethentication).

14. Developed CMSR (s&gistandards) review proeegggency Acceptable Risk Safeguards (ARS) for Low Risk.

15. CMSR review.WWISP and ARS for Moderate.

16. CMSR review.VSP and ARS for High.

17. Designed a SSP template for use by business owners.

18. Prepared SSP Procedures to document how to conduct a SSP.
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Task | Deliverable

19.

Prepared various Training Modules.

20. Review 1$. standard NIST 8D6 and prepared comments for submission to NIST.
21. Review of .8 standard NIST rev 3 produce comments for submission to NIST.
22. CMS Website fesign initial relesign work.

23. Analyzed all pending. BIIPAA legislation and compared to analysis gfl@ddpimcesses, etcreguirementsto find gaps.
24. Developed CMS Reporting Procedures for Information Security Testing.

25. Developed CMS Information Security Testing procedures.

26. Designed CMS TBstport Template.

27. Prepared Security Control Workbooks (High Risk) for use by business owners.
28. Prepared Security Control Workbooks (Moderate).

29. Security Control Workbdaks)(

30. Security Control Workboakifleentication).

31. Developed Contingency Planning Template.

32. Prepared Contingency Planning Procedure.

33. Developed CMS ISRA (risk assessment) template.

34. Prepared ISRA procedures.

35. Designed SSP template.

36. Prepared SSP Procedures.

37. Develope@ertification and Accreditation (C&A) Procedures.

38. Prepared CMS Specific Test Scripts for BPSSM (businesfepgaradersntractors).
39. Developed End User guide.

40. Developk CSR modified to test sdrigdtgh.

41. CSR modified to testipts Moderate.

42. CSR modified to test scriptsw.

43. Wrote Test Script Introduction.

44. Developed Training risk assessment (CBT ISRA).

45. Designed and developed Coriagedlraining application.

46. Conducted secuagsessments of major applications for 12 years.

47. Undertook infrastructure and site security assessments for over 12 years.

Other Health Care Organizations where JANWS performed SCA assessments:

Blue Cross/Blue Shield

v > > >

Florida

Arkansas

Alabama
Washington/Alaska
Empire State
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Centers for Medicare & Medicaid federal contractors (claims processors, application developers, other
support organizations)

AdminaStar Federal
Buccaneer Systems

Cahaba GBA (Birmingham)
Companion Data Systems
Community Health Network of Connecticut
Connolly

Cigna

Diversified Service Options
EDS (Texas, California, Oklahoma)
Empire Blue

First Coast Service Options
General Dynamics

Highmark

IBM

Mutual of Omaha

National Government Services
Palmetto

Pinnacle Business Systems
Trailblazer Health Enterprises
Trust Solutions

Verizon

State of Vermont

p>N

D v vy Dy Dy Dy Dy Dy Dy Dy Dy D Dy Dy Dy Dy Dy D

>

MARSE

In the complex and evolving environment of security and privacy compliance for Affordable Care Act
(ACA) Administering Entities, JANUS Associates has served the business oMeedisabfEligibility

Systems and Health Exchanges of many states since the inception of th©ACfAcus is squarely on
assessing the level of compliance these entities have with the Minimum Acceptable Risk Standards for
Exchangeghe benchmark for data protection, security and privacy for state eligibility systems. This
detaied account underscores our evaluative process, expertise, and insights gained through conducting
compliance assessments, rather than implementing compliance solutions.

With an extensive track record starting in 2015, JANUS has developed a nuanced understanding of the
variousMARSE versios compliance standards, positioning us as experienced evaluators in this
specialized fieldOur role is to critically analyze and accurately gauge the extent to which ACA
Administering Entitieand their partnerslign with these stringent standards, offering an objective lens
through which these entities can report their compliance status.

Compliance Assessment Overview

{ States Evaluated6 Stategduring 2024)
f VariousCompliance Assessments Conductdd Assessment@n 2024)
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Other Government Agencies where projects focused on HIPAA, NISFB0OFISMA

A Department of Medical Assistance Services, Commonwealth of Virginia
State of South Carolina Department of Health and Human Services
Texas A&M Rural Health Centers

U.S Social Security Administration

Wyoming Department of Health

U.S. Veterans Administration

Access Health of Connecticut

State of South Dakota department of Social Services

State of Minnesota Eligibility Technology System

> > > > > > >

™

Hospitals
A | KAfTRNBYQa | 28LAGLHf
A Health & Hospitals Corporation (New York City)
A MD Anderson Cancer Center
A Memorial Sloan Kettering
A University of WisconsiMadison Hospital

Insurance Companies

A Aetna

A AXA

A Travelers Insurance
A Westfield Insurance

Healthcare

A Long Island Home
A PineStreet Inn
A lowa Institute

Sample of Projects Completed by JANUS Directly for CMS Federal Agency
.SAAYYAYI $2N)] 6AGK /a{ AY wnnm 2y LRftAO& RS@St 2L
program, JANUS has lent its support to strengthening the security program throughout the agency.
JANUS has supported the policy and standards needs of Gd&Sisat date and continues to do so with
its major vendors and State health exchanges. The types of documents that JANUS has produced
include (as a sample):
w {@adsSYy {SOdzNrRGe tfly ! aSNERQ DdzZARS F2NJ al22NJ ! L
System Security Plan Process Development
Minimum Security Standards
Rules of Behavior
Gap Analyses of Security Policies with Federal Laws, etc.
Risk Analysis Template for Users
Organizational Practice Standards Mapping

€ €€ € ¢€E€
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CMS Risk Assessment Methodology

Threat Identification Workbook

Risk Identifications and Descriptions

Information Security Glossary

Information Security Agreement Template

Congressional Legislation to CR8icies Mapping

Information Security and Privacy Legislation Resource

Vulnerability Assessment Corrective Action Procedure

CMS Acceptable Use Policy

CMS Acceptable Risk Safeguards

HighlLevel Risk Assessment Process

CMS IT Nondisclosure Policy

CMS Worlat-Home Policy

Business Risk Assessment Methodology

Information Security Policy, Standards, and Guidelines Handbook

Various NIST Compliance Reviews

Information Security Resource Assessment

CMS Overseas Outsourcing Report

Information Security SDLC Flow

CMS Certification & Accreditation Methodology

CMS System Security Plan Methodology

Security Test & Evaluation Scripts

Security Test & Evaluation Workplan

Information Security Checklist (with NIST &X)

Analysis of Federal Information Security Management Act (FISMA)

Contingency Planning:
- Tabletop Test Procedure, Template, Instructions, and Sample
- Functional Test Procedure, Template, Instructions, and Sample
- Register Template, Instructions, and Sanfplecedure, Template, and Instructions

EE€eEgeeeeeeeeeeceeeeeeeeeeecece

C2ft2Ay3a Aada 2yS 2F [/ a{Q S@IfdzdAz2ya 2F W b!{Q g2
Evaluation by U.S. Centers for Medicare & Medicaid Services to another federal agency.
Gontract Efort Description

The Centers for Medicare & Medicaid Services (CMS) contracted with JANUS for a number of projects to
SYKIFyOS aSOdzNAGE gAGKAY YR GKNRdzZAK2dzi /a{Q O2Y Lz
projects included review and enhancement of Security PolaielsProcedures, delivery and

performance of Vulnerability Assessment and Penetration Testing services, and development and

execution of Certification and Accreditation. The CMS computing environment and infrastructure

process and support all Medicare Ebmment and Claim handling functions across the United States with

widely varying mainframe environments (including RACH @pASecret and ACF2) and distributed

platforms (Novell, UNIX, Windows).
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In addition to performing assessments and penetration tests across the United States for all Medicare

Of FAY KIFIYyRfSNA W/ b!{ LSNF2NXY¥SR aiAYAflIN aSNBAOSa 7
infrastructure is a large scale, highly networked, mixed platf@nvironment comprising MVS (i.e.,

0S/390 and z/OS) mainframes, distributed processing platforms (e.g., MS Windows and UNIX), TCP/IP
network and networking components (e.g., routers and firewalls). The overall environment includes

both a CMS agency Ddatznter and equipment and corporate assets providing services to the agency

via contractual agreements.

Within the context of the contracts JANUS completed the following:
Penetration Testing Services. A patrtial list of the tasks addressed under this contract included:
w Redeveloped and enhanced Security Testing Report Methodology;
w LYGSNylrtte oF&aSR LISYSiNIXdAzy G4§SaGAy3a 2F GKS | 3
firewalls, MVS mainframes, MS Windows servers, UNIX servers, Database servers, Web servers,
etc.;
w 9EGSNYyItfte olFaSR LSySiNrdazy G4$Saidray3a 2F GKS 5a
addressing routers, firewalls, MS Windows servers, UNIX servers, Database servers, Web
servers, etc.; and
w Application penetration testing on multiple applications, often at multiple installations for each
application.

In performing penetration testing, JANUS followed a standard methodology as well as prepared the
following documents and deliverables:

w Statement of Scope;
Test Plan;
Test Scripts (as necessary); and
Findings Report (including prioritized suggestions for corrective actions to remediate exposures
and risks) based on documentation review and site visit;
Package including Findings Report and related reporting materials required by CMS;
Assessment of Corrective Action Plans (CAPs) and closure information for findings;
Plans of Actions and Milestones; and
Final Notebook containing complete documentation (all JANUS created documents, working
papers, and all site supplied documentation) of the penetration test.

€ € €

€ e g ¢€

Performed Certification & Accreditation (C&A) vulnerability testing on externally contracted Data
Centers:

w Delivered C&A Methodology;
Delivered C&A Procedures;
Developed Test Scripts for penetration testing activity;
Performed penetration testing activity at sixteen (16) external Data Center locations in ten
months covering MVS Mainframes, MS Windows servers, Unix servers, and network
components (e.g., CMS MDCN network) involved in processing Medicare claims atesasids

€ € €
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w Developed Test Scripts for initial review of adherence to policy and procedure requirements of
NIST SP 86&B, FISCAM, and CMS security guidance in all NIST-SB &@trol categories
along with more detailed control evaluations in nine of the categorie

Performed second year testing at fourteen (14) external Data Center locations in seven months.

JANUS also undertook the development and delivery of training classes for CMS personnel, both general
users and technical staff. In one contract JANUS prepared training and awareness content for all
employees and contractors who would utilize CMS systelANUS was initially contracted only to

complete the content but when the developer was unable to provide secure content JANUS took over
the contract and completed the Computer Based Training (CBT) modules, putting the entire course into
production. In aeparate project JANUS developed a series of curricula for CMS security and other staff,
developed the content, developed a pilot, taught the pilot, made clarifications (if needed), and delivered
the training (23 day classes) on an-@oing basis.

General Perfomrance

JANUS was provided the following evaluatitm the Federal Small Business Administration score
keeping systenby our CMS Project Lead. It was our official scorecard within the Federal Quality
System

Instructions:Please rate each of the following areas based on the evaluation scale included in Appendix

X Definitions for the performance areas to be rated are included in Appetad@ther evaluation areas

that are unique to the contract or that cannot be captured elsewhere should be added to the table.

Lines 79 are in the table for this purpose, but additional lines can be added by references. Space to

include commentstosuppdr NJ GAYy3& Aad LINPOARSR Ay GKS WoOg@l f dzl iz

Performance Areas Exceptional Very Satisfactory | Marginal | Unsatisfactory N/A
Good
1. Quality of Product/Service X ] ] Ul O] ]
2. Schedule 2 ] ] Il O O]
3. Cost Control X O ] [l ] Il
4. Business Relations X ] ] Ul O] ]
5. Management of Key 2 U ] Il Il L]
Personnel
6. Utilization of Small X ] ] Ul O] ]
Business
7. Other Area O O] ] L] ] Il
8. Other Area [l U ] Il O O]
9. Other Area L] ] Il Il ] O
Overall Recommendation Definitely Probably | Mightor | Probably Would| Definitely
Would Would Might Not Would Not
Not
Given what | know today about the X [] [] Il L]
contractordéds ability

43



State of Arkansas, Department of Hunaervices
Securityand PrivacyControlAssessmets for the Arkansas MES

JANUS Associates
June20, 2025

promised in his proposal, | Maria
McMahon award to him today
given that | had a choice.

EVALUATOROMMENTS:

Since CMS has numerous IT contracts for system development and maintenance involving
the major IT vendors in the country, JANUS as an independent consult and venda full
service company, can provide a full range of information securityymisdand services (especial
in the arena of assessments and establishing IS standards) while providing the assurance tk
decisions and recommendations were not being unduly influenced by other IT initiatives. Th
breadth of their experience acresll platforms and software is invaluabléganus has extensive
experience and knowledge in all aspects of information secusityell-versed in federal and loca
requirements,wasinstrumental in assisting CMS in launching tiwfiormation security program
andprovidedcontinued support through continuous monitoring, security assessments, writing
policies and procedures, and conducting training and awaren@adlUS wadways available at
all levels of the company to address issues. They were exlyarneperative and flexible. With
each asgnment they would discus$ieir approach and often present strategic recommendatig

to improve the IS program. In addition, potential problems were identified early to make
necessary adjustments with little or no impact on the project

Maria McMahon
Government Task Lead

U.S. Centers for Medicare & Medicaid Services

Baltimore, MD 21244

Sample of M ARS-E Quialifications

Typical MARS Required
Quialifications

JANUS Response

Experience conducting security
andcompliance assessments, wil
projects that demonstrate
familiarity with NIST framework
requirements as they impact date
privacy and security.

JANUS hast3/ears of experience conducting security and
compliance assessments, including o28years performing
assessments for CMS where NIST requirements and the
framework are required for all testing and assessing. This
experience has also extended to performing MARS
assessments for state Health Exchanges and Affordable Car
assessmentsof federal contractors as well as FISMA (Federa
Information Security Management Act) assessments and IRS
1075 and HIPAA assessments.

Demonstrated experience in
testing technical controls in large
IT environments with multiple,

interconnected systems using

The JANUS staff proposed have experience with a wide rang
technologies. The lead person proposed for examination of t
MARSE application technical examination regularly assesses
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Window, Linux, and UNIX applications for many JANUS government clients as well as
operating systems, advises clients on secure web coding techniques.

Oracle/DB2/SQL databases, MV!
and web applications.
Engagements with NIST The JANUS staff members proposed have performed many |
Certification and Accreditation based security assessments. Our references can directly att
processes and the NIST 868 to our extensive NIST 8@B and MARE experience.

family of controls.

As specialists in this field, JANUS will be able to present the State with an accurate picturi@-of the
scopeenvironment and bring the right skills to developing recommendations and presenting the gaps as
well as how to minimize your risks.

Samples of Previous CMS Projects and MARS-E Independent Security Assessments

State Date Range Scope of Services

Federal September JANUS has held over a half dozen Hargn contracts with CMS since
Agencyg 2001¢ August | 2001. These projects included development and execution of netwo
CMS 2013 and security assessment tasks, review and enhancement of security

policies and procedures, security support, development and teachin
security training, and delivery and performance of cegéfion and
accreditation services including for its business partners throughout
United States where JANUS has conducted network and security
assessments.

CMS is the largest agency outside of the Department of Defense,
utilizing over 20% of the U.S. budget. Therefore, having a well
Fdzy OlA2yAy3a AYTF2NXIFGA2Y &SOdzNR
Office of Information Services (OIS) Security Standards @rmaned
JANUS to perform a full review of the adequacy and effectiveness o
information security program across CMS. JANUS designed an
enterprisewide business process review, developed instruments wit
which to undertake an analysis, completed o%60 individual
interviews, designed statistical analysis techniques to derive results
the efforts, and prepared a thorough and detailed report. JANUS m
strategic recommendations to improve the program and meet future
needs. Further, JANUS mappeibtng CMS security standards to
federal standards, legislative requirements, and industry best practig
Where this matrix indicated gaps existed in the CMS program, JANU
recommended solutions. Subsequently, as requested by CMS, JAN
then executed tlese recommendations. Three of thesd KS & a A
{ SOdzNAR (& {IF¥S3dzZ NRa¢ aidl yRINRa
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Risk Assessment (RA) Methodology, and the Risk Assessment (RA
standards for completing assessments by business owgwese

I O1ly26tft SRISR o6& bL{¢ & SEI YLX
safeguards were adopted by CMS and by NIST and incorporated int
NIST SP 8&8B. In ongoing tasks under this initial contract, JANUS
developed information security policies/procedures, guides and
workbooks for business managers to help them with their informatio
security responsibilities and supported the informatisecurity program
with advice/assistance.

In a second contract with CMS, JANUS advised CMS on informatior
security topics and developed additional guidelines, templates,
workbooks, and user help documents and executed a variety of acti
plans to achieve broatlased implementation throughout thatger
CMS environment. JANUS prepared information system security pl
and worked with staff to manage the level of security required to ma
improvements throughout the System Development Life Cycle (SDL
where needed. JANUS was also tasked with sdimgoand improving
security standards (and their implementation) based on regulations
they applied to CMS. In order to ensure that new systems complied
GAGK /a{Q I NOKAGSOUdzZNB>E W! b! {
new system design architaaial documentation and schematics. Whe
needed, JANUS staff made recommendations for improvements anc
corrections and worked with system owners to ensure that the desig
reflected these architectural additions.

JANUS performed network and security control assessments focuse
security and privacy across the U.S. for all Medicare claim handlers
F2N) /a{Q 26y O2YLMziAy3d SYDANRBY
scale, highly networked, mixed platform enwiraents comprising MVS
mainframes, distributed processing platforms (e.g., MS Windows,

Novell, or UNIXnetworks and networking components (e.g., routers
and firewalls). These assessments were the precursors to the AR
which came into being with thAffordable Care Act. JANUS has beer
deeply involved throughout the history of the Act, assessing a variet
FSRSNIf O2yGNIOG2NERQ aAGSa I &

gAGK GKS @I NR 2 dza -Exegliréngents) ARUSIhgs3
been assssing those implementations to the same high standards td
GKAOK WIb!{Q ¢62N)] F2NI/a{ KI &

JANUS also designed for CMS a vulnerability tracking and reporting
systemallowing management to generate rei@ine reports on the
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status of system upgrades and security risks. This has since been
enhanced to automatically produce Plans of Action and Milestones
(POA&M) reports. Plans of Action take into account milestones, risk
the projects, and possible issues that require &iddal focus. This
approach enables JANUS clients to take an exceptged view of
projects, thus saving them time and effort related in their oversight
responsibilities.

JANUS has also developed a number of tid@g information security
classes which it provided to CMS Security Officers with a different c
taught each month.

JANUS performed network and security assessments for CMS
applications through August 2013.

VT

May 2015¢
July 205

The State of Vermont engaged JANUBdadorm an onsite security
controls assessment (SCA) of the Vermont Health Connect (VHC)
insurance exchange application software, as well as the Optum Insi
LYyOd ohLlidzyv K2aldAy3d aSNBAOSA
River, MN. JANUS condedtan assessment to determine:

A If the system is compliant with the Minimum Acceptable Risk
Standards for Exchanges (MARSssued by the Centers for
Medicare & Medicaid Services (CMS);

A If the underlying infrastructure supporting the system is secure

A If the system and data are securely maintained; and

A If proper configuration associated with the database and file
structure storing the data are in place.

JANUS performed the assessment according to standards publishe
CMS, including security controls defined in the MARSrom version
1.0.¢ 2.2). The phases of each project included:

A Planning: which culminated in a Security Assessment Plan in
conformance with CMS standards.

AwS@ASgs 2F R20dzyYSyidlGdAaz2yyY AyQ0
Milestones (POA&M), System Security Plan (SSP), Contingenc
Plan (CP), and supporting documentation.

A Interviews: including stakeholders and subject matter experts
from both the State and the Optum Cloud hosting facility.

A Technical validation: includirigchnical vulnerabilities testing anc
observation of the VHC application, the virtualized hosting
platforms, and the underlying cloud hosting facilities, including
physical inspection of the primary/alternate sites.

A Review, analysis and update of the POA&M based on the Curr
State of risks, including validation of remediated risks based or|
evidence obtained during the SCA.
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A Development and presentation of the Security Assessment Re
formatted according to CMS standards.

Security controls tested included all 19 families of controls in the
MARSE:

A Access Control (AC)

A Awareness and Training (AT)

A Audit and Accountability (AU)

A Security Assessment and Authorization (CA)
A Configuration Management (CM)

A Contingency Planning (CP)

A ldentification and Authentication (1A)

A Incident Response (IR)

A Maintenance (MA)

A Media Protection (MP)

A Physical and Environmental Protection (PE)
A Planning (PL)

A Program Management (PM)

A Personnel Security (PS)

A Risk Assessment (RA)

A System and Services Acquisition (SA)

A System an€Communications Protection (SC)
A System and Information Integrity (SI)

A Additional Controls Required by IRS Publication 1075

MNIT June 201&; JANUS completefdur security assessments for the Minnesota Eligibi
July 2024 Technology System (METS) that satisfied all federally mandated
requirements in the framework for the Independent Assessment of
{SOdzNAR (& YR t NAGIFO& /2y(iNRfax
versim 2.2). The security assessment evaludvelr Smplementation
of, and compliance with the Minimum Acceptable Risk Standard for
Exchanges (MARS controls, various versions.

JANUS worked with METS staff throughout the security assessment
RS@PSt2L) I (G8adGAy3 LELY GKIG 62
appropriate controls for review, while meeting federal requirements {
independent assessments.

JANUS reported any critical findings to METS management immedig
and provided weekly documentation of work completed. After
obtaining approval from the METS team before conducting any
automated scans or tests of controls, JANUS produced a formal mvrit
report that summarized the assessment results, in a format that alig
with federal requirements.
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PA DHS March 2024c | JANUS performed an Independent Third Party Assessment of the

May 2024 Commonwealth Medicaid (EDX) system in compliance with
requirements set forth by CMS MAIE.2.
Access April 2021¢ JANUS provided services focusedivaihdependent projects. These
Health January 2025 | included:

Performedfour full MARSE security assessment of the AHCT health
exchange application and yearly assessments after the full.

Performed a Security Information and Event Management (SIEM)
product needs assessment with the goal of providing a solution
recommendation suitable for its security and compliance requiremer
consisting of initial research by exploring current recommeiuatest and
rankings provided by Gartner Inc.; contacting leading vendors identi
by Gartner to determine how they could meet AHCT needs; bringing
several candidates from the list of solution providers through multipl
rounds of presentations and demonsti@ns; selecting a final
recommendation; and providing assistance during implementation.

JANUS also conducted a market analysis of GRC (Governance Ris}
Compliance) solutions by developing an understanding of compliang
LINKR @ Oex OeoSNBSOdANAGEeZ | yR NB
specific regulatory oversight structure; compilingish of requirements
ARSYGAFTFASR RdzZNAYy3 2dzNJ RAaOdzaaa
focus to support AHCT business and operational requirements; and
f SOSNI IAy3I DIFNIYySNDRa al3IAo vdz
Governance Risk and Compliance (G/iR@Jlors to determine widely
accepted solutions. After research, investigation, discussions with
vendors, and demonstrations, JANUS then provided recommendatic
and assistance with the selected solution.

Completed a task to develop an updated System Risk Assessment i
partial fulfillment of requirements for the U.S. Centers for Medicaid &
Medicare for State Health Exchanges.

JANUS also performed tvitMSoriented penetration/application test

In addition, JANUS has completed MAR&sessments for Wisconsin, Colorado, and South Dakota.
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E.2 RFP SECTION 2.7 PROJECT GOVERNANCE AND MANAGEMENT

1. Describe your project management methodology, tools, and techniquesvilidte used to support
the project. Describe policies and proceduessployedto ensure the timely completion of tasks to a
level of quality expected of professional firm.

JANUS is a vendaeutral consulting company. We take no revenue from vendors, and we sell none of

their hardware or software Asvendorneutral consultants to both large and small organizations with

complex needswe subscribe to a high standard @fsults focused only on you, our potential client, with
experiencedoroject management and quality anee keeptheseforemost inour dealings with clients.

JANUS ensures the qualityafr services by emphasizing that only performance of the highest caliber

meetsour standards. Nothing less is toleratedANY Q LINRP 2SO0 YI y Il ISNBR SYLX 2@ |
methodologies as defined by the Project Management Institute (PMI) when and where appropriate to
Syadz2NE dalyAirteéeg G2 oKIG FNBE 2F0Sy KSOGAO aOKSRdzZ S
Project Management

You ask, in the RFP, to define our project management experience so that your assessments will be

delivered ontime, within budget, and with minimal disruption to the State operation. The Project

Manager identified within this proposal has more than sey@ényears of performing MARS FISMA,

and CMS Acceptable Risk Control assessments for JANUS clients, including six-(6pss&BSnents

last year alone. All of his MAIESrojects have been delivered time, meeting client deadlines and

budgets (ourclient references can attest to this). The staff assigned within this proposal all have

significant experience in performing exactly these types of assessments and penetration tests for CMS

type projects.

Project Planning

We are adept at guiding projects to successful completion and are prepared to begin this project within
a mutually agreed to schedule. The project plan developed during the proposal process that enables us
to determine fees will be finalized with datesrihg project initiation and will include a detailed project

plan and schedule with dependencies, resource allocation, and estimates of work effort as well as
duration. Because we have conducted so many similar projects over so many years, we are adept at
foreseeing potential delays and logistical complications and can develop both our project plan and
schedule that anticipate the typical complications that might arise in any project.

During thisearlyphase we will also prepare our plan for undertaking the project. There are two
elements to this: first, we align the project schedule wjithur needs and second, we detail how we

intend to undertake the various tasks. We will discuss the plan with you to receive concurrence prior to
beginning the specific tasks. Although oneinagement processicorporatesthe following elements,
thesewill be structured to be as efficient as possible to meet your needs:

1 Scope and Cost Management 1 Communications Management
1 Schedule Management 1 Risk Management
1 Human Resources Management 1 Quality Management
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Each topic is discussed in detail below.

Scope and Cost Management

We will include in our planning:
1 Regulaiscope alignments with you or the client
1 Establishing mechanisms that help facilitate identification of changes to our scope and
analyzing their impacts
f Mechanisms for documenting scope changes and identifying the communications protocols
for communicating and gaining approval for any scope change prior to executing work on
any new task(s)

These all have an impact on cost. In addition to scope, schedules will be managed to ensure that we
meet the due dates of the project where deviations usually also affecting cost.

Schedule Management

JANUS always works from a detailed project plan that provides the tasks timeline, and resources for our
work on the project. Within our planning we establish protocols for schedule management including:
1 Frequency ofchedule updates
1 Process for creating schedule updates including clear roles and responsibilities between our
team,the State and other applicable stakeholders
1 Protocols for communication of schedule status or changes or approvals

Human Resources Management

Human resources management is critical to our ability to properly align the appropriate skill sets with
project needs. This will be true for this project also where we will need to provide subject matter
professionals witlregulatory compliancsecurity knowledge. We will discuss ongoing needs, as part of
our planning, including the following:
1 Refinement of the organizational structure offered within this proposal based on input and
feedback from you
1 Clear definition of roles and responsibilities within the engagement in coordination with the
scope and objectives section of the project
1 How we will manage staff changes (if any)
1 Mechanisms, including communication channels for you, for handling any perceived
potential performance concerns

Communications Management

We believe that to be effective in our role, it will be important to define clear communications protocols
to provide mechanisms to:

1 Report status including establishing templates

1 Communicate status of scope, schedule, progress, and budget

{1 ldentify tools for project tracking

In this element, we also manage education and awareness of your staff, when possible. JANUS always
St O2YSa 2dzNJ Of A S-yide O colsiiitants To beiter undetskihd whatt veeydd During
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assessments and reviews, we also offer briefings each day to help their personnel follow where we are
in the process, what we are discovering, and to allow them to ask questions to increase their knowledge.

Risk Management

It is important for our team to manage risk within the project. Examples of these risks might include the
need to adjust work plans and schedules in response to unforeseen challenges. As a result, we manage
possible risks of our work. The approach we inludes a sistep framework process of Plan, Identify,
Analyze, Respond, Track, and Communicate. Our team determines risks that will be reported on,
through any interim reports. Our goal of risk reporting is to identify risks, and report on themtgrio

their conversion into issues. A sample risk issues log is presented below:

Total Issues
16

Closed Issues

Moderate
3

This summary is supported by details behind each of the issues (see below):

Third Party Response
Status:Open Level of RiskModerate Stakeholder:(name)

Description: the [redacted] vendor is not responding to repeated requests for information dee
important to the project.
Action(s): Escalated to [redacted] management.

Secure Communication

This project will require sharing confidential information. JANUS avoids using email attachments
whenever possible, especially when confidential reports are being shared. To that end, JANUS will
establish a secure portal dedicated to this project. QAIKNUS team members and duly designated
Statestaff will have access to the portal. The portal is protected by advanced encryption and access
controls.

Status Meetings

The purpose of these periodic meetings is to report on tracked project schedules, project milestones,

logistics, and any metrics associated with project progress. At denigh actual issues and

observations progress against project tasks will alssHaged during the meeting. To be respectful of

LIS2 L)X SQ&a G4AYSZ 6S NBO2YYSYR (KIiG (GKSasS YSSiAiAy3a o
invited as needed according to the phase of the project or task.

2. Discuss your experience with collaborating with the Project GovernancdBgdy G KS { G GSQa t

including how you will incorporate feedback aglidection. Describe how you will work cooperatively
and effectively with theAME PMO and AME Module Vendors
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JANUS provides regular status meetings and updates to our clients, based on whatever cadence they

require. In this, their Project Governance Body has input, can ask questions, and gather information on

the status of the assessment and its progress on meeting dates. Our client PMOs are in regular contact

with our highly experienced project managerfRan & G F FF 'y R FSSf FTNBS (G2 O2yil
management chain to discuss topics of current interest, request additional information, or institute a

contract query, as well as any other topic.

3. Describe your approach to managing the project documentation. This simclude, at a minimum, a
discussion regarding the repository that will be usedtimre and share project documentation and the
approach to ensuring proje¢éam members use the repository, maintaining documents, document
security,repository backup, and transition of ownership at the end of the Contrpgetiod.

JANUS utilizes a secusemmercialportal, Suralinkio both gather artifacts needed for the assessment
and to deposit deliverables. This portal is established at the start of the project and is available only to

those whom the client requests have access. In addition, JANUS staff are equally contithitgaaty
the consultants working on this project have access.

All documentation is maintained in this portal so that we have adequate security controls around your
data (we will be happy to discuss details privately, outside of the proposal process).

All documentation is carefully backed up nightly with-sife storage. At the end of the project, many of
our clients request that we securely maintain their documentation. However, some request deletion of
all materials and we are able to accommodéteit

4. Discuss your deliverable development, submission, quality assurance, and review process, including
your standard timelines for deliverable reviews within the draft Project Management Plan and Project
Schedule.

Quiality Management

Quality is also part of our project management approach. As consultants to large organizations with
complex needs, we subscribe to the standards of true quality and we keep them foremost in our
dealings with clients. We believe that quality and informatsecurity and control are closely aligned.

How do we avoid quality neoonformance and encourage its opposite, conformance?

Planning

Quiality in the control planning process itself equates to results that are effective, efficient, and
proportional to the risk involved, no more (to ensure cost effectiveness) and no less (to ensure
compliance and adequacy).

Thorough planning and significant experience in the type of prej@gtarerequesting helps to avoid

the price of quality norconformance that has been shown to add so significantly to costs. With the
price of nonconformance for American business averagingd@9percent of costs (reprocessing, reruns,
unplanned service, etcis is a situation that is too expensive to continue. No better time exists to
ensure quality than in the planning phase.
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Review, Checking, and Audit

We stress in our daily work environments the precepts of review, checking, and audit, both for our
clients and ourselves. However, prevention is of even more value. We constantly stress prevention, and
we assist each other in reviewing and checking tgslesed towards prevention.

Input
We are proud to work in an environment where our employees are highly valued members of the team.
CKSNBEF2NBEZ SIOK AYRAGARdzZ f KrFra +y 2LAYA2Y GKIFG A&

The result of this structure has been that all our employees feel they are free to speak up about
potential problems before they become actual problems. No problem gets buried. The staff works hard
and commits long hours to their projects. However, teagh can clearly see the results of their
involvement.

We typically plan on a ten day review period for deliverables but can accommodate your needs, if
different.
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5. Provide a draft SCA Project Management Plan, Project Schedule, and Project Status Report template
to be used for AME module assessments.

Project Management Plan

MARS-E 2.2 Assessment

Statement of Work

Prepared for [REDACTED]

Prepared by:
JANUS Associates
1200 High Ridge Road
Stamford, CT 06905
203-251-0203

lll]‘
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Do 2

STATEMENT OF WORK

The [REDACTED] Department of Health Services has requested a security assessment of
[REDACTED] and a security and privacy attestation of compliance with MARS-E version 2.2
(MARS-E) requirements in preparation for its Authority to Connect (ATC).

The Annual Security and Privacy Attestation for the Affordable Care Act Information Systems
(Annual Attestation) is required by the Centers for Medicaid and Medicare Services (CMS) on an
annual basis to maintain [REDACTED] Department of Health Services [REDACTED] [REDACTED]
Authority to Connect (ATC). These activities include an independent security assessment of
selected controls.

The objective of the security assessment portion of the Annual Attestation is to review the
Minimum Acceptable Risk Standards for Exchanges (MARS-E), standards set-forth by CMS and
determine if applicable parties within the [REDACTED] ecosystem meet or exceed the compliance
standards set forth.

The [REDACTED] Annual Attestation/ATC Renewals typically run in three (3) year cycles. Each year
has a specific set of controls, identified by CMS, which need to be audited every year. However,
for this particular assessment, JANUS will perform our Year 3 work against a full set of security
and privacy controls identified in MARS-E, not simply one-third.

Scope of Work

The following describes the components which comprise the [REDACTED] eligibility and
enrollment system:
e [REDACTED] Worker Web and [REDACTED)] (Legacy online application)

e [REDACTED] (Salesforce), My [REDACTED]

e Approx. 130 Linux (SUSE/RHEL) Servers hosting [REDACTED] applications
e Salesforce Cloud

e DB2 and Oracle databases

¢ Informatica and Tableau reporting applications

e Primary Data Center—[REDACTED].

e Secondary Data Center—[REDACTED]

e Endpoints — System Admins

e [REDACTED] Mainframe application components

3 MARS-E 2.2 Statement of Work | CONFIDENTIAL - For the sole use of [REDACTED]
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The MARS-E security and privacy controls assessment per year is determined by CMS and is
published in the Security and Privacy Assessor Workbook (SAW). JANUS will evaluate CMS
templates to ensure updates by CMS are included in the full Year 3 security assessment.

Approach

In preparation for this MARS-E assessment, the JANUS Project Manager will contact [REDACTED]
to request a project kickoff and discuss initial project timing as well as confirmation of the Year 3
security and privacy controls to be assessed and that are prescribed by CMS.

JANUS will work with [REDACTED] to structure the timing of the independent assessment to
ensure it meets CMS requirements for completion. JANUS and [REDACTED] have identified the
current year security and privacy controls required by CMS to be the full catalogue of controls.
JANUS will set up a project kickoff, schedule the assessment, and prepare for the project. When
the kickoff takes place, our team will discuss the year's scope with [REDACTED] and will develop
and deliver a request for a set of security and privacy assessment prerequisite artifacts, which
will define the requirements for assessing the [REDACTED] system. The assessment process will
follow that defined in the CMS publication entitled “Framework for Independent Assessment of
Security and Privacy Controls.”

This CMS publication outlines the assessment process (see below) with the following
deliverables and processes by JANUS:

* Prepare and submit Administering Entity Security and Privacy Assessment Plan (SAP)
o Qutline the tasks needed to complete the assessment
o Ildentify the timing for undertaking the assessment tasks
o Deliver the SAP to [REDACTED] for review and submission to CMS
s Perform Security Assessment
o Ildentify assessment requirements based on CMS guidance
o Gather, review, and store security and privacy control evidence of compliance
(artifacts)
o Conduct interviews with [REDACTED] stakeholders and subject matter experts
o Perform technical testing consisting of:
= Technical testing plan for full set of controls
= Rules of Engagement
* |dentify tools to be utilized
= Request [REDACTED] to systems identified for testing
®* Tests to be performed:
o Technical testing for security contrals
o Metwork and component scanning
o Configuration assessment

4 MARS-E 2.2 Statement of Work | CONFIDENTIAL - For the sole use of [REDACTED]
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Record assessment results in Security Assessment Workbook (SAW)
Hold periodic out-briefs to discuss outcomes and potential findings

» Reporting

o]
o]

]

Complete SAW

Complete Security Assessment Report (SAR) containing:
= Risk Level

= Finding (technical/non-technical narrative)

= |mpact of finding

= Description of finding

* Recommended corrective action

= Standard (CMS requirement)

Deliver executive summary

* (Close assessment

o

Transition assessment materials to [REDACTED]
= Control evidence (artifacts)
*  Working papers

= SAP
= SAW
= S5SAR

DELIVERABLES

JANUS will review CMS available documentation and utilize the version of all CMS documents
and templates required for the completion of a Security and Privacy Assessment for each
assessment year (as provided by [REDACTED] [REDACTED]). Prior to the assessment, JANUS will
verify with [REDACTED] that the documents and templates that have been identified are the
correct versions.

SAP — Security Assessment Plan. Using the CMS developed Security Assessment Plan template,
JANUS will prepare and deliver for review, the SAP to [REDACTED] prior to the agreed-upon
assessment start date (if the project start date allows for such timing).

SAW — Security Assessment Workbook. The Security Assessment workbook template as defined
by CM5 will be updated throughout the assessment process and the fully completed workbook
will be delivered to [REDACTED] at the conclusion of the assessment and before project close-

out.

SAR — Security Assessment Report. The Security Assessment Report is to be used to identify and
report any assessment findings. Findings will be presented in a technical and non-technical
manner where appropriate. SAR reporting will follow the most recent CMS template and identify
assessment findings with a Met, Partially Met, Not Met status as appropriate. Further, a risk level
will be assigned for each finding and all findings will include a technical and non-technical

5 MARS-E 2.2 Statement of Work | CONFIDENTIAL - For the sole use of [REDACTED]
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narrative explaining the findings status and risk. The SAR will be delivered to [REDACTED]
review and subsequent submission to CMS.

JANUS will provide an executive level summary of the security assessment work and results.
The summary will include:

Scope of the assessment
Timelines of the assessment
Key project milestones

[a]
o]

summarizing planned and actual date metrics
an explanation for late milestones

Assessment results
Lessons learned with recommendations for improvement

PrOJECT MANAGEMENT

For this assessment, JANUS will follow the PMBOK structure (Project Management Book of
Knowledge).
JANUS will organize the project into the following components:

Project Initiation

o
o
o]
o

Draft and completion of SAP

Deliver SAP to [REDACTED]

Receive approval from [REDACTED] to move forward with SAP
Project kick-off

Project Planning

[a]
o]
o]

Document/evidence request
Testing Rules of Engagement
Interview schedule

Project Execution

]
o]
o]
[a]
o]

]

Review provided evidence, follow-up on any missing evidence
Conduct interviews with stakeholders and subject matter experts
Analyze assessment control requirements for the year's tasks
Perform technical testing

Document findings and outcomes in SAW

Subsequent evidence requests

Project Monitoring and Contral

]
o]

Status meetings
Status reports

Review [ Report Phase

O

Complete SAW

& MARS-E 2.2 Statement of Work | CONFIDENTIAL - For the sole use of [REDACTED]
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Develop draft SAR and deliver to [REDACTED)]
Request/Receive feedback from [REDACTED] on SAR draft
Finalize SAR
Deliver final SAR and SAW to [REDACTED]

o Provide executive summary
s Project Closure

o Provide all documentation per client requirements

o Provide final status report

o Provide evidence of erasure on vendor storage

o o 0 o0

Stakeholder Management

JANUS will work with [REDACTED] to determine stakeholders and identify single points of contact
for each stakeholder. Stakeholder communications elements will be identified that are designed
to uncover risks as early in the project as possible, thereby enhancing project experience and
increasing overall success. We will be especially watchful of stakeholder activities that are
needed so that we can prevent project slowdown and ensure that CMS dates can be met with
high quality deliverables.

Status Reporting

JANUS will provide weekly status reports throughout the engagement. Status reports will be
delivered in a mutually agreed upon written format including, at minimum:

* Reporting period

s Milestone with status indicators of red, amber, and green (RAG status example below)
= Issues or risks (to bring awareness and/or escalation)

* Accomplishments (completed items) from previous status reports

* Anticipated tasks and accomplishments for next reporting period

» Deliverables status (pending / in process / complete)

Scope Management

JANUS and [REDACTED] will establish a mutually agreed upon process to identify and document
scope changes should they occur. Scope changes may affect cost and will be accounted for in a
change order process.

7 MARS-E 2.2 Statement of Work | CONFIDEMNTIAL - For the sole use of [REDACTED]
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Schedule Management

JANUS works from a detailed assessment plan (SAP) which identifies tasks, timelines,
dependencies, and staff resources that guide our activities. Within the project plan, JANUS will
establish protocols for schedule management including:

e Frequency of schedule updates;

e Process for creating schedule updates; and

e Protocols for communication

e Reporting calendar

Quality Management

Quality is also part of JANUS’ Project Management approach. As consultants to organizations
with complex needs, we subscribe to the standards of true quality and we keep them foremost
in our dealings with clients. Our work product moves through two (2) levels of peer review prior
to being delivered to the client in draft.

Resource Management

JANUS is providing staff with appropriate experience and skills to supervise, manage, and execute
the project within the overall contract. The management structure includes an Oversight
Executive, a Project Management Leader, and a Technical Lead. The single point of contact for
development of the SOW and performance of this project for CMS is your Project Management
Lead, REDACTED.

Project participants are appropriately credentialed professionals (resumes and certificates
available) with extensive experience in Federal standards (variety of standards) and healthcare
assessment needs. All have multiple years of experience, ranging from ten (10) to over twenty
(20) with their primary duties during the past five — ten years primarily being security
assessments.

As new staff enter JANUS, they are trained in this structure of assessing and reporting.

In addition to our typical management tools of MS Project, Excel, and Word, we have many
technical tools that we bring to technical testing of projects as needed. A selection of our current
favorites includes the following (however, we also have over a hundred to bring to any specific
needs):

e Discover ~ Used for reconnaissance and discovery of Internet-facing information systems.

e Nmap - Used for discovery, enumeration, network scanning, and vulnerability scanning
of all types of information systems.

e Egressbuster — Used to check egress filtering and identify what, if any, ports are allowed.

8 MARS-E 2.2 Statement of Work | CONFIDENTIAL - For the sole use of [REDACTED]
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+ Tenable Nessus Pro — Used for enumeration, network scanning, vulnerability scanning,
and validation of vulnerabilities for all types of information systems.

+ Metasploit Framework — Used for vulnerability scanning, vulnerability validation, and
penetration testing, to include validating and/or exploiting identified vulnerabilities.

* Crackmapexec — A post-exploitation tool that helps automate assessing the security of
large Active Directory networks.

s Incognito — A security assessment tool that can allow a remote user to escalate domain
privileges.

* PsExec — A light-weight telnet-replacement that lets the user execute processes on other
systermns, complete with full interactivity for console applications, without having to
manually install client software.

e Custom Scripting — Scripts developed and/or downloaded to validate and/or exploit
vulnerabilities.

+ Kali Linux Distribution — A suite of testing tools used to validate and/or exploit
vulnerabilities.

+ Operating system commands — Cormmand Line Interface commands used to discover,
enumerate, and query information systems; and to validate and/or exploit vulnerabilities.

+ Manual exploits — Manual verification, validation, and exploitation of vulnerabilities.

* Burp Suite Pro — A Web application vulnerability scanning, and penetration testing tool
used to validate and/or exploit web application-related vulnerabilities.

= Weblnspect/Netsparker/ZAP — An automated web application vulnerability scanning
tool used to identify and/or validate web application-related vulnerabilities.

JANUS has additional staff available who can take on other tasks, as assigned. JANUS also has
relationships in place that allow JANUS to bring on additional staff quickly and have processes
such as mentoring that speeds their training in the JANUS assessment methodology, which is
based on the CMS standard. Replacing staff is also built into our general management planning
and thinking and this strategic planning allows us to have additional skilled employees available
who can be shifted to meet immediate needs if required. Therefore, we will have people who
are experienced who can step in and be up-to-speed very quickly (this fact is enhanced by the
twice-weekly project staff scrum in which the status of each in-process project is discussed
between the consulting staff).

Current assignments for this project include:

TeEAM ROLES AND RESPONSIBILITIES

* Patricia Fisher — Executive Oversight
e [REDACTED] - Project Management / Assessor
s JANUS Assessor — Assessor

9 MARS-E 2.2 Statement of Work | CONFIDENTIAL - For the sole use of [REDACTED]
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* JANUS Assessor — Assessor
e JANUS Tester — Technical Tester
e JANUS Tester — Technical Tester

RACI Matrix

Task [ Staff Patricia REDACTED Assessor Assessor Tester Tester
Fisher

Project

Management

Communications

Assessment of
security and
privacy controls
Technical
Testing

Record
outcomes (SAW)
Draft Findings

Draft Report
(SAR)
Finalize SAW
Finalize SAR

Executive
Summary

Key:

R = Responsible
A= Accountable
C - Consulted

| = Informed

Utilization of State Staff/Resources

When a project is agreed to, specific items are regularly needed with which to carry out the
project. Sometimes, clients do not attend to these details until the project has already begun
and in such situations, the amount of assessment or consulting contemplated in the project
becomes difficult to complete. We want you to obtain the most for your expenditures.
Therefore, although not difficult to produce, JANUS does have the following needs:

[REDACTED] to Staff

* [REDACTED] project manager. This person will have extensive interface requirements
with JANUS, estimated up to one-quarter time.

10 MARS-E 2.2 Statement of Work | CONFIDENMTIAL - For the sole use of [REDACTED]
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* Adequate [REDACTED] to management and other key stakeholders for consultation and
interviews. Very little of these people’s time will be taken, but some contact will be
necessary.

» [REDACTED] to technical and system programming staff (if needed) during the length of
the project (if they need to shadow our staff or perform technical testing while we watch)
—amount of time depends on the testing needed.

* [REDACTED] to staff who may need to be identified for interviews during the length of the
project (approximately one hour each).

*  Periodic status meetings and reading reports — anticipated to be approximately one hour
per week.

* Immediate [REDACTED] on a part-time basis to a [REDACTED] staff liaison person
providing interface capability to assist with guestions (when needed), contact with
appropriate staff, etc. (low level of support) and establishing schedules. This is typically
one-fifth to one-quarter time unless the person wishes to shadow our team to increase
knowledge.

= During artifact gathering we are dependent on [REDACTED] staff for completing this task.
Therefore, depending on how well-organized [REDACTED] documentation is, this will
drive the amount of time required.

Logical and Other [REDACTED]
* Letter of Authorization to [REDACTED] and test systems (format provided by JANUS when
and if needed for technical testing in the project).
* |IP addresses relevant to project;
= User IDs/passwords for applications/operating systems (if needed);
* Authority to [REDACTED] network components and operating systems (as needed); and
* Relevant documentation such as policies and procedures (if needed).

Office Space/Physical Needs (if on-site [ PE Family)

» Identification badges, or equivalent should be available on arrival (if needed);
* Telephone connectivity;

* Lockable cabinet for documentation; and

*  Workspace in which to wark when on-site.

ProJecT Risk / RISk MANAGEMENT

JANUS tracks project status and risks to established timelines and key milestones. The approach
we use includes a six-step framework process of Plan, |dentify, Analyze, Respond, Track, and
Communicate. Our team will identify risks to be reported and convey the same to [REDACTED]
stakeholders and project management. Our goal of risk reporting is to identify risks, and report
on them prior to their conversion into issues.

11 MARS-E 2.2 Statement of Work | CONFIDENTIAL - For the sole use of [REDACTED]
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A sample risk issues log is presented below:

Closed Issues

This summary is supported by details behind each of the issues (see below).

Third Party Response
Level of Risk: Moderate Stakeholder: (name)

Description: the [redacted] vendor is not responding to repeated requests for information deemed
important to the project.

Action(s): Escalated to [redacted] management.

CoMMUNICATIONS MANAGEMENT

JANUS will create all documents and deliverables in software that aligns with [REDACTED]-
standard available software. JANUS will ensure that all artifacts collected, and work products
created as part of the Security and Privacy Assessment process, will remain the property of
[REDACTED]. JANUS will utilize a [REDACTED]-designed repository (or the JANUS Portal, as
desired by [REDACTED]) to store project management documentation, document requests,
assessment artifacts, control evidence, and work products. Outside of the sharing of sensitive
information, JANUS and [REDACTED] project management will mutually agree upon a meeting
schedule and cadence to communicate project status. Project meeting results will also be
deposited in the JANUS or [REDACTED] Portal for delivery to [REDACTED].

Upon completion of the assessment, JANUS will transition to [REDACTED] all artifacts collected
and work product created, including drafts, for each engagement and then destroy all copies of
these documents JANUS may have within 90 days, if requested.

12 MARS-E 2.2 Statement of Work | CONFIDENTIAL - For the sole use of [REDACTED]
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TIMELINES

The following is the agreed-upon timing for project elements:

Activities MARS-E 2.2
Full catalogue of Security and
Privacy controls assessment
Security Assessment Plan (SAP) Delivered to [REDACTED] No later than
DATE
Test plan / Rules of Engagement DATE
Identify CMS assessment requirements DATE
Project Kick-off DATE
Document Reguest DATE
Assessment DATE RANGE
Document review DATE RANGE
SME interviews DATE RANGE
Technical Testing DATE RANGE
Security Assessment Worksheet (SAW) DATE RANGE
Security Assessment Report (SAR) DATE
Findings DATE
Risk Rating DATE
Recommendations DATE
Executive Summary DATE
Costs
The table below provides an estimate for the number of hours and costs for the full controls
assessment.
Assessment Year 3
Full controls assessment
Estimated Hours [REDACTED]
Fixed Cost [REDACTED]

13 MARS-E 2.2 Statement of Work | CONFIDENTIAL - For the sole use of [REDACTED]
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END OF DOCUMENT

14 MARS-E 2.2 Statement of Work | CONFIDENTIAL - For the sole use of [REDACTED]
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Project Schedule - Sample MARS -E Project Plan

Task Name
SampleMARSE Assessment ProjeeYearly Plus 1/3 of controls
Begin project
Planning
Planning Activities
Draft CMS Security Assessment Plan (SAP)
Draft test plan- rules of engagement
Draft test scripts
Complete test plan for State review
Review with State
Clarify project planning
Initiate Project

Set up project in portal
Prepare for project kickoff
Hold project kickoff
Tailor Assessment Plan for CMS review
Submit Plan to CMS
Receive CMS approval
Project management

Assessment

Initial examination of current security processes and practices/
solutions

Prepare initial detail document request
Submit document request
State gathers documents
Receive documents
Review documentation
Customize questions
Discuss questions with State
DHS Application Assessment (full)
Request evidence
Study evidence provided to develop areas for questions
Interviews
Discuss potential interviewees with State
JANUS works witthe State to schedule interview dates

State schedules interviews
Hold interviews (max 12), produce analysis of notations
Formulate second round of questions
State schedules interviews
Hold additional interviews (2); do folloups
Technical Review

Work
631.1 hrs
0 hrs
42 hrs
21 hrs
6 hrs
4 hrs
4 hrs
4 hrs
1hr
2 hrs
21 hrs
1hr
4 hrs
4 hrs
6 hrs
0 hrs
0 hrs
6 hrs
556.1 hre

92 hrs

4 hrs
1hr

0 hrs
0 hrs
80 hrs
6 hrs
1hr
341.1 hre
4 hrs
20 hrs
35 hrs
2 hrs
4 hrs
0 hrs
24 hrs
1hr

0 hrs
4 hrs
38 hrs

Start
Mon 9/8/25
Mon 9/8/25
Mon 9/8/25
Mon 9/8/25
Mon 9/8/25
Tue 9/9/25
Tue 9/9/25
Tue 9/16/25
Wed 9/17/25
Wed 9/17/25
Wed 9/17/25
Tue 9/30/25
Tue 9/30/25
Tue 9/30/25
Wed 9/17/25
Thu 9/18/25
Thu 9/25/25
Tue 9/30/25
Tue 9/30/25

Tue 9/30/25

Tue 9/30/25
Wed 10/1/25
Tue 10/7/25
Wed 10/8/25
Thu 10/9/25
Thu 10/16/25
Thu 10/16/25
Fri 10/17/25
Fri 10/17/25
Fri 10/31/25
Tue 11/4/25
Tue 11/4/25
Tue 11/4/25
Tue 11/11/25
Wed 11/12/25
Mon 11/17/25
Wed 11/19/25
Thu 11/20/25
Tue 11/4/25

Finish
Fri 12/19/25
Mon 9/8/25
Tue 9/30/25
Wed 9/17/25
Tue 9/9/25
Wed 9/10/25
Tue 9/9/25
Wed 9/17/25
Wed 9/17/25
Wed 9/17/25
Tue 9/30/25
Tue 9/30/25
Tue 9/30/25
Tue 9/30/25
Thu 9/18/25
Fri 9/19/25
Fri 9/26/25
Tue 9/30/25
Fri 12/19/25

Fri 10/17/25

Wed 10/1/25
Wed 10/1/25
Wed 10/8/25
Thu 10/9/25
Thu 10/16/25
Thu 10/16/25
Fri 10/17/25
Wed 12/3/25
Fri 10/31/25
Tue 11/4/25
Fri 11/21/25
Tue 11/4/25
Wed 11/5/25

Wed 11/12/25
Mon 11/17/25
Mon 11/17/25
Thu 11/20/25

Fri 11/21/25
Tue 11/11/25
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Review of scans /pen tests
Analyzing web application technical results as provided
Control Families Review
Testing of control families
Followup of issues
Analysis of control familiesSecurity Assessment Worksheet
Compliance review
Reporting
Prepare report deliverable
Develop general recommendations

Security Assessment Report (SAR)epare risks/recommendation
deliverable

QA and submit draft assessment
Set up meeting to discuss
Meet with State
Clarify issues
QA and submit final assessment
Prepare SAW (POA&M) deliverable
Prepare attestation
Assist in facilitating with CMS
Project Management
Management
Status meetings/minutes

16 hrs
22 hrs
244.1 hre
60 hrs
8.1 hrs
36 hrs
140 hrs
123 hrs
65 hrs
16 hrs

28 hrs

4 hrs
1hr

3 hrs
8 hrs
5 hrs
28 hrs
16 hrs
14 hrs
33 hrs
25 hrs
8 hrs

Tue 11/4/25
Thu 11/6/25
Tue 11/4/25
Tue 11/4/25
Fri 11/14/25
Mon 11/17/25
Fri 11/21/25
Fri 11/21/25
Fri 11/21/25
Fri 11/21/25

Thu 11/27/25

Mon 12/1/25
Thu 12/4/25
Mon 12/8/25
Mon 12/8/25
Fri 12/19/25
Tue 12/9/25
Fri 12/12/25
Tue 12/16/25
Tue 9/9/25
Tue 9/9/25
Tue 9/9/25

Thu 11/6/25
Tue 11/11/25
Wed 12/3/25

Fri 11/14/25
Mon 11/17/25

Fri 11/21/25
Wed 12/3/25

Fri 12/19/25

Fri 12/19/25
Mon 11/24/25

Mon 12/1/25

Tue 12/2/25
Thu 12/4/25
Mon 12/8/25
Tue 12/9/25
Fri12/19/25
Fri 12/12/25
Tue 12/16/25
Thu 12/18/25
Mon 10/27/25
Wed 10/22/25
Mon 10/27/25
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Project Status Report
=JANUS
Status Report: [project name]
Date [date]
Contract number RFQ, »o00x
Project Sponsor 00O M OO0 KA K
Primary Customer OISO M SO MO KHK K
Contact

JANUS Project Manager 0000000000000 0000 K K

Project Status Summary
[Insert high level summary]

Schedule Summary

The schedule as presented in the amended Statement of Work (SOW) included the following:

¥ Task 1.0 — Project Management Plan - submitted

Task 1.1 = xooooooooo — submitted

Task 1.2 — x0000000000000000000000x — submitted

Task 1.3 = 00000000000000000000000000000000x — [date due]
Task 1.4 — 00000 oooonnnoonnoenonneoon — [date due)
Task 1.5 = Close out letter — at completion of project

AN NN

Staffing Summary
Staff who have been working on the current tasks include:

¥ [mames, titles of each staff person)

Financial Summary
This project is a [type of pricing] project and is [on budget, etc.].

Deliverables MName Milestone Timing Budget Percent Comments
Date Complete
Task 1.1 HIOKHNK *5/30/20xx  Ontime On budget  100% Final Report
Submitted

71



State of Arkansas, Department of Hunaervices JANUS Associates

Securityand PrivacyControlAssessmets for the Arkansas MES June20, 2025
Task 1.2 WIODOOHK *6/30/20xx  On time On budget  100% Final Report
Submitted
Task 1.3 HIODK KK 9/15/20xx Drafting On-budget  S0%
document
Task 1.4 WDKK 927/ 20xx In early On-budget 5%
stages
Final Close Qut Letter 12/5/20xx Mot started

* Note - milestone date moved back from plan due to delayed start of project
* Green signifies — on-time; yellow indicates an issue; red indicates risk

Project Time Summary
Staffing hours expended to-date ([period of time being reported] for the project are as follows:

Staff Name TaskType

All Tasks Project Document Interviews Analysis Reporting TOTAL
Management Review (by
Person)

[name]
[name]

[name] - - -

[name]

[name]

[name]

[name] -

[name] -

TOTAL (by Task Type)

Meetings Summary
During the period the following meetings were held:

Date Topic Attendees
6/24-25, 20xx
6/25
B/26-6/28
7/18-24
7/29
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7/30

8/5

8/29

Project Details, by Tasks, Subtasks, or Milestones

Task 1.1 : }0000XX

Completed Tasks

Task
Kick Off meeting
Executive Kick Off meeting
Initial data gathering

Initial stakeholder
interviews

Project Management Plan

Follow up — supplemental
data and data clarification
reguests

Draft Report submitted

Issues and Project Risks

[ltems to be included]

Task

Final Report for submission

Responsible Person
[name]
[mame]
[mame]

[mame]

[mame]

[name]

[name]

MNext Tasks and Action Items

Responsible Person

[name]

Due Date
March 8, 20xx
March 26, 20xx

April 5, 20mx
April 5, 20xx

April 12, 20xx
April 26. 20xx

May 18. 20xx

Due Date

June 11, 2013

Status
Completed
Completed

Completed

Completed

Completed

Completed

Completed

Status

Completed

Each task follows.....cc cniicaiennes

Submitted by JANUS Associates, Inc.

[mame], Project Manager
email
[telephone]
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E.3 RFP SECTIONS 2.10 REQUIRED VENDOR ACTIVITIES AND
DELIVERABLES

1. Describe your understanding of 45 CFR 164.522(b), NIST-S® B80. 5SMARSE 2.2 (or the latest
version), ARGMPE.

CKA&d A& GKS RSTAYAGADS adlkyRFNR GKFG NBIjdzANBa ¢
Act (or its own Health Exchange) to undergo a rigorous security compliance review and now, a

penetration test to ensure that adequate security coritrd I NB Ay LJX I OS 2 @SNJ ! YSNA
identifiable and health data. The annual assessment process can either incorporate all controls within
MARSE The new program (AGRMPE) will be moving closer to the NIST Cybersecurity Framework, as
opposed toNIST 8063, and has split privacy from security, as well as gathered all the governance

controls that were initially identified in their own family, along with several other newer control

families.

As security specialists, JANUS staff have been working with the HIPAA Security and Privacy Rule for many
years and our staff understands very well what is acceptable and what will create a problem. We also
understand well how to identify the issues wittdn exposure or compliance issue so that it is pertinent

to the Rule as well as how you can remediate your environment.

2. Describe your proposed security and privacy assessment methodolcegcto AME Module System.

You have requesteMARSE or AR@QMPE types of assessment and Penetration Tests of potential risks

YR @dztf ySNIroAfAGASEAD ¢tKS FaaSaavySyia akKkz2dzZ R Ay Of
that mightallow athreat to enter the infrastructureevaluatngthe seriousness of thaturrent threat

posture reviewingcomponentsfor the alility to access restricted areashecking that the network is

appropriately segmented to protect thaata, reviewing for known exploitgeviewing IT security
policies/procedures for compliance; and making recommendationsrast other items

The JANUS team has more thayears of experience conducting CMS security assessments (CMS calls
them Security Control Assessments (SPA8Izing the Minimum Acceptable Ri§lontrolrequirements

for data centers and applications aatso forproviding training for CM8gencyBusiness Owners and
security personnel. We also have extensive experience in applying the requirements of the CMS
Minimum Acceptable Rislafeguardgor Exchanges (MAHS to the needs anultiple state health
exchanges. In thigroposal we describe our comprehensive understanding of the requirements across
all of the Tasks, in alignment with the required MARS ARCAMPEProceses Planning Phase of
requirements collection and preparation; the Assessment Phase (encompassing controls, network,
configuration, and documentation); and the Reporting Phase of the analysis, with its documentation and
reports.

In preparation for the MAREBtype assessment, the JANUS team will receive approval of the scope after
discussion wittyour staff and will proceed to update and deliver a request for a set of security
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assessment prerequisite artifacts, whiefll form the base of the compliance portion of the assessment.
In this request, we will include
a. Administering Entity Security and Privacy AssessiREmt(SAPY; the SARs a template
provided by CMS and is usedduotline each task within the assessment and assign
resources as well amticipatedtiming for milestones duringhe assessmert so that CMS
can approve this prior to the project taking place (if that is a requirement for. you)
b. Documentation Request Listaligned to the NIST SecuvByivacyControl Families, to be
reviewed as part of the scope of the MAR&ssessment.
c. Logistics Requirements of the Tegrdentifying resources such as Internet/network
connectivityq as needed.
d. Introductory Meetingg the Prerequisites, Rules of Engagem@happlicable at the same
time), and approach, etc. are reviewed.

We will request certain documentation for the assessment. This phase of the process includes a policy
and procedure review and prepation for the review andesting, per the scope of the taskJypically,

this involvesabouttwo weeks of documentation review (dependent upon the amount of

documentation). This enables the JANUS team to develop the Draft Security Assdé3emetite Draft

Test Plan Meeting Minutes, and the FiSalcurity AssessmeRian(SAP) The SAPwill include tasks to
assess the completeness, depth, and appropriateness of the sépukigcy surrounding then-scope
applicationand/or infrastructure

JANUS actually developed the fornaaitd measurement scale fMARSE assessment findings for CMS
As a result of our extensive experience with these reports, we are exceptionally skilled at what CMS
wants to see for findings and reporting. Wiederstandhow to prepare these findingsetter than

anyone else awell asvhat recommended corrective actioresach areaneeds.

Manual Analysis

While our securitiprivacyassessments do include known vulnerabilities and utilize automated fmols
early activities our consultants also seek to go far beyond this by looking at complex interactions
between diverse segments of the applications, infrastructure, and other network comporneating a
penetration test lacker methodologies are considered and are examined carefully to determine the
likelihood of exploitation by past and present employesswvell as outsidersHowever, the ability for
authorized individuals to circumvent processes is also a focus area where analysis will occur because this
is a rapidly growing issue.
Preliminary Actions
We will work withyour staffto schedule the posaward conference/kickoffas appropriately scheduled
During this teleconference, we would like to suggest that, at a minimum, the following actions are
covered:

1 Review terms of the project;

91 Verify project scope and deliverables;

9 Identify business drivers and service capabilities;
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1 Arrange for necessary access permissipas needed;

1 Arrange for letters authorizing technical testing, if not already completed (allowing access to
systems for JANUS consultants during the technical tesgirighis is to be undertaken at the
same time

Review the Statement of Work to finalize the timing of our work;

Agree upon reporting and communications methods;

Discuss anticipated impact (if any) of the assessment/testing;

Identify technical and other documents required by JANUS (depending on availability);
Introduce JANUS and project staff and review roles;

Exchange contact information;

Discuss automated tools to be used in the engagement; and

Other logistics and items relevant to the assessment/testing.

=A =4 =4 =4 -4 4 A 9

In addition, because we work from a documentestessmenplan that is designed to offer consistency
and thoroughness, we will produce this documentation during the earliest phase of the testing. This will
be discussed witllouto ensure its focus and accuracy.

MARSE/ARCAMPE Focus

We are HIPAA and MAESexperts, and our staff provides these types of assessments every week of our
work lives. V@ may use some technical tools, but the main process focuses on assessing your processes
and controls in place through document examination, interviews, and verification of controls. The last
phase of this is something JANUS has been doing for years, athiédtevendors. Our staff examines the
electronic environment to alsweerify eachinitial control andfindingthrough technical examinatioto

determine ifit truly complies with MARE requirements This is a major differentiator between us and

other firms.

MARSE is a highly controlled type of assessment where CMS releases expectations for the participating
states, provides templates that are acceptable to it, defines terms and expectations, and most critical of
all, requires that each state submit delivelab that are acceptable to CMS. With a specialty in MARS
assessments over many years, JANUS understands each of the requirements and has worked extensively
with CMS over many years successfully to provide completed assessments.

CMS has specific requirements for MAR&ssessments. It has always focused on compliance with
itemized control elements grouped into families of controls. However, just recently CMS has added the
need to perform a supporting penetration test, an elemémt JANUS has long promoted in our work

with CMS as the only way to verify that MAR8ata are secure and privately held. Among the many

tasks that JANUS has performed for CMS are penetration tests for the Agency itself as well as for a wide
group of s healthcare vendors, states, and private healthcare organizations, along with many other
tasks supporting CMi&elf.

For the assessment, we will prepare an initial project plan with anticipated deadlines and tasks after an
early discussion with you about the overall project. We will then ask you to review that schedule. Once
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agreed upon, we will begin to prepare the Clé8nat Security Assessment Plan (SAP) for submission to
you. CMS has requirements for dates associated with the submission of this document. They typically
want about a month to review your SAP, if that iquged. We will work with you to achieve this goal.

Once the SAP is approved, we will move fully into the core of the project. This will require the review of
documents, setting up interviews on an expedited scale to meet your needs (that we will ask you to
assist with since we have found that when a ventlies to set up interviews, state staffs do not

respond timely), conducting interviews, documenting the results into the €vigat tables, and

completing both the Security Assessment Report (SAR) and the Security Assessment Worksheet (SAW),
both of whid are required deliverables for MAEESassessments. If you need to meet with CMS to

explain any findings, we will be happy to assist and support you.

After your feedback, we will finalize the SAR and the SAW and submit the documents to you in
completion of the assessment process.

3. Describe your plan for conducting vulnerability scans, configuration quamstration testing,
interviews, control assessments, and artifact reviews.

Security and Privacy Assessment Plan (SAP)

The following table details the approach that JANUS developed with CMS between 2001 andtB@12 as
CMSsecurity contractodesignatedo perform MARSE, 912, FISMA, and general security assessments.
Our work will be in accordance with the current version of @S Policy for the Information Security
Program (PISPthe CMS Information Security (IS) Testing Approach, Minimum Acceptable Risk
Safeguards for Exchanges (MARSE version 2the Acceptable Risk Controls for Affordable Care Act
(ACA), Medicaidind Partner Entities (ARKMPE}RNd theCMS IS Reporting Standdiod preparing,
conducting and reporting tests as well as the other required documents (or whatever alternatives you
wish) required by CMS. The assessment will be performed in three phases: Planning, Assessment and
Reporting.

Planning

During this Phase, we will also need to determine the boundaries dhteeopeenvironment as they
apply toyour environmentand what any inherited controls are. We have extensive experience in doing
so in a CM8ompliant environment.

Planning Phase . .
i g Detailed Description
Activities

Preliminary A Preliminary Discussion Conference Call will be scheduled, which dahgugantswill
Discussion attend. All pertinent stakeholders will be requested to attend, and $tateproject lead (or
Conference Call 'business owner) and JANUS will discuss the nature of the testing for the scope. A tentat
schedule will be established to include deliverables, future meetings and testing dates.
Review The Business Owner(s) of the various system elements will submit design documentatio
Documents (utilizing our guidance), the System Security Plan (SSP), the Information System Risk
Assessment (ISRA) and the Contingency Plan (CP) as well as desigh documents that ar
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Planning Phase . "
. g Detailed Description
Activities

available. Once these documents have been received, JANUS will begin develojpirejtthe
Security Assessment PIE®APas well as begin evaluating each document for completene

ElementaMaking | The controls to be evaluated and validated will be thoseafbin-scope controls All

Up the Controls. assessments prioritize controls for examination and in this, the following factors are
considered:

Each control 1. Sensitivity requirements of the system and/or application under review

category and the 2. Criticality requirements of the system and/or application under review

specific control |3. Business risks documented within the ISRA Report

within the 4. Technical risks documented within the ISRA Report

category. 5. Potential harm that may result if the control category is inadequate or ineffective
The actual prioritization of control categories will be system specific. These also depend
individual sensitivity and criticality requirements of the business function, the known busi
and technical risks, and the potential harm (in terms offficial loss, political damage, public
embarrassment, information disclosure, and legal consequencesjhbatatemight
experience.

Project How JANUS will communicate, provide quality deliverables, control risks, etc. will be des

Managementas in this document. This will be prepared early in the project.

Part of the SAP

SAHRnitial Work |For many yearghe JANUS team worked with CMS to produce the preferred Test Plan

(The detailed structure which documents the processes and procedures that should be used during ar

project work assessment. The Test Plan structure includes: the relevant test procedures, identifying tl

plan.) assigned/apped relevant tools, methods, and personnel to achieve the test objective. Th:
Test Plan structure also defines a progressive methodologyofoducting technical
verificationtesting (including penetration testing)ncluding the first phase of testing
conducted with minimal information and access as well as subsequent phases of testing
involving greater knowledge of the infrastructure components and increased access, als
1y26y | &GAYi dAURR RSB aaA 0SS YSIiK2R2t 23 amgyme2 |
involve simulated remote testing from the perspective of an unauthorized person outside
systeni. We have completed all the above typesAsisessmeniest Plans for CMS, as well
those that focus on the various Phases that CMS utilizes from the NIST security families
will continue to apply our broad understanding of how to preptresePlans in the CMS
format for your needs.

Test Scripts Test Scripts contain detailed criteria to be used in validating the implementation and

Development (in effectiveness of documented security controls according to NIST standards. The Test Sc

POA&M format) are designed to validate that the security controls documented within thevieeit System
Security Plan (SSP) and the Information Security Risk Assessment (ISRA) are implemer
configured, and operate as required wherever the test subject exists within the applicatic
cycle as well as that all appropriate technical, operadip and managerial controls are in
place. (This will be utilized in the Reporting Phase.)

Develop Draft  To meet the testing requirements a Lead JANUS Evaluator is designated for the assessi

SAP This Lead Evaluator develops the Draft Security Assessment Plan (SA® Btateusing the

" We do understand that there will be penetration testing in this project.
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Planning Phase . "
. g Detailed Description
Activities

Security Assessment Test Plan Template. Much of the information required to complete
SAP can be found in documentation received from the Business Owner (e.g., SSP, ISR/
CP), and information gathered from the preliminary conference call.

Draft SAFReview The submission of th8AHRs followed by theStateproject lead scheduling a DreBAP

Conference Call iconference call. The meeting is held to review/answer outstanding questions, and close
open action items, with the updates documented into the FBAP

Assessment Following the DrafSARconference calthe JANUS Lead Evaluator coordinates the technic

Team as well as management and operational requirements, to augment the Evaluation Asses
Team based on necessdiming.

Assessment The JANUS Lead Evaluator will prepare a list of documents that are needed to complete

Documentation assessment and provide these to the Business Owner througBtthé (pépject lead.

Request

Document Study| The requested documents will be provided to the JANUS Evaluation team and added to
FinalSAPWhere appropriatethe JANUS Evaluataill work with youto use existing scan
results from available tools, if available (e.g., nCircle, Nessus, etc.). We will use these sc
results as well as our own to review the scan configuration, ensure scans are credentiale
where applicable, and ensure scans includasdlets in scope during the Assessment Phas

Finalize and The output of the Document Study is tB&\R which must have all outstanding items from tt

DeliverSAP Draft SARconference call addressed, along with the JANUS team composition and Points
Contact (POCs).

Complete JANUS will review the design documentation, SSP, ISRA, and CP documents,

Document policies/procedures and conduct a detailed analysis of each to determine compliance wi

Review current implementation. The adequacy and completeness of these will be determined ba

on theappropriate control family guideline for each document. The detailed review
evaluations will be provided to th8tateproject lead and the Business Owner during the
FaasSaavySyd +d 1 YSSGAy3 GKIG F20dzaSa 2y
Readiness Revie Yourproject lead schedules the Readiness Review Conference Call before the assessm
Conference Call necessary, to ensure that all parties are ready for the assessment tasks areh@iging
open action items and questions have been addressed. JANUS will provide an agenda &
previous Meeting Minutes for distribution to everyone on the call.
Assessment The pre assessment preparation helps ensure the success of the assessment. The JANI
Preparations will work withyour staffto prepare, to include:
A Scheduling and holding an assessment team meeting;
A Scheduling interviews;
Al 2y FANNYVAYI GKIG GKS S@lfdad GAzy GSHY K@
documents;
A Establishing and testing the testing accounts that will be used during the assessment;
A Generating interview questions based on the latest CMS guidance (or to the version t
which you must adhere, if not the most current) and system documentation received,;
A Assessing the usefulness and appropriateness of prior reports and considering any
significant findings reported by the other auditors or experts;
A Reviewing the JANUS team lead checklist for important dates; and
A Scheduling technical writer support with key dates for the report.
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Planning Phase . "
. g Detailed Description
Activities

FinalizedSAP To be submittedo the State and CM&s required.

Scanning and Penetration Testing

Externalandinternal penetrationare typically part of our MARE assessments and CMS has long had
L2 aAGA DS FSSRO I O.4Thdsetgezidf tedls deek fo Aetelding wiiatisémeone might be
able to do to obtain access to your network, and ultimately to this critical applicatiothe cloud or
on-premise, to be able to disturb or damage your business functions.

External Penetration Testing

At a time to be mutually agreed upaANU$onducsfocused external security testing of the public
network infrastructure to identify ports and services enabled which might allow us to teadh-scope
applications, servers, or other areas of the environment. In this testing, JANUS consultants seek to gain
as much knowledge as they can abthd in-scopelnternet presence and other services using resources
available to any technical person via the Internet.

JANUS typically utilizes two steps in the process. Firgiewierm scans in aattempt to gain access to
the network outside the perimeter by penetrating, or circumventing, protection mechanisms in-a non
destructive manner without being provided any informationtbg State To accomplish this, JANUS
anticipates that the testing will encompass at least the following:
1 Evaluation of IP address range
Internet vulnerability scanning
Lateral motion within the network
Internet firewalls
IoT devices
Web/Email server(s)
Other devices identified during testing

=A =4 4 4 -4 -4

It should be noted that our consultants might veer from the test plan to explore unexpected routes into
the network that may surface during the testing. From this testing, we will determine where
exploitation can occur and begin to document those possdsl

Approach

CKAA GSalAy3 0S3IAAyEyesShhtl Ki Sk Xy 36 (¢ 0S84 LVIMNy & K
examination, beginning with scanning, from outside, through the Internet witBtade-originated User

IDs or information; rather, we will operate initially utilizing only the predetermined IP ranges provided
byyouli2 F @2AR RA &G dzND A Yy JEyesTShEES NU LIINMER Iy A K | Ad& 2R/ 3500 NI KSR
target hosts are identified, and screen prints (as well as any other pertinent documentatiorakare t

during the testing to document vulnerabilities found.
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In this scenario, we typically receixe information regarding available information, User IDs,

passwords, remote access humbers, etc. except the IP address range, if agreeable (if not agreed to, we
will clear withyou every IP address discovered before attempting acgabss requires additional time).

Initial port scans and Internet research with appropriate tools determine what can be seen, what
services are running, what remote and live hosts we can identify @amdAch), and what can be
accessedthus providing initial information on vulnerabilities that may exist.

We focus on Internetacing security devices, and among other tasks, seek to discover the presence of
open ports and unneeded services, evaluate the devices and systems for possible configuration
errors/weak security settings, review the public networkw#y architecture and remote access for
potential weaknesses, and assess the resiliency to malware and malicious code. We will also examine
how network vulnerabilities might be exploited, as well as what we can access as unauthorized persons.

2 KAEY®sSlug GSadAy3d O2dAZ R 3I2 2y F2NJ 6SS1a o0APSPI || N
environment could spend as long as it would take to gather the information needed), from a

cost/benefit standpoint, we believe a limited engagement is more appropriate. ifetirangagement

gAftt aGAtf LINRPGARS | NBI f Anatyidldinfokriation aBduiite obScirS JA S &
pathways into the systems, nor will it simulate the view that might be gained by those who already have

some infomation (such as a disgruntled employee). It will, however, reveal most issues.

We will also request you to be cognizant of what activity your incident response team observes. If you
grhakKz ¢S gAftf aail Xbdmiesthy ioknSre dbBodSd try @ detetmdéiak JA (0 &
what level our activities are observed, and wdl véport this information in our deliverables. To

prevent being blocked from testing, we will work with thdS&testaff members whom you designate.

At the end of this cycle, activities and findings are documented, results analyzed to determine the level
of risk, and appropriate mitigation strategies developed. These are then integrated into the project
report.

Where possible, we will also seek to address the following (among other items), if they are able to be
determined as posing as an external tester:
1 Implementation flaws/code bugs that could open a vector to attack downstream application
software;
User authentication security;
Access control mechanisms;
Data communications integrity and confidentiality protections;
Session management protections against attacks such asmthe-middle, session hijacking or
session replay;
Cryptographic module integrity;
Adequate input validation protections against attack; and
f Presence of adequate auditing/logging of system events to preserveapudiation integrity
and assess the capabilities present to detect/alert on targeted attacks or malicious activities.

= =4 -4 =4
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In our technical testing, JANUS utilizes highly advanced penetration testimgvanidg tools that are
only available to backgrourchecked companies and government agencies in our testing, assuring you
of the latest available techniques to identify problems.

Manual Verification

Manualtesting andverification is an essential component of all penetration tests, to determine the

actual risk that a reported vulnerability may pose in the real world. Automated scans identify network
behaviors that are consistent with known vulnerabilities, but these scans will frequently misidentify

@dzft YSNI 0Af AGASAT LINBRaiOuiligeImuliipke toblsitGprekddtiadsessm@it gagsé W!
and false positives from occurring.

Also, automated scans produce lengthy reports filled with technical jargon and theoretical risks which
may not correspond to actudIARSEbusiness impacts. To prevent both these issues from occurring,
potential vulnerabilities must be inspected using manual methods to verify that the vulnerability is real.
No highquality penetration test is complete without this step and vendors whty usean appliance or
merely produce the results of scans are not doing so in your best interests but, simply iovtheiv get

in and out with minimal work and increased profits. JANUS does not take this approach. After each
vulnerability has been identified, it must then be verified (Step 2) and then, it must be further tested to
prove that it can actually be expled during an attack (Step 3). ThiSt&p JANUS process produces the
type of results that you can depend on to truly identify issues and obtain the practical insight needed to
prioritize risks and form action plans for remediatidhis the same struct@ on which we trained

Social Security Administration (SSA) and CMS personnel.

Depending on the specific risk, we examine how it relatemir MARSE environment overall and what

mitigating controls may be in place and operating. From this, we determine where the risk originates

and how broadly it exists. Many organizations scan the IP range and identify risks that may actually

relate to another locabn on the network or that may be false positivas’! b! { Q LINRPOSaa Aa (:
investigate false positives to determine if they are real. We do not leave this to the client. This

eliminates significant work thagouwould need to do after we completed our work if we did not take

on this task. Our mission to be your partner in security requires us to perform the full service, not

simply a portion of it.

As we discover and document exposures, we will also be cataloguing these as to the types of
recommendations that will provide solid remediation activities. This analysis is included in our risk
ranking, when we determine the easé-fix and work effort réings.

Acceptable risk is handled by our reporting the level of the risk and what the possible solutions to it
might be. You, as the business managers, must decide the level of acceptable risk that is appropriate to
your specific situation. We provide you witle information on which to make that decision.

In addition, if we discover additional areas that we believe need attention, we will also include them as
either risks or observations, depending on the method tifvet Statewishes, since they may be
considered oubf-scope.
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JANUS assesses toddlthe currentstandards and is expert on each of them. In addition, JANUS follows
our own weltestablished protocols to ensure a consistent process for our clients.

Standards

JANUS typically follows the MITRE ATT&CK methodology and structure for exploitation as well as the
Penetration Testing Execution Standard (PTES) for our penetration tests.

Assessment Phase T The Assessment

This phase of the assessment process involves approximately a number of days of assessment activities,
depending on the type of policy and procedure review and/or the technical testing of the assessment,
guided by the scope and the knowledge obtained fittvn documentation review. Working closely with

the State, JANUS will conduct a kickoff of the testing with the stakeholders, conduct the actual testing,
and provide daily briefings.

Assessment Detailed Description
Phase Activities P

Kickoff Meeting ¢ KS | adSaavYSyid o060S3aAya 6A0GK GKS aYAO12F7F¢
toremindallldr NI A OALI yida 2F GKS aaSaavySyidQa -bied
schedules, to introduce the assessment Evaluation Testing Team, and to address-amgugest
open action items. It is also the venue where State staff can provide JANUS with an overvie
the application components and its infrastructure.

Assessment ¢ KA & LRNIA2Yy 2F GKS ldaSaavySyid O2YLINRaSa
Following the preadefined assessment plan and test scripts, JANU&sgi#iss the implemented
security controls and identify threats, related vulnerabilities, and the residual risk to the
information system. Included in the assessment will be a documentation review, interviews
key stakeholders, and technical testing.

Assessment JANUS utilizes the skills of its testing engineers and @n-dpte kit of toolsand interview

Process documents many of which have been used at CMS and its contractors extensively and are
selected and applied depending on the particular needs of the specific test being undertake
Both manual and automated efforts are required to ensure that false results doawooiro
Operational controls can sometimes be verified through interviews, but technical verification
required. How an operational proceissplannedo work can be explained to the testing engine
by the client, but if it cannot easily be verifiealbe sure that it existthrough sight, it must be
examined technically. Managerial controls can most often be tested via interview; however,
are instances in which additional testing must be undertaken to verify that a control results i
technical solution. The interviewthat take place during the assessment process reflect how w
management understands its security requirements, how it implera¢nbse requirements, how
it deals with weaknesses, etc.

SAPRand Test | The execution o8APand Test Scripts is described in terms of Component Inventory and Mar

Script Execution Validationsof required elements, including the Plan of Action and Milestones (POA&M), the
Configuration Management Plan (CMP), the Business Agreement with Data Use Agreemen
Security Training Plan and training records, as well as other documents, Planssasdments
that are relevant to the assessment
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Assessment Detailed Description
Phase Activities P

Manual
Validation of
Documented
Controls

Assess
Implementation
of Security
Controls

JANUS has a thorough understanding of the necessity for manual validation of controls. Thi
Scripts contain detailed criteria against which the actual implementation and effectiveness c
documented security controls are measured. Based upon the gratibn of security control
categories, test procedures are conducted to confirm that the documented security controls
operate as expected and required. The prioritization of controls determines which control
categories are validated during the currentteSubject to the prioritization of control categorie:
the management, operational, and technical security controls implemented for the infrastruc
supporting the application or web service are validated.

Validation of management controls requires the review of documentation as well as personr
interviews. JANUS will validate the management controls, will review the risk assessment, <
planning, systems/services acquisition, and certification & atitaton documentation (if they
exist) to validate that the required documentation exists and that it is comprehensive and
accurate. This often extends to more than 200 documents. Personnel interviews supplemer
documentation review and enable JANUSI&termine how the documented processes and
requirements are followed and completed within the environment.

Validation of operational controls requires a combination of documentation review, personni
interviews, and manual testing. Manual validation is crucial to the methodology of ensuring 1
findings are actual problems, not simply false positives. Beybisdvalidation, certain control
categories, such as Physical and Environmental Protection and System and Information Intt
require additional manual testing to confirm that the security controls are implemented and
operate effectively.

Technical security controls are validated primarily through the execution of both automated
manual testing procedures and personnel interviews. To validate technical controls, JANUS
review port scans as available (or conduct our own), vulneralsiibns, and any password
discovery/cracking that has been domeaddition to other testsThe most effective and efficient
way, however, to validate technical security controls is to review the operating system (Winc
UNIX, Linux, MVS, etc.) or apation platform (Oracle, Apache, DB2, etc.) or AWS/Azure
configuration.

During the manual validation of documented controls, Test Script papers will be completed
sufficient information to allow another entity to replicate the testing efforts. For each test or
security check conducted, a pass/fail assessment will be redond the Test Script document.
The Test Scripts will be signed by the tester assigned to conduct the testing and by the syst
owner or stakeholder responsible for the security of the infrastructure component. Complete
Test Scripts serve as a written oed of the test process and acceptance of the test results.
JANUS will utilize the definitive standards to test operational, technical, and managerial con
GKAOK W!b!{ 46NBGS Ay adzLJL2NI 2F /a{3x Fa ¢
LINy OGA0Sa¢ LISNBRLISOGADS I YyRewFNRBY | YAYAYdzy
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Assessment Detailed Description
Phase Activities P

Documentation
Review

Interviews

PeriodicOut-
Briefs

All potential critical and highisk level findings are immediately discussed with the personnel

responsible for the control implementation, so any clarifications or additional information catr
provided andremediation efforts and plans can be discussed. Throughout the testing phase,
GSadAay3d SyairAySSNE gAff R20dzySyid GKS NBa&dz
Findings Worksheet, and Test Scripts.

We will review the provided documentation to validate that the required documentation exist
that it meets the criteria identified in the test scripts; and that it is comprehensive and accur:
its depiction of how the implemented controls provide thecessary safeguards. We will perfor
a review of security documentation related to the scope of the assessment, and will identify
document, at a minimum, any of the following conditions as a finding in the assessment rep

A Undocumented securitprivacy controls;

A Incomplete documentation for existing securftyivacy controls;

A Discrepancies between the documented controls and sedpritsacy requirements;

A Gaps between the securfiyrivacy control documentation and the required safeguards;

A Inadequate controls for the recommended safeguards; and

AS5Aa0ONBLI yOASa 0SiGeSSy AYLI SYSYGiSR O2yiN

We will analyze security control documentation against the defined assessment objectives i
test scripts to identify discrepancies between secuptivacy documentation and implemented
controls.

JANUS will conduct interviews with key staff members of the system support team to detern
how the documented policies and procedures are followed, recording the name and organiz
of the interviewee as well as the date, time and location of the witaw. The key point of the
interview process is to ensure that the processes conveyed by the interviewee are the same
processes that are documented for the information system.

After the first day of the assessment wogeriodicout-briefscan beconducted to review and ve
any potential findings. The assessment findings are combined from all evaluators and sorte:
risk level (High, Moderate, and Low) on the Assessment Findings Template. Potential i€igtic
findings are communicated as soon as they are found for verification and immediate resolut
JANUS will provide an agenda and findings worksheet for each daily briefing during the
assessment testing. The assessmergfings will be conducted at a time determined and
scheduled by the Lead Evaluator a&hé Stateas discussed during the plannipgpcess. The
findings worksheet will contain a composite of all discovered findings.

A Weakness, Risk level, MARSecurit{PrivacyControl Family identificatiorRequirement
reference indicator, Affected system (i.e., server name, firewall or router name, applicati
name), Ease of fix, Estimated work effort, Description of the finding, Recommengatidn

A Status- the Status column is used to note receipt of evidence, if the finding is closed or
remains open, comments from the Business Owner or any other pertinent information.

The JANUS team wileliver a soft copy agenda and worksheet listing all findings in the forma
similar to theSecurity Assessmentdtksheet(SAW)for the POA&M.

Prior to the outbriefing, the Lead Evaluator or Project Manager reviews the findings for cont
quality, appropriate risk level, and accurate recommendations. If there are questions regard
specific finding, the Project Manager/Lead Evaluator cdaghk tester and, if needed, seeks
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Assessment Detailed Description
Phase Activities P

clarification on the issue from th8tateproject lead. The Lead Evaluator prepares the daily
briefing agenda in order to document outstanding items and issues. Once both the consolid
findings and the daily odbrief agenda are complete, the Lead Evaluator sends them t&thaee
project lead and all system stakeholders via an encry@ifile or secure portal. During the out
brief, the discussions focus on High and Moderatelgskl findings; and if time allows or if
desired, Low riskevel finding.

Final OutBriefs |We will schedule a final odirief the week following the completion of the field work to allow tl

and Evaluation Team time to review testing data and additional information gathered. If addition:
Remediation  [findings are generated from this review, a Findings Workslsestnt for the outrief. During the
Review assessment and for one week after the final-twief, closure and mitigating evidence may be

provided to the Lead Evaluator. Findings that are addressed will reflect a closed status in th
Assessment Test Repowhile the remaining findings will reflect an open status.

Sampling will be applied to each of the tasks to maintain reasonableness areffegiveness as is
typically performed in CMS MAEESassessments.

Reporting Phase
Following the Assessment Phase, the Reporting Phase analysis activities, all annotations, completed Test
Scripts, report results, tool output, completed Test Plan, and communications toftaie staffwill be

reviewed and the results recorded into the Final Assessment Report in the required formats. These will
be delivered to theStateproject lead, or to whomever you designate.

A number of years ago JANUS developed the structure of the report for CMS that is required for the
Exchanges. Since that time, JANUS has utilized this format many, many times for CMS, for federal
contractors, for state agencies, and others. Along witk format, JANUS developed the definitions
that are contained in the required Security Assessment Report including the Business Risk Level
Definitions; Easef-Fix Definitions; and Estimated Work Effort Definitions.

As a result, we are expert at quickly sizing the work of effort, h&@&yeear history of preparing CMS
focusedassessments This knowledge will be brought your project. We also have extensive

knowledge of MARSE from the CMS perspective over a number of years and from assessing other state
Health Exchanges and can bring that additional valyeto

We will complete the SAR, the SAW, and the POAM, as well as the Attestation Memorandum, if you
wish. All documentation, communications, and/or data retained will be sufficiently protected and
controlled commensurate to a high system security level.

Deliverables

Much of these are prescribed by CMS. What we typically include is as follows:

SAR

TheSAR is the Security and Privacy Assessment Report. It follows a predefined template provided by
CMS. Elements of the SAR include:
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1 Executive Summary
1 A Scope Statement
o Components Tested
o Documents Assessed
o0 Personnel Interviewed
I System Description
0 This information comes from the System Security Plan (SSP)
1 Summary Section
o0 Summary of Findings (count of controls met, partially met, not met)
0 Summary of Scans and Test Data/Results
9 ! {GFraSYSyidG toz2dzi GKS {12 o6{SOdzNA(G& ! aaSaazNna
0 Detailed Findings
0 Scan Results (based on the following types of components)
A Infrastructure
Applications
Databases
Source Code
Penetration Test Results
Raw Scan Results
False Positive Results
1 Summary of Recommendations or Corrective Actions
SAW
The SAW is the Security Assessors Workbook. It will be changing from a Word document to an Excel
spreadsheet for the ARBMPE process in 2026. The JANUS tabs currently include:

9 Security and Privacy Controls (each control assessed and its compliance outcome (Pass/Falil)).
We track Partially met controls separately for reporting in the SAR. Partially met controls in the
SAW have a status of Fail.

1 SAR; Rolesg System roles to review/test if applicable.

1 SAR Infrastructure (networked components identified as infrastructure (routers, firewalls,
VMWare servers, file servers, storage, etc.)).

1 SAR; Applications; Systems running the application layer for the system (Web servers
generally, but can include database query and reporting platforms).

1 SAR; Databaseg System running database software.

1 SAR; Detailed Findingg Any new findings from our current work. If the assessed entity already
has an outstanding POA&M for aage controlg and we come to the same conclusion based on
our work, we record the failed status for the control, and reference the current POA&M in the
Security and Privacy Controls tab, but we DO NOT write a new finding.

1 SAR: Infrastructure scan results.

SAR; Application scan results.
1 SAR; Database scan results.

> > > > > > >

=

87



State of Arkansas, Department of Hunaervices JANUS Associates

Securityand PrivacyControlAssessmets for the Arkansas MES June20, 2025
1 SAR; Compliance scan results (if available).
1 SAR; Source code scan results (if available).
1 SAR: Pen test results.
1 SAR; Raw scan files.

1 SAR; False positives.
Plan of Actions and Milestones (POAM)

A formatted POAM to assist you in managing the needed tasks to improve the controls.
Annual Attestation Memorandum

The Annual Attestation Memorandum is a templated form from CMS that captures the following:

‘The following table contains the status of all sctivities pesfonned during tis sssessmment Signatures
MEMORANDUM OF STATE ATTESTATION < 4% Delste all blus imstructic bames (i

- . St 1 certify that [ am authorized to sizn this fomm T. By siguing | attest e
SUBJECT: t ana Privacy Arestation ANSure a1 e e smounding ‘acouracy and authenichy of the submitted Ammal Securicy znd Privacy Assessment Packsge
Department of Finman Services METS System.

Prrformed suns Dt Primary Security Representative for the AE System

‘The Avual Security and Privacy Amestation Memoranhun for the Patient Protaction and
2 £20L0 5 of completion of
the Minimmr: for = ity and pr
dated by fedicara & Medicaid Chs).
activiti cantimons

ame)

‘monitoring of security and privacy comols.

(Sienarars) =)
‘This Antestation Memmarzndum is being submitid to CMS along with the Security and Privacy
Assessor Workboak (SAW) and all otier required Aval Security and Privacy Assessman

ion. Together, these i ic securi

sdentify and address systemic sacurity and Authorizing Offcial

privacy fssues. Asdinonlly, tae Socrments provide 3 datalled understanding of the curent
‘security and privacy posturs associated itk the broader ACA program.

ame)

Astestation Detadls

Amestasion Calendar Vear: | 1022

[E===] =]

Dave Kange of Asesment:

Dare of Assesssaeme Repere: | [

These are all portions of tHdARSE process that JANUS is highly experienced with and performs each
year for clients.

Closing Meeting

We typically conduct a closing meeting with management and other personnel to review the findings
and answer any questions.

Status Reports

Periodic status reportare provided that focus on activities completed during the previous pesfdtie
project, activities for the next period; issues and problems; project risks; and needstieo8tate

Customization

JANUS can customize any of our services for different State needs at an hourly billing rate or if we can
size a task, we can provide a fixed price for that task.
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Remediation Recommendations

JANUS reports typically contain remediation recommendations. However, we also usually provide more
details on the proposed remediations than what CMS allows in its reports. We will work with you to
help you achieve your needs for an appropriate leveesbmmendations.

We can also redact reports to meet your needs at either no cost or a very nhominal cost, depending on
the work effort required. Please see sample report in the appendices that already contains redacted
findings.

4. Describe the resources required to complete the security and prassgssments, including team
composition necessary to complete full secuegsessments and partial security assessments.

JANUS will assign a team of experienced staff to perform the tasks required. Our compliance staff is
separate from our penetration testing experts. Staff from both groups will be assigned, depending on
the particular need, timing, and your schedule. &Bke see section illustrating biographies and resumes.

5. Describe team composition for the various scales of penetration tegéagribed in the SOW.

Our team (all employees) regularly performs MAR@enetration tests for various states, and is

currently undertaking one for a western state. We assign our Technical Project Manager to ensure that
all details of the Rules of Engagement and scope are teaaur testers. She manages the dayday

work of the testers who are assigned. The Chief Technology Officer, her manager, oversees all
penetration testing activities to ensure that a thorough examination has been undertaken, that the
scope has beenragcefully tested, and that findings are technically correct before they proceed to the
guality assurance steps.

6. Describe the necessary hardware, software, and tools required forassgissment.

JANUS supplies its own tools, hardware and software. However, we will request that you utilize a VM
system from us that establishes a secure tunnel to JANUS for internal penetration testig@
physical device that performs a similar function. Baoiity can access a restricted JANUS environment.

7. Provide a single redacted example of each from a previous Medicaid project:

w {SOdNRG2 ! a38aaYS8yd ttty
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Please refer to the following Appendices for the aboventioned examples:
AppendixC¢ Security Assessment Plan

AppendixD ¢ Security Assessment Workbook

AppendixE¢ Security Assessment Report

AppendixF¢ Penetration Testing Report
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AppendixG ¢ Plan of Action & Milestones Document
AppendixH ¢ Gap Analysis

8. Describe your approach to assessing Medicaid modules for industry, locédanal regulations
regarding the privacy and security of data and systems.

JANUS is a company that specializes in information security/privacy with a particular focus on healthcare
security/privacy assessments/audits. With over ay8ér history of performing these types of projects
throughout the U.S. and for the U.S. Healtlldtuman Services, Centers for Medicare & Medicaid

Services (CMS) since 2001, JANUS is very experienced in successfully undertaking similar assessments/
audits for states since they became required. During the past several months we have performed
similarassessments for Connecticut, Wisconsin, Minnesota, South Dakota, as well as Colorado.

As specialists in MAHSsecurity and privacy assessments, in this proposal, we describe how we plan to
examine compliance with the MARES2.2 rules by laying out the process for you, utilizing the

appropriate CMS templates, obtaining your approval, sutingitto CMS for approval (if you need), and
performing the work in a format that JANUS has been successfully utilizing for many years and that meet
your needs. In 2026, MAHESWiIll be replaced by the Acceptable Risk Controls for ACA, Medicaid, and
PartnerEntities (AR@MPE) standards. We assume that you will wish to utilize those since this contract
begins in 2026, but we are equally adept in both MARSd ARBMPE (we will utilize the MAHS
nomenclature in the following portions of the proposal).

We will begin the process by holding a teleconference with you. We will then prepare the Security
Assessment Plan (SAP) if we are conducting either a full or partial Security and Privacy assessment (the
additional tasks you have requested do not requite formality of the SAP. Instead, we will prepare a
Scope of Work and a Rules of Engagement for those). Upon agreement, we will walk you through the
process, prepare a set of document requests which we will discuss with you, review those documents
you sulmit for their compliance with the rules, and provide you with the results of that review, all the
while helping you manage a successful assessment.

We will examine your supporting MARESIocumentation. That document request which we will deliver
to you will guide your staff to provide the type of evidence/documentation we need to determine
MARSE compliance with federal requirements. We will analyaeh control and how you are

complying with it.

We will provide a report in the CMS acceptable format that contains both an executive summary,
RSAONROAYI 6KIG 68 KIOPS F2dzyR: Ff2y3 6A0GK GSOKYAD
efforts can be more effective and efficient. We will gde/this to you in draft form so that you can

study it and discuss it with us, before we prepare the final set of documentation that this type of project
requires, as described in this document.
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For the penetration tests, we typically begin by preparing an appropriate test Statement of Work (SOW)
to guide our activities. We structure the test to meet your specific needs. We hold regular briefings
(often daily) with your staff as a knowledge tsder element to the project, and we keep in close

contact with your lead personnel as we perform our work so that you are knowledgeable at all times of
our activities. Upon completion of the testing or assessment, we provide a draft report and after
receving feedback from you, we finalize our report for your files.

WEb!{ FaasSaasSa 2dzNJ Ot ASyiaQ Sy@ANRYyYSyilia Ay 4&dzli
including all those for NIST, CMS, NERC/FERC, CIS, @iHerandParticular experience related to this
solicitation includes our extensive understanding of, and assessment to:

IRS Publication 1075, Tax Information Security Guidelines for Federal, State and Local Agencies

National Institute of Standards and Technology

(NIST) 80430, Guide for Conducting Risk Assessments

Federal Information Security Management Act (FISMA) assessments for over 13 years.

NIST SP 86®B, Revision 4, Recommended Security Controls for Federal Information Systems

and Organizations (Revision 5 s&arin September 2022)

The Security Content Automation Protocol (SCAP)

1 Health Insurance Portability and Accountability Act of 1996 (HIPAA) Privacy, Security, and
Breach Notification Rules

T Minimum Acceptable Risk Standards for Exchanges (NEAR&I versions

1 CMS Streamlined Modular Certification for Medicaid Enterprise Systems Certification Guidance,
I LIS Y RAE 5 & L patp SebuyitRaédg Riivady Kdsédtnent Guidelines for Medicaid
Enterprise Systems LJ- 35848 n m

1 Acceptable Risk Controls for Affordable Care Act (ACA), Medicaid, and Partner Entities (ARC

AMPE)

=A =4 =4 4 =4
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In addition, we conduct many assessments and penetration tests each year, adhering to, and reporting
on, the Center for Internet Security (CIS) benchmarks for security as well as the Open Web Application
Security Project standards for applications. We aéport regularly utilizing NIST 8QG1 for our
assessments, in particular, for CMMC requirements as well as for our transportation and transit clients
such as Hampton Roads (VA) and the Rochester Genesse Regional Transit organization.

Compliance with ARC -AMPE

JANUS is already working with the final version of the-AREE, which was finalized on April 10, 2025.
We are already assessing any differences so that our staff will be ready to begin assessing to these in
2026. Our pricing is based on this information

9. If applicable, describe how your approach to security assessmentseaetration testing exceeds
the requirements defined by the SOW, amelscribe the benefits of doing so.
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JANUS is welinown in the industry as performing high quality MAR&Nnd other security/privacy
assessments and penetration tests. You will receive a thorough examination of your environment from
experts in the field. You will also have access to tlaplgewho undertook the assessing and testing

and can ask questions of them, even after the tasks are completed. The benefits to you include this
access, having your assessment performed by a group that has never had CMS question its submission,
and you wii receive a thorough security examination of your supporting environment that includes
significant amounts of manual testing and probing to ensure high levels of security.

10. Provide an example of an Artifact Review Report utilized for other projects.

We will be happy to discuss this with you and show you one but these are confidential and cannot be
included in a public proposal.

11. Provide an example and explanation of guidance and suggested recommendation(s) given to a client
from an Artifact Review Report.

We will be happy to discuss this with you and show you one but these are confidential and cannot be
included in a public proposal.

These are typically contained in Suralink so they are in data form, not printed. We will be happy to
demonstrate.

12. Provide a detailed example where the bidder conducted SCAs for a Medicaid client and there was a
critical finding with high impact. In this example, detail how you successfully advised and helped
mitigate the finding. Include lessons learned and hoeythvill be leveraged in this engagement.

Applicable Control(s):
SI2 (Flaw Remediation)

Vulnerability:
CVE202436904- Linux Kernel Race Condition Leading to Remote Code Execution

Description:

A critical severityulnerability (CV2024-36904) affecting the Linux kernel, specifically within the TCP
stack (race condition between tcp_twsk_unique() and inet_twsk _hashdance()), has been identified and
confirmed to impact Red Hat Enterprise Linux (RHEL) systems. Teisability allows for remote code
execution (RCE) within the kernel space due to an uninitializedwiaieTCP socket's reference counter.
While exploitation requires a high degree of technical skill and precise timing, publicgiroofcept

(PoC) explits are known to exist, significantly increasing the immediate threat level.
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Risk to the Organization:

The presence of unpatched RHEL systems vulnerable t@@2#36904 poses an extreme risk to the
organization. Successful exploitation of this vulnerability would grant an attacker complete control over
the affected RHEL systems, bypassing conventionafisemechanisms. This could lead to:

1 Complete system compromise: Attackers could gain-tee¢l access, allowing them to install
malware, modify system configurations, exfiltrate sensitive data (including Personally Identifiable
Information (PII) and Protected Health Information (PHI) unbl&fRSE scope), or establish
persistent backdoors.

91 Data Breach and Loss of Confidentiality: Unauthorized access to and exfiltration of sensitive data,
leading to severe privacy violations and potential regulatory penalties under MARS

1 System Integrity Compromise: Malicious modification or destruction of critical system files,
applications, and data, impacting the reliability and trustworthiness of systems.

1 Availability Impact (Denial of Service): An attacker could render affected systems inoperable,
disrupting critical business functions and potentially leading to significant financial losses and
reputational damage.

9 Lateral Movement and Enterpris&/ide Compromise: Compromised RHEL systems could serve as
launchpads for further attacks against other systems and networks within the organization's
infrastructure, escalating the impact beyond the initially affected host.

Given the nature of the systems typically running RHEL (e.g., servers hosting critical applications,
databases, or infrastructure services), the impact of exploitation could be extensive, directly threatening
the confidentiality, integrity, and availabiibf state health exchange data and operations.

Impact:

1 High Impact to Confidentiality: Direct access to and exfiltration of sensitive PII/PHI stored on or
accessible by the compromised RHEL system.

1 High Impact to Integrity: Unauthorizedodification, corruption, or deletion of critical system files
and data, potentially leading to data manipulation and untrustworthy operations.

1 High Impact to Availability: Potential for system crashes, service outages, and complete disruption
of operations on affected RHEL servers.

Advice and Recommended Corrective Actions:

JANUS worked with our client to understand exactly which patches were most needed and advised
them that the following steps were critical to the security of the information:

1 Immediate Patching: Prioritize and immediately apply the latest security patches and kernel
updates provided by Red Hat that specifically address202&36904 on all affected Red Hat
Enterprise Linux systems. Follow established change management presdducritical updates.

1 Vulnerability Scanning and Remediation Verification: Conduct immediate and thorough
vulnerability scans across all RHEL systems to identify all instances vulnerabl2GR&SE904.

Verify the successful application of patches and remediation effortautyin subsequent scans.

1 Review system logs, network traffic, and security information and event management (SIEM)

alerts for any suspicious activity that may indicate past or ongoing exploitation attempts.
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We also advised them to rapidly revise the POA&M so that progress could be tracked and that a target
date understood by management could be relayed to CMS.

Remediation Due Date:
We also recommended that they undertake this effort immediately (Withid&4hours) due to the critical
severity and known exploitation of this vulnerability.

l'a 2dNJ Of ASyidQa AYRSLISYRSYyG FaaSaaz2NE ¢S 6SNB LINB

E.4 ATTACHMENT A KEY PERSONNEL

1. Provide a list and description of key personnel that will be performing the services rendered by this
Contract. Please refer to Attachment A.

Key Personnel
Name Key PersonnéPosition
Patricia Fisher Executive OversigitfANUB
Lemon C. Williams Project/Program ManageiSubcontrator)
Consultant B Security and Privadggontrols LeadJANUS)
ConsultantC Senior Penetration Testing LeGANUS)

Proposed Project Staff Members  (all JANUS Employees)

Staff Membe Project Role Responsibilities

Consultant D Subject Matter Expert Security/riskassessment/technical testing
ConsultantE Subject Matter Expert Securityaudit/risk assessment
Consultant~ Subject Matter Expert Securityaudit/risk assessment
ConsultantG Subject Matter Expert Audit tests

ConsultantH Subject Matter Expert Security analyst

Consultant Subject Matter Expert Penetration testing

Consultant Subject Matter Expert Technical testing

ConsultanK Subject Matter Expert Technical testing

Consultant. Subject Matter Expert Project testing

JANUS has assigned individuals to this project who have participated in many similar cybersecurity
assessments during the recent past. As a result, this project will have highly experienced personnel in

0KS &ALISOATAO NI dzA NB ¥sthgnilpioje@sMarlading thepfoject WilSbe { G 1 SQa I
provided by Ms. WilliamsTheywill be assisted by other staff members, discussed belovaddition,

Patricia Fisher will provide Executive Oversigdihce this type of project is a JANUS core speciedty,

have additional talented staff available as backups for the proposed personnel if needed and with the
{GF3SQa | LILINR G f @
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2. For each Key Person proposed in Attachment A, please furnish a Key Personnel Profile Summary as
outlined in Attachment A.

Candidate Professional References

Patricia Fisher, Executive Oversight

Reference #1 Tricia Janssen, MPA

Deputy Chief Information Security Officer
Wisconsin Department of Administration
Division of Enterprise Technology
Bureau of Security

101 E. Wilsoistreet

Madison, WI 53703

Phone: 608246182
Email:patricia.janssen@wisconsin.gov
Reference #2 Irene Brook, CISA

Associate Director of IT Security & Compliance
Access Health CT

280 Trumbull Street

Hartford, CT 06103

Phone: 860757-5345
Email:irene.brook@ct.gov

Reference #3 FrankKalthof

Director of Information Systems

Groom Law Group, Chartered

1701 Pennsylvania Avenue, NW, Suite 1200
Washington, D.C. 20006

Phone: 202861-5409

Fax: 2026594503
Email:fkalthof@groom.com

Lemon C. Williamg Project/Program Manager
Reference #1 Christopher Whitfield
Project Manager

Southern Nuclear Company
Birmingham AL

Phone: 3343995156
Reference #2 Scott Harris

Project Manager

Kansas City Power & Light
Kansa<ity, MO

Phone: 816556-2408
Reference #3 Linda Rogers
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Project Manager

State of Chfornia Department of Water
Resources

SacramentpCA

Phone: 91688-3300

Consultant B; Security and Privacy Controls Lead

Reference #1 LucyGeorge Cooper

Program Specialist I

State of South Dakota

Department of Social Services

811 E. 10 Street, Department 1

Sioux Falls, SD 57013

Phone: 605400-0399
Email:lucy-george.cooper@state.sd.us
Reference #2 Irene Brook, CISA

Associate Director of IT Security & Compliance
Access Health CT

280 Trumbull Street

Hartford, CT 06103

Phone: 860757-5345
Email:irene.brook@ct.gov

Reference #3 Tricia Janssen, MPA

Deputy Chief Information Security Officer
Wisconsin Department of Administration
Division of Enterprise Technology
Bureau of Security

101 E. Wilson Street

Madison, WI 53703

Phone: 6082246182
Email;patricia.janssen@wisconsin.gov

Consultant @; Senior Penetration Testing Lead
Reference #1 Tricia Janssen, MPA

Deputy Chief Information Security Officer
Wisconsin Department of Administration
Division of Enterprise Technology
Bureau of Security

101 E. Wilson Street

Madison, WI 53703

Phone:608-224-6182
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Email:patricia.janssen@wisconsin.gov
Reference #2 Irene Brook, CISA

Associate Director of IT Security & Compliance
Access Health CT

280 Trumbull Street

Hartford, CT 06103

Phone: 860r57-5345
Emailiirene.brook@ct.gov

Reference #3 Edward Pluth

Network Security EngineerElectric Utility
City of Naperville

1392 Aurora Avenue, Suite 100
Naperville, IL 60540

Phone: 6363055980
Email:pluthe@naperville.il.us

Education and Training

Contractor shall list the relevant education and training of the proposed candidate and demonstrate, in
detail, how a candidat@ education and training relates to their ability to perform the intended duties
and obligations properly and successfully in this RFP.

Please see full resumeasid following biographiesf each for details.

Required Experience and Qualifications

The Contractor shall complete this section to show how the proposed candidate meets the experience
requirements for the position. For each proposed candidate, the Contractor must provide the following
profile information:
w Cdzf DblkYS 2F LINR2SO
w /2Yy0F00G LYF2NXYIGA2Y
w 53856480 2F 9ELISNASYyOS
w 5SAONRLIIAZ2Y 2F 5dziASa

Please see full resumé®mllowing)of each for details.

G 2NJ Sy3l3ISYSyi

Bios/ Resumes

Key Personnel

Patricia Fishehas a background of ove6¥ears of information security and technology involvement,

including experience in both technical and management roles. She has designed applications, managed

F LILX AOFGA2Y RSaA3ayT YIFIYylF3ISR L.aQa | 002dzyéd y3a (SOK
aKS Ita2 aSNWSR F2NJ aS@OSNrf @SINBR Fa GKS 9ESOdziA D
YIyFr3aSR GKS LYyF2N¥YIFdGA2y {SOdzNAiGe g .dzaAySaa /2yiA
Canadian sites. In 1988 she founded JANUS Associatethdrfost independent firm in the United

States specializing in information risk management, Information Technology controls, security and

business continuity for government and industry. Serving clients throughout the U.S. and
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internationally, she has a long history of providing strong leadership in the IT and security fields. She
formerly served on the audit committee of the New York City Housing Authority as its IT and security
expert; is on the Board of the Connecticut Tealagy Council; and serves as a member of the

International Information Security Standards guidance board. Ms. Fisher holds both a B.A. (Maxwell
School of Economics) and M.B.A. from Syracuse University and completed extensiveagtiess work

at Pennsylvaia State University in Computer Science. She holds CGEIT (Certified in the Governance of
Enterprise Information Technology) and CRISC (Certified in Risk of Information Security Controls)
certifications from ISACA, as well as the MBCI certification frenBtisiness Continuity Institute, and is

a Certified Data Privacy Solutions Engineer (CDPSE)

Ms. Fisher will bring a strong executive oversight capability to the overall project and will fothes on

{ G Ishedd® while the Project Manager will focus on moving the tasks forward. She will conduct
regular checkpoints with the esite members of the team (and your staff as appropriate) to determine
status, review risks, and understand possible issues. ThecPManager and Oversight Executive will
also meet with your appropriate Project Manager as needed to discuss concerns (if any), where
efficiencies may be incorporated, etc. to ensure that the JANUS team is undertakinghe!&tate
stakeholders need to result in a successful project.

Lemon C. Williamss a cybersecurity angperational risk management project management

professional with extensive energy industry experience establishing sustainable cybersecurity programs
for state and federal agencies and public utilities applying leading industry processes and regulatory
standards for fossil fuel, hydroelectric, nuclear, and renewable energy generdfiisrtechnical

experience includes two decades in information technology project management roles, responsible for
dozens of medium to large scale systimplementations of various enterprise software systems

ranging multiple business sectors both public and priv&ieerse technology background in the electric
utility sector includes leading enterprise cybersecurity risk management, network security architecture
design, energy scheduling system uplift, financial trading system implementation, energy accounting
report design, and internal systems audit.

He holds a Project Management Professional (PMP) Certification from the Project Management Institute
and a Certified Information Systems Security Professional (CISSP) from the International Information
Systems Security Certification Consortiude has also been instrumental in developing numerous

cyber programs with specific involvement in incident monitoring, detection, analysis, and response
including implementation of SIEM hardware and intrusion detection systems.

GonsultantBis skilled in both project management and working in a wide variety of organizations, both
unregulated and regulated environments, to safeguard client assets, sensitive data, and critical business
systems to protect from intrusion, data corruption, and$oConsultant Bis asenior consultant with

deep experience in NIST, FFIEC, 1SO, HIPAA, and IRS security standards as well as mbleyhathers.

over 23 years of experience building, enhancing, and integrating highly available, secuematidnt
infrastructures. He has a vast knowledge base in network architectures; infrastructure builds;
government compliance; network security/privacy issues; network management and monitoring
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systems; business continuity planning best practices; and analysis and design. He also focuses on
mitigating a variety of risk factors with robust Business Continuity Planning practices, adherence to SLAs,
and full compliance with SSAE16, SOC 2 auditlatds. ConsultantB graduated magna cum laude with

a B.S. in Computer Information Systems. He holds CISSP (Certified Information Systems Security
Professional) and CDPSE (Certified Pataacy Solutions Engineer) certifications.

He has completed many MAESand FISMA assessments in the over 6 years he has worked for JANUS.
He is the Project Manager and Principal Assessor for thdeenas been consistently trained within

JANUS for an extended period of time on how to perform these functidfeswill be happy to provide
client names, contact details, dates of assessments privately but cannot do so in a public proposal.

ConsultantCmanages all technical testing projects including vulnerability assessments and penetration

tests for major JANUS clients. He has an extensive background in $geetmequirements and

application code issues and has performed application security Idews for major federal, state,

and corporate clientsConsultantCK I & | LN} OGAGA2y SNDE SELISNIA&ES Ay
network architecture, and IT operations which is so essential in accurately analyzing realistic and

actiomable alternatives in IT environments. He is one of the key subject matter experts in charge of
WLb!{Q 26y L¢ 2LISNIGAZ2Y YR KIa&a KIyR&a 2y SELISNASY
also reviews every penetration testing/vulnerability assment for technical quality. He is also an

expert in biometric securityConsultantCis an electrical engineer and focuses his security testing on

the more technical components of tasks. He graduated from Boston University with a Bachelor of

Sciencey / 2 Y LJzi SN 9y IAYSSNAY3I | CdvsultaRtCidadn expétiended Q (G SOK Y A
application security consultant and is a certified Offensive Security Wireless Professional (OSWP) as well

as a Certified Data Privacy Solutions Engineer (CDPSE).

He has worked for JANUS for over 20 years and leads all technical té$isrfgrmal training is as a
computer engineer and he has trained within JANUS for over 20 years on these\itesksll be happy
to provide a list of clients and their details privately.

Proposed Project Staff Members

ConsultantDis a senior level Information Technology (IT), Information Security, Information Assurance,
and Cyber Security vCISO, engineer, ethical hacker, and IT auditor with over 25 years of experience. He
also has a significant background in building and manayyibgr security programs, systems, and
applications. Other major security experience is in security governance projects, architecture,
engineering, security testing, and assessing sectelgted controls. Operational experience includes
monitoring, audting, penetration testing, vulnerability management, delivering security awareness &
training, and developing securitglated documentation. He holds a M.S. in IT Management and a B.S.
in Information Systems. He is certified as a CISM, CISSP, CEBLE)CF, CEH, CCSK, CDPSE, CCP
(Certified CMMC Professional), CISO, and CompTIA A+ and Set¢igiglso holds IT Infrastructure

Library (ITIL) v3, and CxSAST Static Application Security Testing certifications; and Microsoft
Certifications: Azure SectyriEngineer Associate, Azure Fundamentals, and Azure Solutions Architect
Expert. ConsultantD is a trained Computer Hacking Forensic Investigator (C|HFI). He also holds a High
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Value Asset Assessments, Technical Lead certification from the U.S. Department of Homeland Security,
CISA Assessment Evaluation & Standardization.

He performs both MARE and FISMA type assessments as well as complex penetratioarnddtas
worked for both government and private industry as a penetration tester and vulnerability assessor,
performing more and more complex assessmentge will be happy to provide additional details on
clients, dates, etc. privately.

ConsultantEis an information security and IT consultant with 15 years of managing data centers,
networks, and application infrastructures, analyzing risk, performing hardening tasks, and conducting
and managing internal audit leveraging best practices and standamdistermine compliance and
weaknesses. He has extensive experience in healthcare security requirements. He also is an
experienced telecommunications consultant who can operate on either a management level or in a
technical environmentConsultantEholds several certifications, including Certified Information
Systems Auditor (CISA), Certified Information Systems Security Professional (CISSP), Amazon Web
Services Certified Solution Architect, and multiple Cisco Certifications. He holds a BA in Business
Administration from Western New England University.

He has been performing MARESassessments for his entire career at JAdldShas been wetrained
by his manager and other JANUS staffe will be happy to privately provide details, if requested.

ConsultantFhas 21 years of security and network technical experience, working with clients and staff
and is focused on ensuring strong security and IT controls and implementations. He has provided
extended expertise for less experienced staff members in solvinglexnssues in both IT and security
matters. ConsultantFhas significant experience in IT networking needs of corporate clients along with
troubleshooting and strategic initiatives. He is a Certified Information Systems Security Professional
(CISSP¥ ertified in Risk and Information Systems Control (CRASIBIMC Registered Practitioner, and
holds the following Microsoft Certifications: CompTIA Security+, Microsoft Certified Systems Engineer,
Microsoft Certified Systems Administrator, Citrix Certified Enterprise Administrator, Citrix Certified
Administrator,Microsoft Certified Professional, CompTIA A+.

He has been performing MAESassessments for his entire career at JANUS and has bedraineld
by his manager and other JANUS staff. Wilebe happy to privately provide details, if requested.

ConsultantGis an experienced risk management and IT professional who understands government
agency security and IT processes and procedures. He has over 15 years of data assurance experience
with government policies/procedures and thoroughly understands the ITatjgral requirements

within these types of environments. He has developed documentation and training for customer
organizations.ConsultantG has a BBA in Management Information Systems from Texas Tech University
and an MBA from the Univergiof Tennessee at Chattanooga. He is also a Certified Information
Systems Security Professional (CISSP).

100



State of Arkansas, Department of Hunaervices JANUS Associates
Securityand PrivacyControlAssessmets for the Arkansas MES June20, 2025

He has been performing MARESassessments for his entire career at JANUS and has bedraineld
by his manager and other JANUS staff. We will be happy to privately provide details, if requested.

ConsultantH is a security professional with over 20 years of experience. She has the ability to combine
a visionary and flexible approach to executing professional responsibilities with keenly developed
analytical reasoning and troubleshooting skilonsultantH is selfmotivated and goabriented and

thrives in both independent operations and team dynamics. She is skilled at building alliances and
engaging in croskinctional activities and duties. Demonstrates professionalism, a solid work atiic, a

a friendly demeanor in executing professional responsibilit@snsultantH has an M.B.A. from

American Intercontinental University majoring in Healthcare and Human Resources Management and a
B.S. in Business Administration with a major in Healthcare Administration from Central Pennsylvania
College.

She has been performing MAESssessments for her entire career at JANUS and has bedrainelt
by her manager and other JANUS staff. We will be happy to privately provide details, if requested.

Consultantl has22 years of technical security experience within commercial and government
organizations. He focuses on threat and vulnerability assessments as well as penetration testing of
electronic networks and utilizes his engineering skills to determirgepth retwork and application
weaknesses. He also brings a strong understanding of system security and posture with respect to
G2RIFreQa SELX2A0ao | S LISNF2N¥a Y20AES>S AYOGSNyLFt |
various clients. He has led perstiag engagements in support of customers such as Rapid7, Akamai,
Stratfor, Intelligence, DC WASA, Empire State, NYC, and federal agencies such as the Internal Revenue
Service, Bureau of Public Debt, Homeland Security, Interior, and the Federal Resadwditidn to

penetration testing, he conducts System Test and Evaluation (ST&E) for federal information systems in
accordance with NIST standards and oversees and manages the delivery of security assessment services
to commercial and federal customer€onsultant| led the FedRAMP initiative as a 3PAO technical lead

for Akamai. He has the following certifications: Certified Information Systems Security Professional
(CISSP); Federal Information Technology Security ProfessionatAlfIC8Rified Ethical Hacker and
Countermeasures V6 (C|EH); Certified Secure Software Lifecycle Professional (CSSLP); Certified Network
Defense Architect (C|NDA); Certified Expert Penetration Tester (CEPT); Certified Security Analyst
(E|CSA); Licensed Penetration Tester (L&diified Penetration Tester (CPT); and Qualified Ethical

Hacker (QEH). He holds a B.S. from Virginia Commonwealth University.

He is a highly experienced penetration tester and vulnerability assessor and has been performing these
types of projects during his entire career, particularly with JANUS.

ConsultantJis a cyber securitgenetration testerwho focuses on improving security infrastructure and
environments. He performs highly technical analytieatst & I G SOKYyAOlFf YSYO6SNI 27
performs research on needed topics, dmas become a senior member, highly sought outpon

penetration testing team for a wide variety of JANUS clie@snsultantJhas strong technical skills and

when not working continues to perform cyber security initiatives such as Capture the Flag activities,

pai AOA LI GAYy3 Ay I FO1!a./ X /@80SNI5F¢g3as YR 2GKSNI C
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Information Systems from the University of Maryland, Baltimore County and is a certified Practical
Network Penetration Tester (PNPT).

We will be happy terivatelyprovide requested details verifying his experienoeyond what is listed in
his resumeif requested.
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We will be happy to privately provide requested details verifying his experience, beyond what is listed in
his resume, if requested.
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Resumes for the abowaentioned JANUS staff are provided on the following pages.
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Function and Specialization
Executive Oversight Managemen

AIT Governance

A Project Management

A Strategic Analysis

A Risk Management

A Security Analysis/Assessment

Clearance
Top Secret Clearangdnactive

Representative Clients

Commonwealth of Massachusetts

Centers for Medicare & Medicaid
Services

Community Health Network of
Connecticut

Commonwealth of Pennsylvania

Capital District Transportation
Authority

City of Naperville (IL)

Wicomico County Public Schools
(MD)

Travis County (TX)

Connecticut State Lottery
Corporation

Indiana State Lottery Commission

New York Staténsurance Fund

Atlanta Regional Commission

North Central Regional Planning
Commission

Certification(s)

CGEIT, Certified in the
Governance of Enterprise IT
(ISACA)

Patricia A. P. Fisher

Background

Ms. Fisher has 36 years with JANUS where she specializes in both the governanc
Information Technology and information security and risk management projects,
providing analysis and strategic advice to executive boards and leadership teams
Wb!{Q OftASyiao I SNJ GAYS 6AGK W! b! {
Manager, Infomation Security & Business Continuity for Latin America and Canad
Prior to that she also managed large corporate Data Centers for IBM as well as la
scale application development projects. She has led a wide variety of projects ov
many years for ggernment entities and nofor-profit customers, and is a highly
sought after speaker and writer of articles. Ms. Fisher is a former member of the |

C2N] /Ade 1 2dzaAy3a ! dzZiK2NRGe@ QA ! dzRA G
Committee.
Experience

JANUS Software, Inc. (d/b/a JANUS Associates) December 198& Present

A Completed security process improvement project for large transit authority.

A Performed CISO services for regional healthcare firm to assist it to drive neede
securityprograms.

A Conducted high level strategic Information Technology review of state contract
firm to assist in developing budget, setting priorities, analyze staffing, and
determine comprehensiveness of policies and procedures.

A Project oversight manager of CurreBtate/FutureState IT assessment for large

state agency.

Project oversight executive for major Independent Verification and Validation

project for State Department of Revenue.

Project oversight executive for information security contract for large federal

healthcare organization.

Advises senior executives at Fortune 100 companies and federal agencies on |

staffing, and security initiatives.

Led major corporate business and technology IT technical and business justific

projects.

Advised insurance clients on HIPAA, IT security requirements.

Formulated and led team to design biometric identity management product.

Designed Risk Management programs, methods for large organizations.

Managed establishment of Risk Management program for federal agency.

Advised senior security management of large financial institutions on corporate

governance, organizational structure.

Managed large information security projects for various public and private clien

Do To Do Io Do

o

103



State of Arkansas, Department of Hunaervices
Securityand PrivacyControlAssessmets for the Arkansas MES

JANUS Associates
June20, 2025

CRISC, Certified in Risk and
Information Security Controls
(ISACA)

CDPSE Certified Data Privacy
Solutions Engineer

MBCIc Member, Business
Continuity Institute

Education

B.A., Economics, (Maxwell Schoo
Syracuse University

M.B.A., Marketing, Syracuse
University

Post Masters Computer Science
and Doctoral Studies,
Pennsylvania State University &
State of New York at Albany

A

A

International Business Machines, Inc.

Designed and provided executive aghployee training throughout U.S. for large
television/news organization.

Defined and oversaw execution of technical IT business justification process fo
large commercial financial organization.

Performed oneon-one executive information security tutoring for large
corporations.

Performed agencwide information security strategic program review for large
federal health agency.

Defined information technology/security strategies for various large client
organizations.

Designed and performed information security training sessions for corporate
clients.

Developed standardized risk assessment evaluation methodology for federal
healthcare agency.

Managed general support system and application HIPAA system control asses
process for CMS.

Led security risk assessments/penetration tests for major rmational and
government clients.

Performed Business Impact Analyses for Fortune 100 corporations, large bank
brokerages.

Led security penetration tests and vulnerability analyses for international and L
clients.

Completed Disaster Recovery Plans to fulfill prime contractor requirements for
federal agency systems.

Performed security/recoverability audit for international bank.

Advised clients on improvements in security awareness programs; developed
tools/techniques for training.

5SSt 2SR az2Fidol NB
International Space Station project.
Conducted certifications of adequacy of Commeroi&ithe-shelf and custom
software/systems to meet NASA security/recovery criteria for contractors.
Managed security sensitivity certification process for large federal prime contra
Designed continuity test plans for various clients and monitored test execution.
Conducted risk analyses, policy and procedure development, education, busine
continuity planning for commercial and governmental organizations.

Performed strategic security administration study for Fortune 100 insurance firr

aSyaridAagaie OSNI

August 1977 December 1988

Information Security Program Manager

A

A

Performed critical consulting role during planning and justification of major disa
recovery proposal that resulted in present IBM #sitie offering.

Consulted with key international and domestic IBM customers regarding recove¢
needs, information security problems.

Conducted U.Swide fraud audit resulting in criminal prosecution.

Managed international information security program for IBM internal Latin
American sites.

Designed and conducted international training programs for information securit
initiatives.

Advised senior level executives on country/site security status throughout Latin
America and Canada.
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A Directed shortterm assignees from Latin countries.

A Supervised budget/financial aspects and risk management of international

program.

Developed measurement techniques to achieve proper level of control.

Designed series of security metrics to measure improvements in IBM program.

AS5S@St21LISR aiN) G§S3IAOkodzaiySaa F2O0dz
selling IBM approach.

A Structured disaster recovery offerings to market to key customers (domestic ar
Latin).

A Provided security consulting services for IBM key customers.

A Conducted customer educational seminars for senior executives, staffs and
information security personnel.

A Managed multidivisional financial planning, product inventory, and pricing
applications.

A Managed financial accounting Information Technology services for largest IBM
division.

A Performed technical assessment and final finarajgdroval for multidivisional
capital requests (in excess of $230 million per quarter).

A Revised methodology for quarterly capital investment process resulting in relez
of dollars to the IBM divisions.

A Operated large headquarters data center, 107 staff upon completion of assignr
(operations, systems support, networking, information center, etc.).

A Managed staffing reduction of 25% over three years while consistently achievir

99.9% availability with subecond response to 1800 users.

Directed planning requirements for new IBM major computer center site.

Managed data center recovery programs.

A Divisional management of United Way campaigachieving highest
participation/contribution rate ever in IBM while managing to lowest expenditurt
in the entire corporation.

A Designed statef-the-art computer command center off raised floor.

> 3

o o

Other Experience and Professional Accomplishments

Professional Education

Goldman Sachs 10,000 Small Businesses Graduate

L.a tNBaARSyidiQa /fl aa

L.a ! RGFryOSR aG®RRtS al ylISNRA&

IBM Advanced Business Institute

Awards, Honors, Service

Charter Oak College; Curriculum Committee.

Connecticut Technology Council \i€kair; Board of Directors (20£12016); Chair of
Cyber Security Committee (20¢2urrent)

Community ActiorAward (Volunteer of the Year), Connecticut Technology Council
December 2013.

Blue Ribbon Panel member for Criminal Justice curriculum, University of Saint Jo
Former Member, Audit Committee of the Board of Directors, New York City Housi
Authority.

Finalist, Women of Innovation.

Outstanding Contribution Award, Fairfield County American Heart Association.
Outstanding Service Award, Fairfield County Cub Scouts.
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Selected as national delegate to National Science Foundation special conference
the Role of Community Colleges in Cyber Security Education.

Committee member, Norwalk Community College, information security curriculum
committee.

Chosen as national best practices committee member, Disaster Recovery Institut
Business Impact Analysis.

Chosen as national best practices committee member, Disaster Recovery Institutt
Recovery Strategy.

President, Independent Computer Consultants, Fairfield/Westchester.
Outstanding Speaker Award, College and University Machine Records Conferenc
Selected Publications/Presentations

Cyber Risk in Captive Insurance Organizations, 2014

Information Security Governance, Eastern European National Information Securit
Conference, Czech Republic, Keynote Speakénformation security governance ant
program maturity 2013

Guest Lecturer on Information Security, Risk, and Governance: Boston University
Program, 2010

GrLt!! FyR I'L¢9/ 1 wdz S&as ¢KS bSg 22N
October 2009
Gl Le9/ 1 YR LYF2N¥YFGA2Y {SOdNRGE¢ ¢S

Professionals, July 2009

GLYF2NXIGA2Y {SOdzZNRG& Ay GKS ! YSNR O}
presentation, May 2009

Ghdzia2dzNOAYy3 Ay ¢2RI&8Qa bSs wial ! @S
GLYTF2NXI GA2Yy { SQRNBRAGSNEAY 60SKOSA yil 2NES NI | N
Council, July 2007

Gt 26SNJ LYRdzaGNRE / 2y OSNyaé¢ 6SoAyl N G2
producers in the U.S., July 2007

GwSO20SNE YR {SOdNAGE&zZé¢ LYOGSNYyridazy
February 2006

Curriculum Advisory Committee, Norwalk Community College,-2008

Keynote address, Information Security Conference, Norwalk Community College,
2005

GLYF2NXIGA2Y {SOdzZNA(G& .ST2NB dkmm |y

G{ SOdzZNAy 3 2 S0 . -G0S Ronferdlitey Tydons Carey/ \Airgirdia, a
2001

G{ SOdINAG& 28H1ySaasda Ay (KS t288NJ Ly
G{ SOdNA (i 8- bZABRE4E2HI DYSNRAOIY tdot A0

2000

G2 KIFIG tSYSGUNIGA2Yy {ddzRASa 2Afft ¢SI OK
Gt SYSGUNI G- K¢ O0&ESDHzIA PSE WdaddiNed Origansd, July
1999

GaAfttSyyAdzy al @KSYzZ¢ 5AalaitsSNI wS02@S
G¢KS wSIHtAGASE 2F [/ 2yRdzOGAY3 | . dzaAyY
Summit, San Francisco, May 1998

Gt SYSGUNI G- K¢ O0&ESDHzIA FSE WdaddiiNew Origans, May
1998

G¢KS wSIHtAGASE 2F [/ 2yRdzOGAY3 | . dz@aAyYy
Atlanta, September 1997

G{SOdNR G2 wSOASs 2F bSGOASSZ¢ LydsSNy
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G2 Keé O2YLJziSNI {2adSYy tSySGuNridAazy ¢Sa
January 1997

Gl 2¢ G2 /2yRdzOG ! . dzAAySaa LYLIFOG !y
1996

G{ SOdzNRA y 3 a +Securing Cliéht/Seiies MetwarR¥cGrawHill, 1996
al2g G2 {Stft {SOdzNARide G2 alyl3aSySydazxz
GhLISNY GAy3 {2alSY /{S500MRIGRS éa | /VK, AUSHN
Publishers, 1993

G{ SOdzNA(G& FtYyR /2yGNRfta 2Aff LYLNRGS
1992

G/ 2y GNREEAY 2 SIOOSAAINE I GKASES NI NFKebrivaiy 1992
GLYF2NXYIFGAZ2Y {(iSOXNICR2O d&\S R 2 2 NPaRIEE / N
February, 1991

Selected Interviews/Appearances

Regional News Network (RNN): Richard French Live, panel discussion regarding
Ruling, December 18, 2013

wlk RA2 CNBS 9czNBLIG S 243 SNHzNI &G S ¢ KSYZ ¢
LYF2NXYIFGAZ2Y ! NOKAGSOG bSgatSGiSNE ada
February4, 2002

2 C55 wl RAMPSENNE NFoLWI ¢ WI ydzZl NB HdDE HAAt
G{ SOdzNA (& g .dzaAyS&aa /2ylGAydade {AyO
2001

./ WIRA2Z G¢SNNBNARAYZE {SLISYOSNI mm
Many other interviews and appearances, May 19Qkily 2001, details provided upon
request.
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TOC

Busness Senices

LEMON C. WILLIAMS CISSP, PMP

EXECUTIVE SUMMARY

Cybersecurity and operational risk management professional with extensive energy industry experience establishing sustainable cybersecurity
programs for state and federal agencies and public utilities applying leading industry proocssses and regulatory standards for fossil fusl, hydroekectric,
nuclear, and renewable energy generation.

He possesses two decades of experience in information technology project management roles, responsible for dozens of medium to large scale
systems implementations of various enterprise software systems ranging multiple business sectors both public and private. Diverse technology
background in the electric utility sector includes leading enterprise cybersecurity risk management, network secunty architecture design, energy
scheduling system uplift, financial trading system implementation, energy accounting report design, and intemal systems audit.

He holds a Project Management Professional (PMP) Certification from the Project Management Institute and a Certified Information Systems Security
Professional (CISSP) from the Intemational Information Systems Security Cerification Consortium. He is currently a Partner at The lenado Group, a
cybersecunty and emerging technology consultancy.

Motable experience includes kead technical support manager for Duke Energy Merchants, committze lead for Outreach and Training in the SERC
(formerly the Southeastern Reliability Council) Cyber Standards Working Group, Configuration Manager for Tennesses Valiey Authority's ('TWA)
Regional Transmission Organization {"RTO"), served as acting Cyber Security Officer at TVA for compliance seff-certification and author of compliance
documentation for applicable North American Electric Reliability Corporation ("NERC”) standards for the California Independent System Operator
[‘CAISD.

He brings wealth of knowledge and technical expertise with regard to system engineering, digital systems monitoring, and equipment reliability. He
has also been instumental in developing numeraus cyber programs with specific involvement in incident monitoring, detection, analysis, and response
including implementation of SIEM hardware and intrusion detection systems.

CERTIFICATIONS

Project Management Professional (PMP) - Earned September 2007
Project Management Institute, License 485397

Certified Information Systems Security Professional (CISSP) - Eamed July 2006
International Information Systems Security Certification Consortium, License 95222

PROFESSIONAL EXPERIENCE

COTOC LLC; Various USA 2015 - Present
Contractor/Consultant
Information Security Protection & Policy

Ower 20 years of consulting, management and industry experience. Singularly focused on the utility industry providing executive insight, technical
delivery and a focus on client success. Deeply experienced in IT/OT systems integration, advanced metering, data driven grid reliability and
decentralized energy.

Responsible for leading professional services expansion and strategic alliances for regulatory compliance programs for state and federal agencies and
public utilities applying leading industry processes and regulatory standards including NIST CSF, NERC CIP, NERC EOP, NERC FAC, NERC TOP,
FERC D2SI, NEI 08409, IS0 27001, and ES-C2M2 for fossil fusl, hydroslectric, nuclear, and renewable energy generation mixes as wel as
transmission and distributed energy resources [DER) assets.

Responsible for leading professional services expansion and guiding business development through strategic alliances and subcontracting
opportunities. Educate C-Level and senior utility management on regulatory compliance program management and reliability authority expectations
for sustainable cyber security programs for state and federal agencies and public utilities applying leading industry processes and requlatory standards
as well as NERC 693 and GDPR compliance integration.

Leidos (Formerly SAIC); Various USA 2013 -2014
Senior Cyber Security Consultant
Engineering & Energy Services

Responsible for providing leadership, pragram management, technical expertise, and analysis in support of cyber security initiatives in protecting the
grid from cyber security vuinerabilities. This includes research, development, integration, and implementation of securnity strategy plans, controls and
architecture.

L C.\Wiliams CIS3P, PMP
Page 10f2

108



State of Arkansas, Department of Hunaervices JANUS Associates
Securityand PrivacyControlAssessmets for the Arkansas MES June20, 2025

TOC

Busmness Services

LEMON C. WILLIAMS CISSP, PMP

Tennessee Valley Authority (“TVA"), Chattanooga, Tennessee USA 2010 -2013
Senior Project Manager

Gas Supply Operations & Origination

Tennessee Valley Authority

Steward of the business processes enabled by the C/ETRM systems. As the custodian of the systems, responsible for overall system performance.
As business administrator also responsible for resolving user issues and questions as well as requesting and coordinating technical support for the
systems.

Developed business and functional requirements for the implementation of full real-time Demand Response capability in support of Smart Grid initiates
including the analysis of sub-second meter data and consumer load curttailment. The deployment of a Demand Response Desk (DRD) solution is
viewed as grouping together distributed resource components, such as economic curtailment products, directly controlled load, etc. as a “virtual power
plant (VPP)" and then collectively operating and optimizing it via a central control entity. The focus of this project is the procurement, design,
implementation, and integration of an existing off-the-shalf product that wil facilitate aggregation and execution of demand response activities which
utilize the “load as a resource” for the safe and reliable operation of the energy grid in the Tennesses Valey.

Tennessee Valley Authority (“TVA"), Chattanooga, Tennessee USA 2009 - 2010
Program Manager, Cyber Solutions & Strategies
Enterprise IT Security

Served as the agency subject matter expert for federal and industry Critical Cyber Infrastructure Protection regulations and standards. Planed,
designad, implemented, and managed the agency level oritical cyber asset security program which safeguards TVA's crtical infrastructure from cyber
sagurity vulnerabilities. Including designing and managing the agency plan for network protection, log monitoring, and security information and event
managament (SIEM).

Deloitte & Touche, LLP, Seattle, Washington USA 2007 - 2009
Manager (Consultant) - Operations & Technology
Regulatory & Capital Markets

Principal duties have included securing and maintaining Supervisory Control and Data Acquisition (*SCADA") and controls systems infrastructure in
compliance with requlatory standards. Additionally, he has directed the preparation and authored internal policies, best practices, and procedures an
technology change management for utilities.

Tennessee Valley Authority (“TVA"), Chattanooga, Tennessee USA 2003 - 2007
Caonfiguration Manger
Control Systems Configuration Management

Led the Sarbanes-Oxley compliance of crtical realtime systems. Drafted wiitten procedures and maintaining documentations regarding change
management, electronic incident response, data aceess, continuity-of-operations, and application development for NERC CIP. Was also responsible
forinsuring compliance with regulatory standards regarding Cyber Security (*CIF") and Software Change Management. Implemented third-party work-
management systems combining eig htlegacy systems for inventory control, customer support, change requests, scheduling, repository of record, and

repording.
EDUCATION

Bachelor of Science in Logistics from the University of Tennessee, Knoxville, Tennessse USA. 1997

AWARDS/PUBLICATIONS

« 2020 Security Professional of The Year Finalist. Chattanooga Technology Council
«  2020. How-To Write Quality Compliance Documentation: Policy & Setting the Tone for Controlling Process. 1st ed.
ISBN: 979-8663416344

L . 'Wiliams CISSP. PMP
Page 2cf 2
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Function and Specialization
Project Manager

A Infrastructure Security
A Networking

A Network Architecture
A Compliance

A Banking, Finance

Representative Clients

TriNovus Systems (banking
networking)

Travis County District Attorney

City of Hartford (CT)

City of Naperville

Aligned Energy

Minnesota State Lottery

Wicomico County Public Schools
(MD)

Travis County (TX)

Gila River Hotels and Casinos

Connecticut State Lottery
Corporation

Indiana State Lottery Commissic

Certification(s)

Certified Information Systems
Security Professional (CISSP)

Certified Data Privacy Solutions
Engineer (CDPSE)

Education

B.S., Computer Information
Systems, Park University,
Parkville, MO (magna cum
laude)g 2000

ConsultantB

Background

Twentythree years of experience building, enhancing, and integrating highly avail
secure, and compliant infrastructures. Vast knowledge base in network architectt
infrastructure builds; government compliance; network security/privacy issues;
network management and monitoring systems; business continuity planning best
practices; and analysis and design. Focuses on mitigating a variety of risk factors
robust Business Continuity Planning practices, HIPAA security, adherence to SLA
full compliance with SSAE16, SOC 2, and PCI audit standards. Skilled in working
regulated environments to safeguard client assets, sensitive data, and critical bus
systems to protect from intrusion, data corruption, and loss.

Experience
JANUS Software, Inc. (d/b/a JANUS Associates)
Director, Audit & Assessment
A Manages large client security and risk assessments.
A Performed multiple network architecture compliance advisement for client
institutions.
Performs security compliance and risk assessments for wide variety of clients 1|
standards/requirements such as:

o Centers for Medicare & Medicaid Services Acceptable Risk Standards

(CMS/ARS), HIPAA, FISMA, and FFIEC/NCUA

0 Texas RAMP and TAC 202 Security Control Standards

0 Multiple states Security Standards

o0 World Lottery Association Security Standards
Analyzes networks and works with IT departments to improve security architec
and environment.
Manages major client engagements in cyber/operational security projects.

July 2017 Present

A

A

A

TriNovus Systems, Lubbock, TX
Network Services Director
Recruited forposition and brought on board to mature an infrastructure that was nc
well structured and lacked full disaster recovery capabilities. Lead a team of up tc
members in the build, management, and support of a high availability, core proce:
data centerinfrastructure for banking clients, who have no tolerance for unexpecte
downtimes.

A Managed networks and systems for a heterogeneous environment comprised «
VMWare, Windows, Linux, Mac, and IBM iSeries systems. Experienced in ven
and contract management, and product research and evaluation.

A Created a technology and capability Roadmap for the execution of alefatied
strategy plus the tactics and timelines to implement that strategy. Addressed s

February 200%; July 2017
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Technical Skills

Protocols TCP/IP / DHCP / DNS
WINS / IPX / SPX / IPSec/DLC
NetBEUI NetBIOS / SNMP / VPN
PPP /PPTP /L2TP / VolP / SIP
POP3/SMTP / IMAP / SSH / SN
/ Telnet / HTTP / HTTPS / NTP
Access ControRADIUS / LDAP /
RSA /DUO

Encryption Bitlocker / PGP /
VeraCrypt / AXCrypt

Network Access & Peripherals
Secure Access Gatewayweb
Proxies Spam Filters Print
Servers; Proxy ServerSwitches
- Routers: Bridges Wireless
Access PointsPatch Panels
Copper & Fiber Optic Cabling
Equipment ClosetsThin Clients
Operating Systemsall Windows
clients and servers; Journaled,
Raw File Systems
(FAT/FAT32/NTFS/Ext2/Ext3);
Novell NetWare 6.x; Linux
(Debian derivatives); DOS
Command Line/Scripting;
Windows Power Shell; VMware
ESX Server

Software Microsoft- Word,
Access, PowerPoint, Excel,
Works, Outlook, Active Directory
SMS, FrontPage, Project, IIS
5.0/6.0/7.0; Miscellaneous: Mail
Enable- Network health and
event monitoring- Remote
Access Malware Protection:
Norton / McAfee / Trend Micro /
Kaspersky / Sophos {$ecure /
Webroot

Travis County District Attorney, Austin, TX

Senior Network Analyst (January 20@1February 2005)
Provided technical support for an IT infrastructure distributed across three locatiot
for a state government office with 300 employees.

A Led two network analysts in the maintenance and support of a heterogeneous

issues as the replacement of depreciated systems, vulnerability remediation, a
compliance with encryption standards and regulations.

Within a highlyregulated industry, managed compliance and auditing projects
related to FFIEC, OCC, FDIC and Texas State Department of Banking oversig|
SSAE16, SOC 2. Areas included business continuity planning, disaster recove
testing, vendor mangement, Active Directory management, patch management
anti-virus management, 3rd party software patch management, intrusion
detection/prevention systems, external penetration testing and remediation,
internal vulnerability scanning and remediation andwetk file system
segregation.

Based on successes building friendly and professional relationships, worked cl
with clients to determine thorough understanding of needs upon which to
determine success, and complied with quality management and continuous
improvement standards.

Developed team competencies in network and system troubleshooting, softwal
distribution and updates, router and domain name management, performance
monitoring, error validation, and support practices.

Provided application management support focused on network security, resilie
business continuity, and disaster recovery. Deployed enterprise class solution
Internet and email proxy appliances, firewalls, WAN link resiliency, and networl
infrastructure.

Defined and executed a Disaster Recovery and Business Continuity Plan for al
infrastructure that supported 32 financial institutions.

o Implemented BGP and autonomous system routing, allowing customers
greater access to SaaS services in the event of a communications failure
primary vendor.

o Created a production environment capable of near time local replication .
daily replication to primary DR site, utilizing VMWare algarty VM
centric tools. The current robust environment is tested twice yearly with
customer participation.

Virtualized environment on a limited initial budget to progressively piece togeth
the backbone of VMWare environment. Consolidated the most critical systems
just ten servers, resulting in a simplified support model with lower costs, as wel
horizontal scalability as needed.

0 Expanded VMWare environment to include 70 percent of production
systems, with an established DR location.

Performed IT consulting for community banks, providing everything from buildii
public websites, hosting email domains, and managing DNS to supporting serv
desktops, printers, routers and firewalls. Provided services for 13 banks.
5SLIX 28SR Iy 2Ly &a2d2NOS (22t 6bl 3A2
when production, disaster recovery and customer managed systems became
unresponsive.

April 1993¢ February 2005

network environment comprised of a high availability NetWare 6.5 cluster, Linu
Windows, and IBM AS400 systems.
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A Created numerous Crystal Reports using data derived from the County's crimir
justice system for such purposes as case load management, recidivism rate
tracking, victim/witness tracking, and correspondence, among others. Delivere
reports via the web.

Senior Financial Analyst (April 19¢3December 2000)

Budget Manager and Principal Accountant for Public Integrity Unit, a state funded
prosecution department of the Travis County District Attorney.

Other Experience and Professional Accomplishments
United States Marine Corps, Jacksonville, NC April 1987¢ April 1993
Sergeant, Active Duty Military
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