




ARTICLE 6. INCIDENT RESPONSE, REPORTING, AND CORRECTIVE ACTION 

A. All participating Departments shall comply with the Incident response, reporting, and
corrective action requirements in accordance with applicable laws and Attachment 1, Scope of
Data Exchange.

B. Any Incident discovered by a Receiving Department shall be reported to the Disclosing
Department and to the Cyber Insurance Program (ar.cyberclaims@bxsi.com) within 24 hours
of discovery.

C. An Incident is considered discovered on the first business day the Receiving Department
knows or should have reasonably known about it.

D. The Receiving Department shall provide detailed information to the Disclosing Department
about the Incident along with the names and contact information of any individuals affected.

ARTICLE 7. GENERAL PROVISIONS 

A. The Disclosing Department shall maintain ownership and primary responsibility of its Data
shared under this ADSA. Any Receiving Department who receives a request for the Data
through a Freedom of lnfonnation Request, subpoena or other legal proceeding, or from
another Department, shall seek permission from the Disclosing Department prior to any
release.

B. Additional Tenns

1. This ADSA shall remain in effect until tenninated by all parties. A participating
Department my terminate its participation in the ASDA by providing 30 days notice to all
participating Departments and the designated ASDA coordinator. If the terminating
Department has disclosed or received Data, it must work with the appropriate Department
to construct a plan for discontinuing the use of the Data.

2. This ADSA may not be amended without written agreement from all participants.

3. Participating Departments shall use Attachment 1, Scope of Data Exchange to outline
additional terms and conditions of any data exchange.

4. Nothing in this ASDA shall preclude participating Departments from sharing data with
participating or non-participating parties through an independent agreement.

5. This ASDA may be executed in two or more counterparts, each of which shall be deemed
an original, but all of which together shall constitute one and the same agreement.

6. This ASDA does not supercede any existing statuatory authority.

7. All data requests are subject to the Disclosing Department's approval processes
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By my signature, we desire to be a participating Department and agree to abide by the terms of 
this ADSA. 

DEPARTMENT NAME: 

SIGNATURE: 

TITLE: 

DATE: 




