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I.	Scope

	This establishes the Arkansas Department of Human Services (DHS) policy governing the purchase, use, and maintenance of all wireless communications devices assigned to DHS. This policy covers all DHS wireless communications devices unless otherwise noted. DHS reserves the right to monitor and log all wireless communications device activity with or without notice including email and all website communications. Users have no reasonable expectations of privacy in the use of these resources. All violations are subject to disciplinary action as outlined in DHS Policies 4002 “Privacy and Security Sanctions” and 1084 “Employee Discipline.”	

II.	Responsibilities

	(A)	Division Directors, Office Chiefs, or their designees are responsible for: 
		
(1) Identifying positions where wireless communications devices are necessary to more effectively complete the missions of their divisions;

(a) Wireless communications device use is determined by three primary factors:

(i)  A job position requiring that an employee always be accessible;

(ii)  A job position requiring an employee to travel frequently; or

(iii) The necessity for an employee to gain connectivity to the DHS network and email when working out of office.
	
(2) Overseeing the wireless communications device approval process;

		(3)	Auditing the use of wireless communications devices and associated costs;

		(4)	Investigating wireless communications device misuse or abuse and any follow-up corrective actions per DHS incident reporting (DHS Policy 1090, Incident Reporting); and,

		(5)	Reviewing their respective division’s monthly charges and approval of the monthly charges on the DHS Share website.

(B)	The Office of Information Technology (OIT) Telecommunications Manager will serve as the liaison between the wireless communications device vendors, the division contacts, and other related parties. The Telecom Manager has the authority and responsibility to resolve all issues regarding DHS wireless communications devices. The Telecom Manager has the responsibility for coordinating:

		(1)	Procurement, approval, and distribution of wireless devices;

		(2)	Purchase and allocation of costs to division accounts per request;

		(3)	Wireless communications device troubleshooting (normal use);

		(4)	Wireless communications device use and abuse reporting and follow-up actions;

	(5)	Training relating to the DHS wireless communications device policy;

	(6)	Maintenance on accounts when requested by authorized wireless communications device coordinators; and,

	(7)	Division access to each vendor’s website to review monthly charges for division approval.

	(C)	Authorized Wireless Communications Device Coordinators:  

		Each Division Director or Office Chief shall appoint an individual or individuals responsible for all wireless communications devices used in his or her division. The Authorized Wireless Communications Device Coordinators have the authority and responsibility from their Division Directors or Office Chiefs to ensure:

	(1)	A director- or designee-approved list of authorized wireless communications device users is maintained;	

	(2)	The maintenance of wireless communications devices assigned to their divisions meet the department requirements specified in this policy;

	(3)	The purchase of wireless communications devices as approved by appropriate division staff;

	(4)	Wireless communications device utilization and expenditure documents are filed and submitted to the DHS Office of Finance as requested;

	(5)	Wireless communications device usage is monitored against requirements within this policy and corrective actions are taken as needed; and

(6)	Delivery of all unused wireless communications devices, chargers, and accessories to the DHS, OIT Telecom Manager for recycling. Refer to APM 609 for detailed information when an employee is terminated or transfers within the agency.

	(7)	Submission of form DHS-5008 (found on DHS Share) to DHS OIT for all approved wireless communications device users to gain access to the DHS network;

	(8)	All processing requests are sent to email address DHSCellService@arkansas.gov;	

		(9)	All monthly billing receipts are filed for audit; 

		(10)	At the beginning of each month the previous month’s reports and expenses for wireless communications device usage are gathered and filed for audit or managerial review; and,

		(11)	All wireless communications devices must comply with OIT Security policies.

	(D)	Wireless Communications Device Users

		Failing to return any state-owned wireless communications device could result in legal action and fines. All DHS employees who use DHS wireless communications devices for state business are responsible for:

	(1)	Completing DHS documents required to purchase and maintain wireless communications devices assigned to them;

	(2)	Adhering to state laws, regulations, DHS and division rules; 

	(3)	Reporting all maintenance issues; 

	(4)	Returning DHS wireless communications devices to their authorized division coordinator if transferring within DHS or if employment is terminated; and

	(5)	Not using DHS wireless communication devices in any way that will incur charges other than for the conduct of official DHS business or to make 911 calls for emergencies.

III.	Records Retention

	Authorization to use a state-owned wireless communications device will be maintained on file for the duration of an individual’s employment. Individual wireless communications device usage reports and related expenses will be maintained from initial report date until audited, the location as determined by each Division Director or Office Chief. Purchasing or acquisition documents must be maintained for the service life of the wireless communications device.  
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